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COVER FOCUS 

Emerging Trends To Watch 

We run down four of the biggest emerging data 
center trends and cover what you need to know 
about them to make sure your enterprise is ready. 
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Data Center Redesigns 10 

Reputation-Based Security 12 

A Replacement For Backup Tape 13 




Outfitting Telecommuting 
& IVIobile Worl(ers 

Need help picking the best 
mobile device for enterprise 
employees? Making sure 
remote workers can easily 
get and stay connected to the 
home network? We talked with 
some industry experts to come 
up with these tips. See page 24. 



PHYSICAL 

INFRASTRUCTURE 

■ Product Spotlight: Environmental Monitoring ..page 14 



NETWORKING & VPN 

■ Tlie volume of log data generated by the typical 
Windows server is so vast, and the level of event noise 
so high, that using it requires automation page 1 

■ Inexplicable traffic is the cause of many headaches 
for data center managers. We'll help you discover 
congestion problems and solve them page 16 

■ International Justice Mission was looking for a way to 
optimize and accelerate data transfer, application 
performance, and mobile communications over its 
entire WAN page 18 

■ NetEx HyperIP acceleration software helps enterpris- 
es better satisfy their performance levels over any dis- 
tance of IP-based WAN page 19 

■ Virtual environments have risen in popularity, but 
problems arise when virtual machines are improperly 
implemented or managed page 20 

■ One company providing cost-effective asset lifecycle 
management tools, including desktop management and 
software licensing, is Scalable Software page 21 

MESSAGING 

& TELEPHONY 

■ Product Spotlight: Email Servers page 22 

■ Ecessa's ClariLink-V Series WAN link controllers are 

designed for SIP-application management to ensure the 
reliability of VoIP applications over the Internet.... page 33 

STORAGE 

■ Product Spotlight: SAN Systems page 28 

■ E-discovery is concerned with the preservation, 
retrieval, and production of electronic information. And 
even though e-discovery is a legal specialty, it's vital for IT 
professionals in any enterprise to be involved page 30 



Storage 
In A Flash 

Solid-state Drives Are Ushering Data Centers 
Into A Speedy, Flash-Based Future 



by Christian Perry 

As FLASH-BASED Storage contin- 
ues to enjoy immense success in 
the mobile sector, the technology 
is beginning to garner serious 
attention on far larger scales. 
SSDs, or solid-state drives, 
are now a viable storage op 
tion for data centers at small to 
midsized enterprises, thanks to 
impressive performance and 
steadily declining prices. 

"SSDs are a great investment 
now and an even greater investment 
in the future," says Bryan Martin, 
enterprise product marketing man- 
ager for flash-based storage 
devices at Dell (www.dell.com). 
"Immediate benefits and costs 
savings can be realized with 
today's SSD-enabled server 
and storage solutions. Look- 
ing forward, SSDs will 
continue to break perfor- 
mance records and de- 
crease in costs while 
architecture developers 
simultaneously contin- 
ue to invent and refine solutions." 

Despite the hype around them, SSDs are by 
no means a complete and perfect replacement 
for conventional hard drive technologies, but 
they do have value for both short-term needs 
and longer-term strategies. Depending on a 
data center's current environment and its 
business goals, it can pay to jump aboard the 
SSD train without hesitation. 




Key Points 



SSDs boast perfornnance-related bene- 
fits that give thenn the upper hand over 
conventional hard drives for certain data 
center tasks, such as online transactional 
processing. 

Vendors are already prepping products to 
mesh with SSDs, so future adoption of the 
storage technology shouldn't prove to be 
overly painful. 

Instead of looking to replace all hard drives 
with SSDs, examine the tasks at hand and 
consider a hybrid environment to get the 
best of both storage worlds. 



According to Rob 
Ober, a fellow at LSI 
(www.lsi.com), SSDs have 
enough attributes that are 
attractive enough to prompt 
early adopters — including IT man- 
agers, server center architects, and 
administrators — to spend significant 
money on deployments. Perhaps the 
most obvious attribute is performance, 
as Ober notes that the raw random access 
performance of SSDs is far higher than 
even 15,000rpm hard disk drives. He adds 
that a high-performance array of hard 
drives can be replaced by 10 or 12 SSDs. 

The benefits don't end there. Ober also 
points to power savings (thanks to the small- 
er number of required drives), less vibration 
(in turn leading to fewer errors), and the fact 
that hard drives have a large MTBF (mean 
time between failures), but those failures 
tend to be random, unpredictable, and cata- 
strophic. SSDs, on the other hand, can wear 
out as writes accumulate, but those wear-out 
times are much more predictable. 

These attributes can deliver real-world 
advantages for most data centers, but Martin 
notes that SSDs are particularly useful for 
performance-intensive applications with 
highly random data patterns, such as business 
processing and decision support systems. 

"Business processing applications such 
as online transactional processing [OLTP] 
are used by financial institutions and other 
industries where real-time processing is an 
Go to Page 8 



Best 

Practices For 
Windows Log 
Monitoring 

Unlock The Information 
Buried In Server Logs 

by Kurt Marko 

Servers excel at routinely performing 
millions of mundane transactions and are 
equally prodigious in generating a virtual 
paper trail by dutifully recording their every 
action in log files. According to Lucian 
Mocanasu, product manager at GFI Soft- 
ware, a Windows domain controller can gen- 
erate 100,000 log events per hour, meaning 
the output from a rack full of Windows 
servers in the average day would probably 
fill the Manhattan phone book. 

Finding meaningful information in such a 
flood of data can be difficult. Yet there are 
compelling reasons enterprises can't ignore 
this potential gold mine of information. 

Kerwin Myers, senior product manager for 
SecureWorks (www.secureworks.com), clas- 
sifies the drivers for server log management 
into three areas: information security, regula- 
tory compliance, and operational trouble- 
shooting. Log data can identify attacks and 
policy violations and facilitate the forensics 
used to investigate the details and scope of 
any security incidents. Similarly, the data is 
invaluable in helping IT staff understand, 
analyze, and solve server problems. 

The importance of system logs as an inves- 
tigative tool has been eclipsed in the past 
decade by their necessity for demonstrating 
compliance with the alphabet soup of IT- 
related laws and regulations. As Myers' col- 
league Stacey Shelley, product marketing 
manager at SecureWorks, quips, "Not moni- 
toring your Windows logs is like setting up a 
security camera and putting an exit sign in 
front of it." 

What Should Be Recorded 

Windows servers record data into three 
repositories — the application, security, and 
system logs — which include hundreds of dif- 
ferent event codes; thus, Shelley says, "The 
biggest piece is figuring out what you want 
to monitor." Answering this question and 
developing a log monitoring strategy requires 
identifying specific business needs — organi- 
zations needing to comply with PCI or 
Sarbox on financial systems will have differ- 
ent logging requirements than those trying to 
harden publicly facing Web servers. 

Interesting log events vary by server 
type — AD (Active Directory) systems are 
usually monitored for security and compli- 
ance events such as security policy or group 
Go to Page 8 
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■ Sometimes, hard drives don't work as they should. 
But how can you tell what is wrong and decide whether it 
can be fixed? page 31 

P Axxana is staking its reputation on creating a black 
box for enterprises called an enterprise data recorder 
that works with ordinary storage systems to protect a 
company's data page 32 

SECURITY 

■ Product Spotlight: Antispam Appliances .... page 34 

■ RedCannon recently released the vDefense security 
appliance, a powerful and unique unified threat man- 
agement system that monitors virtual servers built 
around VMware vSphere page 36 

SERVERS 

■ The American Portwell Technology CAD-0205 is a 
compact and versatile security appliance with an Intel 
Atom processor page 33 

■ Although rumors of RISC's death are indeed exagger- 
ated, many RISC servers are at or past their useful 
lives, leaving IT managers the decision to keep riding the 
prophetary RISC-UNIX technology train or transition to 
x86 servers page 37 

■ Server management can be a struggle for small to 
midsized enterprises for a number of reasons. Here are 
some ways to simplify the process page 38 

SERVICES 

■ NaviSite is at the forefront of the utility computing 

revolution, in which data centers can purchase comput- 
ing resources in the same way they currently buy elec- 
tricity and other utilities page 39 

CLIENTS 

■ Despite industry-wide confidence behind Microsoft's 
latest operating system, the upgrade process remains 
a tricky affair that generally demands strategy and 
patience page 40 

DATA CENTER 
MANAGEMENT 



■ There's been a lot of attention focused on virtualiza- 
tion. Some vendors recognize the virtualization 

opportunities within SMEs and are offering solutions 
targeted to their operations page 41 

■ Refurbished equipment can be good both for 
the environment and for an SME's bottom line, so 
both shades of green benefit. We'll tell you how to 
decide if going the used route is right for your 
enterprise page 42 

■ For IT managers who might make only a few major 
purchase decisions a year, dealing with seasoned sales 
representatives creates the potential for problems. Enter 
a new class of IT purchasing consultants page 43 



News 



I 2009 Boxed OS Revenue Up; 
Overall Software Revenue Down 

The good news concerning 2009 U.S. boxed 
software sales is that revenue from the retail 
OS category climbed 35% from 2008's total, 
according to The NPD Group. The bad news is 
that, despite the increase, overall revenue of all 
nongame software slipped 7% to $2.4 billion 
in 2009, although the 7% slip is better 
than the 10% decrease in 2008. 
Overall, unit volume sank 
6% for 2008, while the 
ASP (average selling 
price) dipped 2%. 
Other than OSes, 
the Business cat- 
egory was the 
only other to 
see a gain in 
unit volume (6%), 
although that was 
due in part to a 15% 
drop in ASPs, caus- 
ing the category to take 
a 10% revenue hit. Only 
the OS category posted 
increases in both units (162%) and rev- 
enue (35%) for the year, spurred on by new 
OS releases from Microsoft and Apple during 
2009's second half. Elsewhere, the Finance 
category dipped 12% in revenue and 18% in 
unit volume, the Imaging/Graphics category 
fell 10% and 6%, and System Utilities fell 5% 
and 8%. According to NPD, the outlook for 
2010 calls for similar sales results, with the 
lack of new OS launches being offset by Office 
201 0's release. 

I IBM To Acquire Initiate 

IBM is moving deeper into the healthcare and 
government IT sectors with a recently signed 




agreement to buy Initiate 
Systems. Chicago-based, privately 
owned Initiate is a provider of soft- 
ware that facilitates interagency 
data sharing for government entities. 
Initiate's software also gives healthcare 
organizations master data management 
capabilities for patient and clinical data. IBM 
didn't reveal the financial terms of its latest 
acquisition; however, the company did indi- 
cate that it would move quickly: It 
plans to close the deal within 
the first quarter of this year. 

I Tech Reseller Sales 
On The Rebound 

If technology sales to 
small and midsized 
enterprises give any 
indication about the 
sector's financial 
health, a modest recov- 
ery may be underway. 
So says new data from 
The NPD Group's Reseller 
Tracking Service, which deter- 
mined that commercial resellers in 
the United States sold $1 .6 billion in tech 
goods in December, up about 7% over De- 
cember 2008. Desktop computers posted the 
strongest revenue gains (40% annually), but 
notebooks logged the greatest increase in units 
shipped (42%) year over year. NPD believes 
that said resellers provide telling insight into 
SME spending behavior and thus into the over- 
all fiscal situation in which small and midsized 
companies currently operate. 

I Apple Leads North American 
Mobile Market 

December's Mobile Metrics Report from Ad- 
Mob, which examines the top handsets and 




WATCH THE This. 

STOCKS - 



information provides a quick glimpse of current and historical stock 
IS and trends for 13 major companies in the technology market. 



Company 


Symbol 


Year Ago 


Jan. 21 $ 


Feb. 4 $ 


% change from 
previous issue 


AMD 


AMD 


$2.41 


$8.99 


$7.19 


T 20.02% 


CA 


CA 


$18.56 


$23.37 


$21.58 


T 7.66% 


Cisco Systems 


CSCO 


$17.04 


$23.98 


$23.16 


T 3.42% 


Dell 


DELL 


$9.46 


$14.39 


$13.01 


T 9.59% 


Google 


GOOG 


$371 .28 


$582.98 


$526.78 


T 9.64% 


HP 


HPQ 


$36.85 


$51.29 


$47.03 


T8.31% 


IBM 


IBM 


$96.14 


$129 


$123 


T 4.65% 


Intel 


INTC 


$14.73 


$20.84 


$19.02 


T 8.73% 


McAfee 


MFE 


$30.13 


$39.09 


$36.94 


T 5.5% 


Microsoft 


MSFT 


$19.66 


$30.01 


$27.84 


T 7.23% 


Oracle 


ORCL 


$17.97 


$24.83 


$23.11 


T 6.93% 


Red Hat Software 


RHT 


$16.19 


$29.06 


$27 


T 7.09% 


Symantec 


SYMC 


$16.06 


$18.63 


$16.93 


T9.13% 



smartphones, found that in North America, Ap- 
ple had a 40% market share, Samsung was in 
second place with 17%, and Motorola was third 
with 11%. Additionally, Android-based phones 
grew steadily in 2009, reaching 27% by the 
fourth quarter of 2009. In other markets, Nokia 
continues to lead in Africa, Asia, and Eastern 
Europe. In Western Europe, Apple's iPhone and 
the iPod touch accounted for more than half of 
the total requests. Smartphone use accounted 
for about 14% of mobile device traffic. 

I Report: Android To See Big Gain 
In Mobile OS Share 

If IDC's recent predictions hold true, not only 
will Google's Android grow at the fastest clip 
among mobile OSes between now and 2013, it 
will also be the second most used mobile OS 
behind Nokia's Symbian. IDC also predicted in 
its Worldwide Mobile OS 2009-2013 Forecast 
and Analysis report that by 2013, global smart- 
phone shipments will pass 390 million, growing 
at a CAGR (compound annual growth rate) of 
20.9%. The report predicts that Symbian will 
retain its top spot primarily due to Nokia's pres- 
ence in markets outside the United States, and 
Android's user base of 690,000 units in 2008 
will stretch to 68 million by 2013, a CAGR of 
150.4%. Linux and webOS are predicted to 
struggle, with Linux OS-powered devices 
declining due to more Android use. Palm's 
webOS will grow steadily but see a limited mar- 
ket share due to limited deployment and avail- 
ability among multiple carriers. 

I Sustainability Consortium 
To Determine Rating System 

HP, Dell, Toshiba, Intel, Best Buy, and Wal- 
Mart will begin working with the Sustainability 
Consortium to create a system for rating elec- 
tronics based on the environmentally friendly 
aspects of the design. The Sustainability 
Consortium says that it will initially work on 
assessing desktops, laptops, and monitors; 
eventually, the group will create ratings for all 
types of consumer electronics. Some of the 
group's goals include researching the impact of 
products through all phases, identifying and 
communicating key improvement opportunities, 
and reporting and educating consumers on the 
benefits of new technologies. 



NOTE: This information is meant for reference only and stiould not be used as a basis for buy/sell decisions. 
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News 



I Chip Manufacturing Rebounds 

According to research firm iSuppli, the semi- 
conductor production market is on the rise 
after dropping off significantly in early 2009. 
After three years of seeing capital decline, 
iSuppli predicts that globally, spending on chip 
manufacturing gear will increase 46.8% over 
2009's numbers. Specifically, memory man- 
ufacturing will grow 65.5%. Manufacturing 
capacity has been underused but is now be- 
coming more commensurate with utilization, 
much closer to levels seen in 2007. The report 
also points out, however, that success of 
chip makers in 2010 is still tied to 
the overall recovery of the 
global economy. 



I Graphics Chip 
Shipments Rise 



A 




Research firm Jon 
Peddle Research 
says that in 2009, 
graphics chip ship- 
ments rose 1 4% year 
over year, beating 
2008's numbers despite 
the poor economic situation 
AMD saw revenue of $427 million 
in Q4 2009, while Intel had $1 .88 billion. The 
firm indicates that much of the increase was 
due to increased sales of netbooks, which have 
integrated graphics, and increased sales of PC 
systems in conjunction with the release of 
Windows 7. Jon Peddle Research also notes 
that as new technologies see graphics proces- 
sors being integrated with CPUs, future num- 
bers for traditional chipset graphics may drop 
off somewhat. 

I Business Confidence Index Renewed, 
CompTIA Says 

According to CompTIA's third IT Industry 
Business Confidence Index, IT executives are 
feeling optimistic about the growth of the IT 
industry, economy, and tech companies; 
specifically, the optimistic outlook prompted the 
index rating to increase 6.3 points to 56.6 out 
of 100. It's expected that in the coming months, 
the confidence index will jump another 6.5 
points; however, unknown factors such as 
unemployment rates, public debt, and lending 
may deter some of the anticipated growth. In 
terms of 2010 market opportunities, IT execu- 
tives cited multiple interests, including security 
products, healthcare IT, green IT, and virtual- 
ization products. On the macro level, 2010 pre- 
dictions are looking bright for consumer tech 
trends, alternative business applications, and 
virtual office growth. 

I Survey: Data Breach Average Costs 
Are Rising 

The Ponemon Institute has released its "Cost 
of a Data Breach Survey," which shows that 
the average cost of a data breach rose from 
$202 per customer record in 2008 to $204 
per record in 2009. The survey covers more 
than 40 companies that were victims of mali- 
cious attacks and shows that data breach 
costs rose from $6.65 million to $6.75 million 
per security compromise; however, it also 
says the number of breaches decreased from 
657 in 2008 to 498 in 2009. According to 
Ponemon, companies are responding by bud- 
geting more for encryption, DLP, and access 
management in order to mitigate both internal 
and external threats. 

I Google Announces Focused Research 
Award Recipients 

Google has announced it will distribute $5.7 
million in awards to researchers in the areas 
of machine learning, the use of mobile phones 
as data collection devices for public health 
and environmental monitoring, energy effi- 
ciency in computing, and privacy. Google 
chose the recipients based on areas of re- 
search it had already deeply invested itself 



but could still see lots of room for advance- 
ment. The money is coming from the newly 
created Google Focused Research Awards, 
and it will be awarded to 31 professors at 10 
universities for 12 different projects. The 
grants cover two to three years of research 
and give the recipients access to Google tech- 
nical knowledge and resources. 

I Users Complain Of Windows 7 
Battery Drain 

Notebook users who upgraded their OS from 
Microsoft's Windows XP or Vista to the new 
Windows 7 are filing complaints that the platform 
is sucking the life out of their batteries. 
Some users have even received 
warning messages from Win7 
that encouraged them to 
L replace their batteries. In a 
^ blog post, the president of 
mk Microsoft's Windows divi- 
H sion says the company has 

■ investigated the issue and 

■ discovered it is not a defect 
f but that Win7 is correctly 

identifying failing batteries. 
When the OS was first under 
development, Microsoft said it would 
include features that extended battery life. 

I Leadership Change At CA 

John Swainson is out and William E. McCracken 
is in as chairman and CEO of CA, the company 
announced. A member of CA's board since 
2005, McCracken was offered the position 
following the announcement of Swainson's 
retirement near the end of 2009. McCracken 
is experienced, having been with IBM for 36 
years until his retirement in 2001 , where he 
served as general manager of IBM's printing 
division and, before that, president of the com- 
pany's EMEA (Europe, Middle East, Africa) 
and Asia PC Company. 

I Hospitals Increase IT Spending 

A recent study conducted by the Healthcare 
Information and Management Systems Society 
revealed that 76% of small to midsized hospi- 
tals plan to increase IT spending in 2010. 
Driving the increases are interest in clinical 
point-of-care systems, government regulatory 




issues, and financial incentives. Study data 
was collected from phone surveys of 202 IT 
executives at small and midsized hospitals in 
such countries as the United States, Canada, 
the UK, Germany, France, and China. The 
study also found that 17% of respondents 
expect no change in IT spending over the next 
year, and 8% predict a reduced budget. 

I Study: Online Information Sharing 
May Cost Job Applicants 

Microsoft recently surveyed 2,500 consumers, 
human resources managers, and recruitment 
professionals to determine how personal infor- 
mation published online, which many consider 
private, factors into recruitment and hiring deci- 
sions. The survey reports that 70% of HR 
respondents in the United States claim to have 
rejected employment candidates based on 
information found online. What's particularly 
surprising is the fact that just 7% of consumers 
believe that the personal details published on 



the Web have had an impact on their job pros- 
pects. In Europe, recruitment professionals 
appear to be more forgiving; 41% of recruiters 
in the UK, 16% in Germany, and 14% in 
France said they dismissed potential new hires 
due to data discovered in online searches. The 
survey also found that Web research on job 
applicants is a mandatory policy in 75% of 
U.S. companies, compared to just 48% of UK 
companies and 21% of German and French 
companies. Other findings show that 63% of 
consumers said they think about how their 
online reputation affects their lives, less than 
50% of consumers claim to consider their repu- 
tations before posting online, and 86% of 
recruitment professionals said that a positive 
online reputation can be beneficial. 



I Tablet Sales Insights 



ABI Research expects big numbers from 
Apple's recently launched iPad tablet comput- 
ing device. The research firm expects the iPad 
to bolster sales of media tablets— devices 
defined as PCs with 5- to 1 1 -inch touch- 
screens, Wi-Fi, and video and gaming capabili- 
ties. ABI forecasts that 4 million media tablets 
will ship this year and 57 million will ship in 
2015. But Apple's iPad is not going to hog all 
the glory; Google's Chrome OS-powered 
device is also expected to ship this year as well 
as Lenovo's IdeaPad U1 hybrid tablet/laptop, 
HP's latest Windows 7 slate, and the Android- 
based Archos 5. Despite the sunny sales fore- 
cast, ABI admits that media tablets are luxury 
gadgets that lack some key must-have fea- 
tures, unlike smartphones and netbooks. 

I Cisco Reports Exceptional Q2 Results 

Cisco recently announced results for the sec- 
ond quarter of its 2010 fiscal year, which 
Cisco's CEO John Chambers called "outstand- 
ing." Cisco reported $1 .85 billion in earnings, or 
32 cents per share; at the same time last year, 
Cisco reported only $1 .5 billion in earnings, or 
26 cents per share. Total revenue for the quar- 
ter was $9.82 billion, which translates to an 8% 
increase year over year, much higher than 
Cisco's projected 1 to 4% increase. Although 
Cisco had layoffs during 2009, Chambers said 
that it will hire 2,000 to 3,000 new employees 
during the next few quarters, as the spending 
budget looks strong. 

I New Tech Venture Deals Drop 

According to a Money Tree Report conducted 
by PricewaterhouseCoopers and the National 
Venture Capital Association, 2009 venture cap- 
ital investments dropped to their lowest level in 
12 years. The report found that venture invest- 
ments dropped by 37% in terms of dollars and 
30% in terms of the number of deals. Biotech- 
nology investments were the largest invest- 
ment sector in 2009, with $3.5 billion invested 
in 406 deals (down 1 9% year over year in 
both dollars and deals); software investments 
reached $3.1 billion in 619 deals (down 40% 
in dollars and 35% in deals); Internet-specific 
company investments reached $2.9 billion in 
629 deals (down 39% in dollars and 30% in 
deals); and clean technology investments were 
$1.9 billion in 185 deals (down 52% in dollars 
and 31% in deals). 

1 Microsoft Reports Record Results 

Led by strong demand for Windows 7, Micro- 
soft recorded $19.02 billion in revenue for its 

02 2010, up 14% from a year ago. Operating 
income, net income, and earnings per share 
were up 43%, 60%, and 57%, respectively, 
when compared to the same quarter a year 
ago. Microsoft's Windows 7 Upgrade Option 
Program and presales of Win7 to OEMs 
accounted for $1 .71 billion of the company's 
revenue. The Windows division contributed 
$6.9 billion to the company's revenue, fol- 
lowed by the Microsoft Business division 
with $4.7 billion in revenue for the quarter 
and the Server and Tools group with $3.8 
billion in revenue. 



Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you have an event you'd like 
listed, please send an email to 
feedback® processor.com. 



- FEBRUARY - 

AITP Pittsburgh 
Feb. 15 
Slovak Catholic Sokol 
205 Madison St. Road 
Venetia, Pa. 
www.aitp-pgh.org 



AITP Southwest Missouri 
Feb. 16 
Springfield, Mo. 
aitpspringfield.org 

ISSA St. Louis Chapter 
Feb. 16 
St. Louis, Mo. 
stl.issa.org 



Oklahoma City 
AITP Chapter 
Feb. 16 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 

AITP Lehigh Valley 
Feb. 17 
Fleetwood, Pa. 
www.lv-aitp.org 



AITP Northeastern 
Wisconsin Chapter 
Feb. 17, 4:15 p.m. 
Holiday Inn Select 
150 S. Nicolet Road 
Appleton, Wis. 
new.aitp.org 



AITP Atlanta 
Feb. 18, 5:30 p.m. 
Crowne Plaza Atlanta Perimeter NW 
6345 Powers Ferry Road NW 
Atlanta, Ga. 
www.aitpatlanta.org 



ISSA 

Upstate South Carolina 
Feb. 19 
NuVox 

301 N. Main St., Suite 5000 
Greensville, S.C. 
www.upstate-issa.org 



ISSA Des Moines 
Feb. 22 
3920 SW Camden Circle 

Ankeny, Iowa 
www.issa-desmoines.org 



AITP Akron 

Feb. 23 
Akron, Ohio 
www.akron-aitp.org 



First Look 
Visual Studio 2008 
Feb. 24, 8 a.m. to 4 p.m. 
Max Technical Training 
4900 Parkway Drive, Suite 160 
Mason, Ohio 
www.maxtrain.com 



ISSA Baltimore 
Feb. 24, 4:30 p.m. 
Sparta Inc. 
7110 Samuel Morse Drive, Suite 200 
Columbia, Md. 
www.issa-balt.org 

AITP California Southland 

Feb. 24 
www.aitpcalsouthland.org 



Cincinnati 
Java Users Group 
Feb. 25, 6 p.m. to 8:30 p.m. 
Max Technical Training 
4900 Parkway Drive, Suite 160 
Mason, Ohio 
www.maxtrain.com 

- MARCH - 

ISSA Parsippany 

March 3 
Deloitte Services 
100 Kimball Drive 
Parsippany, N.J. 
nj.issa.org 



For more Upcoming IT Events, see page 10. 
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The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up-to-date with what's new on the market and to find products you need. 



Clients 



■ Adeptol Document Viewer Enterprise 
Edition Version 4.4 

Adeptol announced version 4.4 of its 
Document Viewer Enterprise Edition. 
Version 4.4 includes several features and 
enhancements, including built-in high- 
speed buffering and rendering technology 
so that users can load documents with sizes 
up to 0.5GB in one second. 

■ EIZO DuraVision FDX1001T & FDX1002 

EIZO introduced two 10.4-inch monitors 
targeted at the industrial market. The touch- 
screen DuraVision FDXIOOIT accepts 
input from gloved fingers, and the Dura- 
Vision FDX1002 features an integrated 
screen capture function. Other features 
include a 1,024 x 768 resolution, white LED 
backlight, and a contrast ratio of 700: 1. 

■ Exar Hifn Technology 8200 Series 

Exar announced its latest series of Hifn 
Technology 8200 series PCI Express 
Applied Services Processors, designed to 
provide enterprises with power-efficient 
encryption and compression solutions. The 
8200 series includes four devices and can 
simultaneously encrypt, compress, and 
hash data up to 750MBps while consuming 
less than 2 watts of power. 

■ Kofax Express v2.0 

Kofax announced release 2.0 of Kofax 
Express, its all-in-one scan-to-archive soft- 
ware designed for image capture applica- 
tions. Features found in release 2.0 aim to 
enhance ease of use and expand functional- 
ity with automatic image file importing, 
improved PDF support, and advanced data- 
base support. 

■ Kyocera l\/lita America ECOSYS FS- 
C8500DN &TASKalfa 552ci 

Kyocera Mita America announced the 
Energy Star-certified ECOSYS FS- 
C8500DN color laser printer ($5,973) and 
the TASKalfa 552ci multifunctional system 
($20,168). Both are 50ppm color/55ppm 
black networkable printers with 600 dpi 
color resolution. The FS-C8500DN and 
TASKalfa 552ci also offer a high monthly 
duty cycle of 225,000 prints, and each fea- 
tures a USB host interface. 

■ l\/licroscan & Cogiscan TTC Solution 

Microscan introduced the TTC (Track, 
Trace, and Control) Solution, a joint release 
with Cogiscan. Primary features include WIP 
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(Work-in-Progress) visibility, process flow 
validation, and data collection middleware. 
The TTC middleware can provide real-time 
data visibility for all data collection points, 
including RFID, bar code, and 2D readers. 

■ NComputing U170 

NComputing released what it says is the 
industry's first USB -connected virtual desk- 
top, its U170 thin client. NComputing says 
the release is based on the notion that the 
majority of users only tap into a fraction of 
the power today's PCs offer. The U170 lets 
users simultaneously use those re-sources 
but maintain individualistic features. The 
U170 starts at $99. 

■ Novell SUSE Appliance Toolkit 

Novell launched the SUSE Appliance 
Toolkit, which is designed to cut the time 
and cost to create, deploy, and control soft- 
ware appliances using the onsite version of 
SUSE Studio and other new management 
tools. SUSE Studio Onsite offers many of the 
same features that make SUSE Studio Online 
useful, including the same configuration and 
interface. According to Novell, the toolkit 
will also help ISVs and enterprises build, 
test, update, and configure software appli- 
ances throughout physical, virtual, and cloud 
environments. SUSE Appliance Toolkit also 
offers WebYaST, SUSE Lifecycle Manage- 
ment Server, and support for KIWI. 

■ Primera LX900 Color Label Printer 

Primera released the LX900, an Inkjet 
color label printer that can hit speeds of up 
to 4.5 inches per second while maintaining 
a level of print quality comparable to its 
much slower LX810 model. The $2,995 
printer supports labels from 0.75 x 0.75 
inches to 8 x 24 inches in size. 

■ Sage CRM Solutions Services 

Sage North America is developing 
cloud-based on-demand services for its 
Sage CRM Solutions products, and ACT! 
E-marketing is the first service Sage is pro- 
viding. The company is planning more on- 
demand services for its onsite and hosted 
CRM systems, such as sales, marketing, 
ecommerce, and mobility services, that 
meet the functionality needs of SMEs. 

■ Sybase Adaptive Server Enterprise 15.5 

Sybase announced the latest version of its 
enterprise database management system, 
Sybase ASE (Adaptive Server Enterprise) 
15.5. Sybase ASE 15.5 features two options: 
ASE IMDB (In-Memory Databases) and 
Advanced Backup Services. The IMDB 
option enables data virtualization and scaling 
to help meet the needs of high data volume 

Sybase 

and high concurrent user organizations. ASE 
15.5 IMDB is fully integrated within ASE to 
eliminate the need for application changes 
and provide flexibility to configure in-memo- 
ry databases to meet application require- 
ments. The integration of ASE Backup 
Server with TSM (Tivoli Storage Manager) 
from IBM enables ASE databases to be 
backed up on any TSM-supported media, 
which delivers faster backups and restores. 

■ Talend Master Data Management 

Talend announced the MDM (Master 
Data Management) solution, a tool de- 
signed to offer an open- source alternative 
to the MDM market. Features of the software 



include Active Data Model, Domain 
Driven Integration, Master Data Quality, 
Data Stewardship, and Talend Studio. 
Talend MDM is available in a Community 
Edition and Enterprise Edition. 



Messaging & Telephony 



■ CounterPath & Digium Bria For Asterisk 

CounterPath and Digium announced Bria 
for Asterisk, a co-branded VoIP softphone 
platform based on open standards and 
intended for enterprises of all sizes. The 
product can be configured with any 
Asterisk deployment or installed on any PC 
to deliver advanced telephony features. 

■ Dialogic & Ingate Systems Enterprise 
Border Element With Integrated SIP Trunking 

Dialogic and Ingate Systems announced 
an enterprise border element that is fully 
integrated with Ingate' s SIP Trunking soft- 
ware module. Dialogic' s offering is a 
media gateway and an enterprise session 
border controller in one, which will connect 
virtually any SIP trunk with virtually any 
PBX to facilitate seamless SIP trunk de- 
ployments in a variety of environments. 

■ GFI Software MAX MailProtection & GFI 
MAX MailEdge 

GFI Software announced two email 
solutions: GFI MAX MailProtection, a 
cloud-based email security solution, and 
GFI MAX MailEdge, a hosted email fil- 
tering and continuity solution designed 
for organizations looking for an additional 
layer of security for their email server. 
MailProtection stops spam, viruses, and 

GFIMAX^ 

Easy, Affordable Hosted IT Solutions 

other email threats before they reach the 
network by using spam filtering tech- 
niques such as authenticity checks, mes- 
sage fingerprinting, and customizable 
whitelists and blacklists. MailEdge is 
designed to work with an existing soft- 
ware or hardware antispam or antivirus 
solution. MailProtection and MailEdge 
reduce bandwidth and the amount of pro- 
cessing power needed to receive incoming 
mail. 

■ IBM Enterprise Secure Mail & Lotus 
Notes Traveler 

IBM introduced Enterprise Secure Mail 
and Lotus Notes Traveler for Android, 
iPhone, and Nokia Symbian smartphones. 
Lotus Notes Traveler is a free application 
that lets users perform two-way over-the- 
air synchronization of information between 
Lotus Domino data and mobile devices. 
IBM's Lotus Notes Traveler Companion, 
also announced, lets users view encrypted 
mail on the iPhone. 

■ IBM LotusLive Cloud 

IBM released the technology and busi- 
ness expansion of its LotusLive cloud col- 
laboration platform through an R&D 
pipeline from IBM Research. LotusLive 
cloud services provide integrated email, 
Web conferencing, social networking, and 
collaboration. IBM Research and Lotus 
also announced LotusLive Labs as a way to 
develop business-driven cloud solutions. 

■ Mitel Networks Mobile 

Mitel Networks released Mitel Mobile, a 
wireless voice and data service designed 



especially for corporate users that's fully 
integrated with Mitel's other UCC (unified 
communications and collaborations) appli- 
cations. With Mitel Mobile, customers can 
work with a single vendor for wireline, wire- 
less, voice, and data communications needs. 

■ NaviSite Hosted Lotus Services 

NaviSite announced NaviCloud-powered 
Hosted Lotus Services. This offering com- 
bines the Cisco Unified Computing Sys- 
tem, VMware's Virtual Infrastructure, 
vSphere 4.0, and IBM XiV SAN. NaviSite 
Hosted Lotus Services offers enterprises 
on-demand access to Lotus software for 
predictable monthly fees without up-front 
capital expenses. 

■ Oce Business Services Digital Mail 

Oce Business Services announced Oce 
Digital Mail, an email solution that allows 
users to scan all incoming physical mail 
and convert it into digital form. Designed 
to reduce the volume of unwanted mail and 
increase productivity. Digital Mail allows 
recipients to manage the mail documents in 
PDF or TIFF. 

■ Polycom & BroadSoft V2Connect 

Polycom and BroadSoft jointly an- 
nounced V2Connect, which combines 
Polycom's Open Collaboration Network 
strategy with BroadSoft' s BroadWorks 
VoIP application platform for a hosted 
unified voice and video solution ideally 
suited to the needs of service providers. 
V2Connect is capable of eliminating travel 
costs, enhancing efficiency, and vastly 
improving the experience of tele workers. 
The platform delivers common features 
across voice and video terminals; supports a 
single numbering plan accessible via private 
dialing; and features carrier-grade scalabili- 
ty, reliability, and call quality. V2Connect 
consists of the Polycom RMX 2000 real- 
time media conference platform, Polycom's 
high-definition HDX Series video system, 
the Polycom VVX 1500 business media 
phone, and Polycom's full suite of Sound- 
Station and SoundPoint IP phones. 

■ Quest Notes Migrator For Exchange 4.2 

Quest announced the latest version of its 
Notes Migrator for Exchange, which is 
designed to make the transition from Lotus 
Notes to Microsoft Exchange easier, more 
predictable, more secure, and less expen- 
sive. The latest version now supports mi- 
grations to Exchange 2010. 

■ Zeacom Gateway For Microsoft OCS 

Zeacom announced the Zeacom Gate- 
way for Microsoft OCS (Office Com- 
munications Server) for telephony equip- 
ment. Zeacom Gateway provides access to 
Microsoft OCS via phone for advanced 
unified communications. OCS integrates 
with most databases and CRM and work- 
force management applications. 



Networking & VPN 



■ Allot Communications NetEnforcer 
AC-1400&AC-3000 

Allot Communications announced two 
traffic management solutions: Net- 
Enforcer AC-1400 and AC-3000. The 
products provide advanced network opti- 
mization to Tier 2/3 service providers and 
enterprises, and they improve policy 
enforcement and enhance user experience. 
Both products facilitate deployment of 
Allot' s network and subscriber services. 
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including QuotaManager, TierManager, 
and more. 

■ BMC Software Remedy ITSM 
Suite On Demand 

BMC Software announced the Remedy 
ITSM (IT Service Management) Suite on 
Demand, a SaaS version of its Remedy 
ITSM Suite. The suite is designed to inte- 
grate ITIL processes with service desk, inci- 
dent, problem, change, release, asset, service 
request, and service-level management. 

■ Data Comm For Business IP-6600 High 
Performance Asynchronous Router 

Data Comm For Business released the 
IP-6600, which has two serial ports and 
two Ethernet ports. The IP-6600 can be 
used as a standalone firewall router using 
NAT, port filtering, and address filtering. 
The IP-6600 supports DSL, cable, or dial 
modems; leased line modems; CDPD or 
GSM modems; wireless links; satellite 
modems; the DCB DA-56 DSU; and sim- 
ple line drivers. 

■ DynamicOps Virtual Resource Manager 

DynamicOps announced improvements 
to its Virtual Resource Manager software, 
which offers NetApp FlexClone technolo- 
gy. VRM is now a fully automated virtual 
desktop program designed to cut down on 
provisioning time and storage costs. VRM 
abolishes performance issues caused by 
multiple systems booting at the same time 
and offers a built-in operations manage- 
ment console to help with capacity man- 
agement and charge-back metrics. 

■ Extreme Networl<s BlackDiamond 8900-xl 
& Summit X480 

Extreme Networks announced the 
BlackDiamond 8900-xl modules and the 
Summit X480 stackable switches. The 
BlackDiamond 8900-xl modules include 
Gigabit and 10 Gigabit Ethernet data center 
devices and are available as upgrades to the 
BlackDiamond 8800 switches. The Summit 
X480 is a fixed-configuration 48-port 
10/100/1000 switch that offers data center- 
class functionality. 

■ F5 Enterprise Manager 2.0 & Enterprise 
l\/lanager 4000 

F5 announced two management solu- 
tions. Enterprise Manager 2.0 and 
Enterprise Manager 4000. Both solutions 
offer improved visibility, automation, and 
network monitoring capabilities. Users 
can reduce OpEx, easily configure applica- 
tion delivery networks for continuous 
optimized performance, and enhance 
device manageability. 

■ F5 Networks BIG-IP v1 0.1 

F5 Networks has expanded its application 
delivery portfolio by adding advanced appli- 
cation delivery controller services and prod- 
ucts aimed at helping enterprises establish 




more dynamic data centers, cut infrastruc- 
ture costs, make workforces more efficient, 
and simplify access policy enforcement. 
vlO.l includes services for enterprises and 
cloud providers that reduce CapEx and 
OpEx through centralized, granular access 
control via a BIG-IP Access Policy Manager 
module; enhances end-user experiences and 
security via user-location policies based on 
IP geolocation services built into the TMOS 
platform; cuts bandwidth costs and improve 
disaster recovery via quicker data transfers 
using the BIG- WAN Optimization Module; 



and deploys applications quicker using 
Application Ready Templates for SAP and 
Microsoft Exchange Server 2010. 

■ GFI Software GFI l\/IAX Remotel\/lanagement 

GFI Software announced that users of GFI 
MAX RemoteManagement (formerly known 
as GFI MAX) can now monitor and manage 
Linux systems. The increased capabilities are 
designed to enable enterprises to extend the 
services they offer and increase revenue by 
using one consolidated management system. 

■ Kofax Capture v9.0 

Kofax announced version 9.0 of Kofax 
Capture, with features such as automated 
software deployment and updating, even to 
remote sites. Users can also update and mod- 
ify parts of a document batch while process- 
ing is in progress. Kofax Capture includes 
updated support for Microsoft Windows 7. 

■ Layton Technology AuditWizard 8.1.2 

Layton Technology announced in- 
creased functionality to version 8.1.2 of its 
AuditWizard PC-auditing software. The 
improved capabilities include a reporting 
engine and an upgraded dashboard, both 
developed directly from customer-generated 
input. The latest version is available as a 
free upgrade for existing customers. 

■ l\/lanageEngine Opl\/lanager 8.5 

ManageEngine announced the latest ver- 
sion of its OpManager 8.5 network manage- 
ment solution, which is designed for the most 
recent generation of smartphones. Features 
include interface optimization for the iPhone 
and BlackBerry, Twitter alert management, 
RSS feed alerts, data collection for Cisco IP 
SLA-based add-ons, and support for 650 
device types. Pricing for OpManager 8.5 
starts at $595 for 25 devices. 

■ l\/lanageEngine ServiceDesk Plus 

ManageEngine released the latest version 
of ServiceDesk Plus help desk software for 
iPhone, BlackBerry, and Windows Mobile 
Web browsers. Administrators can receive 
trouble tickets, access tickets, and make 
technician assignments from anywhere. 
The Standard Edition starts at $495; the 
Professional Edition starts at $995; and the 
Enterprise Edition annual subscription 
starts at $2,995. 

■ Riverbed Technology Cascade 8.4 

Riverbed Technology announced version 
8.4 of Cascade, its network and application 
performance analysis and visibility solution. 
Cascade allows enterprises to monitor end- 
user application experiences in real time and 
provides enterprise-wide application perfor- 
mance analysis and application dependen- 
cies. Version 8.4 provides an improved 
reporting function and integration with 
Riverbed WAN optimization. Other features 
include enhanced application performance 
metrics, which help users monitor applica- 
tion throughput, user connection throughput, 
and connection duration. Users may also 
pair Cascade 8.4 with Cascade Sensor- VE, 
a virtual remote sensor that runs on the 
Riverbed Services Platform and eliminates 
the need for additional hardware. 

■ SolarWinds Network Config Generator 

SolarWinds released the SolarWinds 
Network Config Generator for streamlining 
and automating configuration changes. 
Config Generator uses templates to change 
interface descriptions and configure VLANs, 
switch port security, NetFlow, and IP SLAs. 
Features also include intuitive GUI control, 
thwack integration, and built-in Context 
Exchange integration. The included Orion 
Network Configuration Manager helps track 
and control changes to the network by exe- 
cuting scripts, backing up nightly configura- 



tions, detecting policy violations, and taking 
inventory of network hardware. This system 
allows admins to configure multiple devices 
and execute cross-platform changes. 

■ Transition Networks MIL-SM24T4DPA 

Transition Networks announced the 
MIL-SM24T4DPA, a fully managed 
Gigabit Ethernet switch that features 24 
10/100/lOOOBase-T copper ports and four 
Combo 10/100/lOOOBase-T or dual-speed 
(100/1000) SEP ports. It can forward 41.7 
Mega packets-per-second over its 56Gbps 
switching backplane, and eight hardware 
queues per port and an 8K MAC Address 
table support efficient processing and prior- 
itization of data. 

■ Tripwire Log Center 

Tripwire announced Tripwire Log Center, 
log and event management software that's 
integrated with Tripwire's software suite. 
Tripwire Log Center dynamically analyzes 
event and change information to provide 
intelligent threat control that achieves contin- 
uous compliance and security, and it pro- 
vides the intelligence to recognize suspicious 
patterns across all events and changes. 

■ VSS Monitoring v24 Distributed Tap 

VSS Monitoring introduced the v24 
Distributed Tap, a traffic capture device 
that allows users to set each of its 24 ports 
as input or output; their speeds from 10/100 
to 10 GbE; and their media (fiber or cop- 
per) at any time. The v24 can be used any- 
where in an Ethernet network and can be 
quickly reconfigured as needed. 



Physical Infrastructure 



■ Minicom SmartRack 232 & 
KVM Extender USB 

Minicom released the SmartRack 232 and 
KVM Extender USB to streamline server 
room space and workflow. The SmartRack 
232 is a two-user KVM switch for up to 32 
mixed-platform servers at the BIOS level. 
The KVM Extender USB is designed to 
access computers in a single secure location. 

■ Smart-AVI DVNET-8P 

Smart-AVI released DVNET-8P, an 8- 
port switch that lets users flexibly share a 
DVLD monitor; up to eight PCs or Macs; 
stereo audio; and USB 2.0, 1.1, and/or 1 
devices. Users can perform active port 
switching manually, via RS-232, or with 
optional infrared remote commands. The 
DVNET-8P is priced at $999. 

■ Stulz-ATS CeilAiR OHS-OA 

Stulz-ATS added the CeilAiR OHS-OA to 
its CeilAiR line of ceiling-mounted precision 
air conditioners. The products are available 
in 4- to 22-ton sizes ranging from 500 to 
3,000cfm and in six incremental sizes. 
Mounted in a ceiling, the units offer 100% 
external air to meet ASHRAE 62.1-2007 
building requirements. Suitable applications 
include schools, universities, hospitals, labs, 
and offices. 



Security 



■ American Portwell Technology CAD-0205 
Desktop Network Appliance 

American Portwell Technology intro- 
duced the ultra-low-voltage CAD-0205 
desktop network appliance, which features 
the new Intel Atom N450 processor. With 
its compact and lightweight design, the 




CAD-0205 can be stored anywhere in the 
office. And thanks to the Intel Atom N450 
processor, it helps organizations reduce 
energy costs. The CAD-0205 offers four 
GbE ports and two pairs of bypass segments 
and can support a single 2. 5 -inch HDD and 
up to 2GB of memory. Additionally, it pro- 
vides one RJ-45 console port, dual USB 
ports, one Mini PCI-E slot, and support for 
VGA. The CAD-0205 also supports entry- 
level network security applications. For 
more on this product, see page 33. 

■ HP Security, Compliance & Continuity 
Services Portfolio 

HP announced the HP Security, Compli- 
ance, and Continuity Services Portfolio, a 
suite of comprehensive security services. The 
portfolio leverages a common reference 
model to help companies manage risk, pro- 
tect critical infrastructure, safeguard opera- 
tions, and ensure compliance. New services 
in the portfolio include the Cloud Computing 
Security Assessment and the Application 
Security Center of Excellence. 

■ Intransa VASOtr, VA110tr & VA210 

Intransa unveiled the VASOtr tower, 
VAllOtr tower, and VA210 rackmount 
appliance. The VASOtr can support up to 10 
IP cameras, RAID 10 data protection, and 
2TB of recording capacity. The VAlOOtr 
functions in Duo- or Tri-Mode for VMS use 
and live viewing. The VA210 includes 72 
IP cameras, up to SOTB of storage, and hot- 
swap disk capacity. 

■ NetWrix Change Reporter Suite 

NetWrix announced the NetWrix Change 
Reporter Suite, a suite of auditing and com- 
pliance tools for Active Directory, Group 
Policy, file servers, SQL Server, Exchange, 
and VMware. The suite provides secure 
management and reporting of system 
changes via a single unified console to help 
enterprises prevent security breaches and 
decrease their risk. 

■ NitroSecurity NitroView ESM & ELM 8.4 

NitroSecurity announced version S.4 of its 
NitroView ESM (Enterprise Security 
Manager) and ELM (Enterprise Log 
Manager), which offers integrated log and 
security event management. Version S.4 
helps enterprises bolster compliance, risk 
assessment, and real-time security response 
efforts, as well as reduces the time needed to 
create post-event analysis and forensics. 

■ OPNET Technologies Sentinel 
Advisory Service 

OPNET Technologies announced Sen- 
tinel Advisory Service, a tool designed to 
ensure network availability and security. 
Launched with Sentinel 16.0 and available 
free to OPNET IT Sentinel and SP Sentinel 
users. Sentinel Advisory Service helps to 
reduce configuration errors, regularly per- 
forms audits of the network configuration, 
and enhances proactive prevention of oper- 
ational and security problems with auto- 
matic updates that synchronize its rule 
suites with those of network vendors such 
as Cisco Systems. Sentinel Advisory 
Service also includes reports that check the 
network against the (CIS) Center for 
Internet Security's benchmarks. 

■ StillSecure ProtectPoint VSS 

StillSecure released a managed security 
service called ProtectPoint VSS that lets 
data centers, hosting providers, and coloca- 
tion facilities provide virtual environments 
securely for customers. StillSecure says its 
VSS product gives public and private 
clouds a full suite of virtually managed 
security services, including firewall and 
IDS/IPS, the use of VMware' s VMsafe 
Go to Page 6 
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Continued from Page 5 
APIs, and StillSecure's SAS-70 Type II- 
certified security operations center. 



Servers 



■ iXsystems iX-N4236 Orion II Server Series 

iXsystems released the iX-N4236 Orion II 
Server Series, which the company says is 
designed to tackle storage-intensive chores 
while maintaining an optimal temperature 
and requiring less power than competitive 
servers. The server, which iXsystems says is 
ideally suited for ZFS implementations, vir- 
tualization, and high-capacity storage, 
includes Intel Xeon 5500 series quad-core 
CPUs with included Intel TurboBoost 
Technology. Beyond a front/rear drive bay 
design that allows for 50% more capacity. 




the Orion II allows for 36 hot-swappable 
SAS/SATA drive bays for up to 72TB stor- 
age and optional Orion II JBOD expansion 
units availability for an aggregated capacity 
of 432TB in 20U rack space. 



Services 



■ Logicalis Cooperative Enterprise 
Cloud Service 

Logicalis released the Cooperative 
Enterprise Cloud Service, which operates 
on Cisco's Unified Computing System and 
NetApp storage solutions. The service 
offers security, reliability, and flexibility for 
enterprises with hybrid matched architec- 
ture. This release lets Logicalis' Bespoke 
On-Site Cloud Service users connect the on- 
site infrastructure to the hosted platform. 



Storage 



■ SPAR Recovery l\/lanager For Vl\/lware 
vSphere & SPAR l\/lanagement Plug-In For 
Vl\/lware vCenter Server 

3PAR introduced 3PAR Recovery Man- 
ager for VMware vSphere and 3PAR 
Management Plug-In for VMware vCenter 
Server, which are new 3PAR InForm soft- 
ware plug-ins. In the virtual data center and 
cloud computing environments of virtual 
machines and related storage resources, the 
new plug-ins are engineered to guard, 
recover, and control assets. 

■ km StorTrends 2400im IP-SAN 
& 2400nm NAS 

AMI (American Megatrends) released 
network storage options ideal for SMEs. 
The StorTrends 2400im IP-SAN appliance 
and 2400nm NAS feature volume replica- 
tion and auto provisioning. Both are 2U 
models that come with AMI's Dual Dialect 
IP-SAN/NAS technology, an Intermediate 
version of StorTrends iTX Data Storage 
software, and a 12TB storage capacity. 

■ Avere Systems FXT 2700 

Avere Systems released the FXT 2700 
tiered NAS appliance ($82,500 and up), 
which features a fast SLC SSD internal tier. 
The company claims that random read per- 
formance multiplies by a factor of 10 over 
hard drive-based solutions. The 2U device 
comes with 512GB of flash storage, but it 
can scale to 13TB in a cluster. 

■ BakBone NetVault FASTRecover v4.0 

BakBone Software announced the lat- 
est version of NetVault FASTRecover, its 



disk-based, real-time data protection solu- 
tion for Microsoft Exchange, SQL Server, 
and Windows File Servers. Features 
include faster failover to physical or virtual 
machines across a LAN or WAN and real- 
time data protection and replication. 

■ Bocada Prism 

Bocada has released Prism, a workflow- 
driven program that is designed to offer per- 
ceptive problem solving, SLA impact alerts 
and analysis, and intelligent knowledge 
transfer, which will improve the delivery of 
data protection services. Bocada Prism also 
helps users navigate the multiphased Data 
Protection Service Management process. 

■ Buffalo Technology TeraStation ES 

Buffalo Technology unveiled the Tera- 
Station ES, which is a high-performance 
network-attached storage device ideally 
suited to the needs of small enterprises. The 
TeraStation ES acts as a secure repository 
for any manner of digital assets. It starts 
at $699.99 for the 2TB model (TS- 
XE2.0TL/R5). 

■ EMC CLARiiON CX4 
& EMC Celerra Gateway 

EMC announced high-density configura- 
tions of its EMC CLARiiON CX4 and 
EMC Celerra Gateway systems. The high- 
density options deliver twice the capacity of 
previous systems in half the floor space to 
optimize resources. The midrange storage 
systems support 2TB, low-power SATA 
disk drives, which consume less power than 
previous generations. And combined with 
EMC storage efficiency technologies, such 
as disk spin down and EMC FAST (fully 
automated storage tiering), customers can 
manage the growth of storage-intensive 
applications. The new configurations are 
designed to reduce power consumption and 
cooling costs as well as physical space 
requirements in data center and remote 
office locations. 

■ FalconStor Software FDS 2.0 

FalconStor Software announced FDS 
(File-interface Deduplication System) 2.0, 
a LAN-based deduplication tool for enter- 
prise-class functionality and high avail- 
ability. Designed to more efficiently use 
storage space and cut costs, FDS 2.0 is for 
SMEs and larger enterprises. Features 
include support for Symantec OST 
(OpenStorage); a fan-in ratio of 150 to 1; 
an enhanced replication dashboard; 
increased granular, folder-level support; 
policy-driven end-to-end data integrity 
checking; and collision avoidance. 

■ IceWEB Iplicity-TP Platform 

IceWEB released the Iplicity-TP plat- 
form, a data storage solution for transaction 
processing in intensive environments. The 
device interconnects public, private, and 
hybrid cloud storage transactions. Designed 
for maximum flexibility, it features high- 
performance SAS drives, redundancy, and 
greater cache performance with available 
solid-state drives. 

■ LaCie Enterprise Class Storage Units 

LaCie unveiled its Enterprise Class stor- 
age units, which provide hardware RAID 
0/1/5, hardware 128-bit AES encryption, 
24K gold-plated connectors, and 7,200rpm 




SATA hard drives intended for data center 
use. The new lineup, which ranges from 1 
to STB in capacity and supports hot- swap- 
ping, includes the d2 Quadra ($299 and 
up), the 2big Quadra ($649 and up), and the 
4big Quadra ($1,349 and up). The enclo- 
sures are made of aluminum and are vibra- 
tion-resistant. Each model comes with a 
five-year warranty with a five-year advance 
product replacement plan and customizable 
backup software (Genie Backup Manager 
Pro for Windows and Intego Backup Man- 
ager Pro for Mac). 

■ LSI 3ware 9750 Series 6Gbps SAS/SATA 
RAID Controllers 

Featuring the LSISAS2108 6Gbps ROC 
(RAID-on-Chip) processor, LSI's 3ware 
9750 controllers can supply sequential 
throughput of up to 2.5GBps read and 
l.lGBps write. Models include the 3ware 
SAS 9750-4i with four internal ports ($389; 
$439 kit with cables) and the 3ware SAS 
9750-8i with eight internal ports ($599; 
$645 kit with cables). 

■ LSI MegaRAID Controller Cards & HBAs 

LSI announced MegaRAID 6Gbps SAS 
controller cards for its entry line (the 4-port 
9240-4i and 8-port 9240-8i) and its value 
and feature lines (the 8-port 9261-8i and 
9280-4i4e). LSI also released the 9212-4i4e 
(four internal and four external ports) and 
the 9200- 16e (16 external ports) 6Gbps 
SAS -based host bus adapters. 

■ Mimosa Systems NearPoint 

Mimosa Systems announced that its 
NearPoint archiving and e-discovery soft- 
ware now has interoperability enhancements 
for EMC's Data Domain deduplication stor- 
age systems. Mimosa says that NearPoint is 
compatible with the latest Data Domain 
operating system. Speed and automation ben- 
efit from the improvements, as does tiered 
storage management. 

■ Nexsan DeDupe SG 2.0 

Nexsan unveiled its latest LAN dedupli- 
cation solution, which offers "Speed with 
Green." Providing high availability for 
the first time, DeDupe SG 2.0 incor- 
porates FalconStor' s FDS, or File-Inter- 
face Deduplication System, and supports 
Symantec's OST (OpenStorage) protocol. 
Aimed at the midsized enterprise, DeDupe 
SG 2.0 also features AutoMAID power- 
saving technology. 

■ NovaStor NovaBACKUP Data Center 4.0 

NovaStor released NovaBACKUP Data 
Center 4.0, its latest enterprise-level backup 
solution. Featuring a universal licensing 
scheme and economic resource manage- 
ment, NovaBACKUP Data Center 4.0 is 
designed for multi-OS environments and 
can support high transfer speeds. Nova- 
Stor also unveiled its SaaS technology, 
NovaBACKUP xSP 11, with lead gen- 
eration, ISP customer acquisition, and 
value-added reseller features. As part of 
NovaStor' s Strategic Growth Package, 
NovaBACKUP xSP 11 is a fully customiz- 
able and service provider-friendly solution 
for backup in the cloud. 

■ Sans Digital TR4UT/TR4UT-B, 
TR5UT/TR5UT-B 

Sans Digital announced the latest addi- 
tions to the TowerRAID family, a couple of 
external storage units that do away with tra- 
ditional bottlenecks, namely software RAID 
and slow interfaces. The TR4UT/TR4UT-B 
($289) is an enclosure with four trayless 
bays. The TR5UT/TR5UT-B ($349) has 
five drive bays with removable trays. The 
new TowerRAIDs feature support for hard- 
ware RAID 0, 1/10, 3, 5 and CLONE (N- 
Way Mirror). Both support eSATA along 



with the more universally supported USB 
2.0 and also come with a dual-port 6Gbps 
eSATA adapter for an xl PCI-E 2.0 slot. 
The units boast performance speeds of more 
than 200MBps. 

■ StorageCraft Technology ShadowProtect 
Recovery Software 

StorageCraft Technology unveiled its 
ShadowProtect Granular Recovery for 
Exchange, which is the firm's latest back- 
up and disaster recovery software for 
Windows systems and data. ShadowProtect 
Granular Recovery for Exchange lets users 
reduce the amount of time it takes to recov- 
er from a critical or noncritical failure. 
Features include the ability to recover mail- 
boxes, messages, and attachments to an 
Exchange server or a PST file; quickly and 
easily restore or migrate individual mail- 
boxes; search individual mailboxes or 
email messages for specific keywords; 
migrate users to a new version of Ex- 
change; and generate comprehensive 
reports. ShadowProtect Granular Recovery 
for Exchange is available as a bundle with 
ShadowProtect Server or ShadowProtect 
Small Business Server. 

■ SuperTalent TeraDrive FT2 

SuperTalent announced a line of 
TeraDrive SSDs for high-end enterprise and 
database-server functions. The TeraDrive 
FT2, a 3Gbps SATA-based SSD, is based 
on a SandForce SF-1500 SSD processor and 
is available in MLC or SLC NAND flash 
and in sizes from 50 to 400GB. Sequential 
read/write speeds reach up to 250MBps. A 
Ql 2010 release is expected. 

■ Symantec Backup Exec 2010 

Symantec launched its Backup Exec 
2010, which is a backup and recovery 
solution designed for midsized enterprises. 
Backup Exec 2010 delivers granular 

STORAGECRAFL 

recovery of Microsoft Exchange, SQL, 
and Active Directory in VMware and 
Hyper-V environments from a single pass 
backup. Symantec Backup Exec 2010 
starts at $1,174 for a media server license 
and Basic Maintenance. 

■ Symantec NetBackup 7 

Symantec introduced NetBackup 7, 
which lets users integrate deduplication 
everywhere in an effort to simplify infor- 
mation management and reduce data stor- 
age requirements and ease network traffic. 
Symantec NetBackup 7 is available world- 
wide, starting at $7,995 for an Enterprise 
Server and five client licenses. 

■ Synology DiskStation SD1010+ 

Synology released the DiskStation 
SD1010+, a five-bay enterprise-oriented 
NAS with write speeds 250% faster than its 
previous SD509+. The SD1010+ includes 
DSM open firmware; expands to 10 bays; 
and provides an alternative to PC file 
servers for centralizing backups, protecting 
data, and sharing files remotely. Average 
read speed tops 116MBps under a RAID 5 
setup; write speed tops 103MBps. 

■ Teneros DR-as-a-Service 

Teneros launched DR-as-a-Service, a 
hosted disaster recovery solution for critical 
network and communication applications, 
such as Microsoft Exchange, BlackBerry, 
Active Directory, and DNS. DR-as-a- 
Service provides Teneros Instant-On 
failover recovery and replication technolo- 
gies that support Teneros' existing high- 
availability and disaster recovery solutions 
for email and unified communications. 
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storage In A Flash 



Continued from Page 1 
absolute business requirement. Stock mar- 
ket transactions are a good example," 
Martin says. "In these applications, I/Ops 
[input/output per second] are a key mea- 
surement of performance requirements, 
and enterprise-class SSDs offer up to a 

Action Plan 

SSDs won't serve up a plate 
of integration headaches for 
most data centers that adopt 
the technology, but it remains 
wise to approach them with a 
plan in hand. Rob Ober, an 
LSI fellow (www.lsi.com), 
offers the following tips to pre- 
pare for SSD adoption. 

Learn about flash-based 
storage. It's like tires on a 
car— they do wear out and 
need to be replaced periodi- 
cally, and higher-perfor- 
mance tires usually need to 
be replaced more often. But 
each year, they get dramati- 
cally better and cheaper. 



hundred times the I/Ops capability of the 
fastest hard disk drives. This means a data 
center using RAID to stripe thousands of 
hard disk drives within multiple servers to 
achieve performance requirements can 
instead utilize a highly reduced number of 
SSDs to achieve the same performance." 



Jumping In 

Moving ahead into the SSD realm gener- 
ally doesn't require massive changes to data 
center infrastructure. In fact, computer sys- 
tem, storage, and VO controller vendors are 
already preparing products that accommo- 
date SSDs, says Dr. John Busch, co-founder 
and CTO of Schooner Information Tech- 
nology (www.schoonerinfotech.com). Plus, 
he says that SSDs are compatible with disk 
drive hardware and programmatic interfaces. 

"So deploying SSDs is straightforward," 
Busch says. "The data center managers need 
to decide which applications and data are 
performance- sensitive and target these for 
SSD-based systems, and they need to opti- 
mize the software with increased parallelism 
and refined concurrency to fully take advan- 
tage of the performance benefits of SSDs." 

Busch says that for most applications, the 
performance benefits delivered by SSDs 
compared to disk drives are about 25%, but 
potential improvements in the future could 
vastly improve that number. For those 
improvements to occur, OSes and applica- 
tion-layer software require changes, such as 
increased read and write parallelism, 
improved concurrency control, and thread/ 
core affinity management. However, until 
that happens, SSDs can be used in tandem 
with another significant trend in data cen- 
ters: DRAM caching of large data sets. 

"SSD technology offers the potential to 
replace a significant portion of the DRAM 



in data centers, as well as replacing hard 
drives," Busch says. "SSDs are much less 
expensive than DRAM, dissipate 1/1 00th 
the power, and are persistent. As a result, 
caching of large data sets, which is currently 
performed in large DRAM memories, can 
instead be implemented with a combination 
of DRAM and SSD technology, thereby 
increasing cache capacity, reducing cost and 
power, and improving availability." 

Plan To Pair 

Instead of viewing SSDs as the wave of 
the future, data centers could be better 
served as viewing the storage technology 
as simply one of two waves. Ober says 
that SSDs possibly could overtake hard 
drives in the data center in terms of adop- 
tion, but he predicts that each will have its 
own place in a storage environment. 

"Performance requirements can be sat- 
isfied by SSDs rather than large numbers 
of HDDs. Conversely, HDDs are ex- 
tremely good at storing massive amounts 
of data at low power and in supporting 
high-bandwidth sequential data transfers, 
as well as being indefinitely persistent for 
archival," Ober says. "Because of those 
characteristics, hybrid storage systems 
will evolve where SSDs will be used for 
performance and will become more 
closely integrated into servers — possibly 
evolving their form factor and interface — 
and HDDs will take on archival storage 
and bulk capacity storage." 



SSDs also fail in a different 
way than HDDs but more 
predictably and in a more 
manageable way. 

Plan for upgrades. 

Understand what applications 
and servers are l/O-bound 
and causing underutilization 
and where servers doing the 
same task could be consoli- 
dated. This can actually be 
difficult sometimes, as the 
CPUs are busy but are 
thrashing because of waits on 
storage. These applications 
are candidates for SSD 
upgrade and possible server 
consolidation. 



Be SSD-specific. If infrastruc- 
ture (HBAs, arrays, etc.) is 
being purchased today that will 
be upgraded to SSDs, it needs 
to be developed to handle the 
performance and characteris- 
tics of SSDs. Legacy con- 
trollers are a bottleneck today 
that can limit any benefit of 
SSDs, while new products are 
now being developed to fully 
utilize SSD performance. 

Don't forget software. Begin 
architecting internally devel- 
oped software to use the per- 
formance of SSDs and design 
around shorter queues and 
latency in the storage system. 



Best Practices For 
Windows Log Monitoring 



Continued from Page 1 
membership changes, user account cre- 
ations, lockouts or password resets, or per- 
mission modifications, while application 
servers often track user logons, file access- 
es, configuration changes, or other adminis- 
trative activity. 

Having identified a set of loggable events, 
Shelley says the specific information to cap- 
ture and monitor for each varies by type of 
event. For example, it's probably not useful 
tracking every successful server logon, but a 
sequence of five failed logon attempts in 30 
minutes could warrant further investigation. 
This illustrates a critical element of log data 
analysis: Individual events are often not 
particularly interesting in isolation, but 
according to Myers, event sequences can be 
correlated to highlight patterns of suspicious 
behavior or system anomalies. Unfortu- 
nately, manually mining an event log for 
such correlations is impossible, hence the 
need for log management technology. 

Log Management Infrastructure 

Just as event correlation on an individual 
system is the only way of gaining meaning- 
ful security or troubleshooting insights, 
piecing together event patterns across multi- 
ple machines (and network devices) can 
reveal even more devious attacks or subtle 
problems; however, such pan-system log- 
ging and analysis requires its own infra- 
structure. Shelley adds, "This is where you 
really need a technology, because how 
quickly, efficiently, and consistently you do 
this is very important." 

In its authoritative "Guide to Computer 
Security Log Management," the National 
Institute of Standards and Technology 
defines log management infrastructure as 
the "hardware, software, networks, and 
media used to generate, transmit, store, ana- 
lyze, and dispose of log data," segmenting 
the infrastructure into three tiers: log gener- 
ation, storage, and monitoring/analysis. 

Log generation is fairly straightforward 
because all Windows servers automatically 



run the event log service; however, admins 
still must think through the types of events 
they record and how and where to consoli- 
date the data from multiple systems. The 
second architectural tier addresses the data 
collection from each system to so-called 
aggregation servers. Data may be trans- 
ferred in real time or in scheduled batches 
and is often filtered to screen out routine, 
noncritical events prior to archiving. 

The final tier in a logging architecture 
consists of software that combs through the 
data looking for patterns indicative of signif- 
icant security incidents, application errors, or 
other irregularities. These are summarized in 
reports or alerts tailored to various user con- 
stituencies, specific IT governance policies, 
or regulatory requirements. Log analysis is 



often performed by specialized SIEM (secu- 
rity information and event management) 
software, which often incorporates a data- 
base for log storage and analysis servers to 
do the analytics and report generation. 

Merely digesting correlated log informa- 
tion isn't enough, however; Myers adds that 
IT must have processes for regularly 
reviewing events and taking appropriate 
action. GFI Software's (www.gfi.com) 
Mocanasu notes that SIEM software can 
automate many of these processes by regu- 
larly running required compliance reports 
and emailing results to stakeholders or by 
triggering email or SMS alerts, and even 
running batch commands, whenever a criti- 
cal event is detected. 

Best Practices 

& Configuration Guidelines 

Myers says that SIEM solutions typically 
come with collection agents preconfigured 
to generate and gather the relevant log data 
for a particular type of server, although he 



Recommended Windows Server 
Event Log Audit Policies 

A typical log management requirements matrix would be driven by the underlying reasons for logging 
information (incident forensics, regulatory requirements, etc.) and include such items as the scope of 
systems and devices to be monitored, log data retention requirements, and underlying security 
requirements (whether driven by company policy or outside regulations), which ultimately lead to spe- 
cific event collection requirements. For example, a company with a large ecommerce site doing credit 
card processing might have the following security requirements: 



Requirement 


PCI 


SOX 


GLBA 


Good 

Security 

Practice 


Intellectual 
Property 


Company 
X 


Access control 


R 


R* 


R 


R 




R 


Read-only access 
to raw logs 


R 


R 


R 


R 




R 


Integrity checking 


R 


R 


R 


R 




R 


Notification of 
changes to log files 


R 


R 


R 


R 




R 


Log file encryption 


R 





R 











R = required 10 = optional / * may vary by auditor 

PCI = Payment Card Industry Data Security Standard / SOX = Sarbanes-Oxley / 
GLBA = Gramm-Leach-Bliley Act statutes. 

Source: "Log Management: How to Develop the Right Strategy for Business and Compliance"; SecureWorks White Paper. 



Key Points 



Windows server log data is critical to 
identifying security threats, violations 
of company security policy, assisting in 
system troubleshooting, and meeting 
regulatory requirements. 
The volume of log data generated by the 
typical Windows server is so vast, and the 
level of event noise so high, that fruitfully 
using it requires automation technology. 
SIEM (security information and event 
management) solutions or log monitoring 
managed services can correlate seemingly 
unrelated events to uncover meaningful 
events and automatically generate compli- 
ance reports. 



says that organizations with more stringent 
security requirements will need to dig under 
the covers and do some customization. 

Aside from data collection, aggregation, 
and reporting, there are some basic elements 
of log management "hygiene" admins 
should also follow. "Slogging (syslogging) 
Through The Mud," a whitepaper from the 
SANS Institute by Michael Sullivan, says 
logs should be archived according to com- 
pany retention policies and preserved in a 
format that can support later forensic analy- 
sis. It also suggests syncing servers via NTP 
and ensuring processes and personnel are in 
place to perform regular log audits. 

Myers notes that organizations without 
the resources required for a comprehensive 
SIEM solution may find a number of "point 
products" designed specifically for Win- 
dows servers that are useful in automating 
server log management tasks, although 
these won't integrate with Unix systems or 
network devices. 

As with virtually every software category, 
log management is also available as a man- 
aged service, including what Myers terms 
cloud-like offerings in which all the aggre- 
gation and analysis infrastructure is remote, 
necessitating only minimal configuration on 
customer systems. These allow SMEs with- 
out a deep security team to tap into a service 
provider's expertise and the features of a 
high-end SIEM system without the staff 
overhead and capital expense. 
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Server Racks • Server Cabinets • Wallmount Racks • LAN Racks 
Network Racks • Portable Rackmount Cases • Accessories 
GSA Schedules • Custom Racks Manufactured As Needed 

Our products are a solid value for your time and money. We pride ourselves 
in providing quality customer service. Please call us at (866) 207-6631 and 
let us know how we can solve your rackmount needs or visit 
www.rackmount5olutions.net. 
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Robust, economical power distribution solutions 
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FAST SHIPPING 
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Prepare For The Unexpected With Room Alert 



o one knows when or how disaster will 
strike. We just know the potential is always there. 
So preparation is crucial to minimizing its impact 
on computers, networks, users & business. 

Wlien disasters occur, there are significant 
costs in areas that go far beyond the simple 
replacement of damaged hardware. This is 
because what happens in the data center or other 
facility effects the entire oi^anization. If disaster 
strikes your facility, how will it impact business? 
Who will get the blame? Could it have been 
prevented? What will it cost? 
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Room Alert products can monitor: 


* Temperature 


* SmoKe/Fire 


■ Humidity 


• Air Flow 


• Heat Index 


• Sound, Light 


■ Main / UPS Power 


' Panic Buttons 


• Flood /Water 


• Dry Contacts 


• Room Entry, Motion 


■ Switch Sensors 


* IP Network Cameras 


■ Wiretess & More 



AVTECH has a full line of powerful, scalable 
Room Alert solutions for real-time 
environment irionitoring in a computer mom, 
data center or other facility. All models 
arrive assembled with easy to install 
hardware, cables, sensors, easy-to-use 
logging & alerting software, primed 
documentation, unlimited technical support 
and a * 30-Day Satis faclit>n Guarantee'. Users 
can t}'pically install in under 10 minutes. 

Room Alert products monitor critical 
environment conditions like temperature, 
power, humidity, flood, smoke, room entry, 
air flow, motion and more, alert statTby any 
method and can take automatic corrective 
action. There is a model that is right for any 
organization and budget... yours too! 

Call or Visit Us Online Today 



S^AVTECH 



888.220.6700 • 401.628.1600 
AVTECH.com 



Protect Your IT Facility... Don't Wait Until It's Too Later'' 
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AITP Garden State 
March 9 
Jim Johnston's Steakhouse 
58 Eisenhower Parkway IVIountain Plaza 
Roseland, N.J. 
tech.groups.yahoo.com/group 
/aitpgardenstatechapter 



PASS Wisconsin 
SQL Server User's Group 
IVIarch 9, 4:30 
IVIicrosoft Office 
2176 Woodcrest Drive 

Green Bay, Wis. 
wisconsin.sqlpass.org 



AITP San Diego 
March 10, 5:30 p.m. 
National University-Kearny Mesa Campus 
3678 Aero Court 
San Diego, Calif. 
sandiego.aitp.org 



Greater Wheeling AITP 
March 10 
Wheeling, W.Va. 
www.aitp-wheeling.org 



ISSA San Diego 

March 10 
www.sdissa.org 



AITP Washington D.C. 
March 11, 6:30 p.m. 
Alfio's Restaurant 
4515 Willard Ave. 
Chevy Chase, Md. 

aitpwashdc.ning.com 



AITP Pittsburgh 
March 15 
Slovak Catholic Sokol 
205 Madison St. Road 
Venetia, Pa. 
www.aitp-pgh.org 



AITP Southwest Missouri 
March 16 
Springfield, Mo. 
aitpspringfield.org 



ISSA St. Louis Chapter 
March 16 
St. Louis, Mo. 
stl.issa.org 



Oklahoma City AITP Chapter 
March 16 
Oklahoma City, Okla. 
www.aitp.org/organization/chapters 
/chapterhome.jsp?chapter=40 



AFCOM Central Ohio 
March 17 
Columbus, Ohio 
www.afcomcentralohio.org 



AITP Lehigh Valley 
March 17 
Fleetwood, Pa. 
www.lv-aitp.org 



AITP 

Northeastern Wisconsin Chapter 
March 17, 4:15 p.m. 
Holiday Inn Select 
150 S. Nicolet Road 
Appleton, Wis. 
new.aitp.org 



AITP Atlanta 
March 18, 5:30 p.m. 
Crowne Plaza Atlanta Perimeter NW 
6345 Powers Ferry Road NW 
Atlanta, Ga. 
www.aitpatlanta.org 



ISSA Upstate South Carolina 
March 1 9 
NuVox 

301 N. Main SL, Suite 5000 
Greensville, S.C. 
www.upstate-issa.org 



ISSA Des Moines 
March 22 
3920 SW Camden Circle 

Ankeny, Iowa 
www.issa-desmoines.org 



ISSA Baltimore 
March 24, 4:30 p.m. 
Sparta Inc. 
7110 Samuel Morse Drive, Suite 200 
Columbia, Md. 
www.issa-balt.org 
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Data Center 
Redesigns 

Revamping Existing Centers Is A Potentially 
Budget-Friendly & Effective Trend To Watch 




by Elizabeth Millard 



Because building a new data center can 
be capital-intensive, many companies are 
choosing to redesign existing centers, par- 
ticularly to address power den- 
sity issues. Although this ^ 
type of revamp may 
require careful 
planning, 
many 



experts 
believe it's 
worth the extra 
effort and expense 
to stay up-to-date 
with newer technolo- 
gies in such areas as 
cooling and power. 

Growing Trend 

Even in a soft economy, data 
center design companies are still 
quite busy, notes Peter Sacco, president 
of PTS Data Center Solutions (www 
.ptsdcs.com). "I think that can be attrib- 
uted, in part, to that fact that when compa- 
nies do layoffs, they have to do more with 
the people they retain," he says. "And for 
that, you have to automate processes, and 
that leads to implementing technology to 
see those productivity gains." 

About 70% of his clients are using blade 
servers, he adds, as well as upgrading 
SANs, but many haven't revamped their 
facilities to accommodate the changes. 
Sacco believes this is typical in the indus- 
try and that many companies are facing 
the challenges of dealing with higher-den- 
sity equipment — leading to power and 
cooling issues — and are leaning toward 
using their own data center spaces rather 
than colocation or managed services. 

In general, most redesigns today are 
incorporating the ability to handle higher 
power densities, dissipate heat more 
efficiently, and utilize greener building 
standards, notes Kris Domich, principal 
consultant at Dimension Data (www 
.dimensiondata.com). 

"With additional power comes additional 
heat, so redesigns that involve the delivery 
of more power must take into account how 
they will evacuate the heat," he says. "The 
trend now is not only to add a sufficient 
amount of CRAC/CRAH devices but to 
also engineer the physical space to provide 
dedicated paths for the removal of hot air." 

Toward that end, one trend has been the 
introduction of more generators and UPS 
systems to the data center, says Ron 
Hughes, president of California Data 
Center Design Group (www.cdcdg.com). 

"To address power density and cooling, 
people are looking at implementing sup- 
plemental cooling systems, which are 
sometimes easier to put into a retrofit," he 
says, adding that the biggest challenge 



tends to be lack of floor space for PDUs 
but that many centers are gaining efficien- 
cy by using in-row systems instead. 

Another consideration is use of outside 
air, adds Hughes. Particularly for data cen- 
ters in cooler parts of the country, piping 
in cold air can create dramatic savings in 
cooling costs. "We're going to see the use 
of nontraditional cooling increase as a 
trend because we're not talking about 
savings of 1 to 2% [but] more like 30 
to 40% with some of these strate- 
gies," he says. 

Redesign Issues 

When considering a re- 
design, the first step is to 
quantify the overall ca- 
pacity of the data center 
from space, power, and 
cooling perspectives, 
advises Domich. 
Each of these ele- 
ments makes up 
a finite "unit 
of currency" 
across the 
data center, 
and running 
out of any 
these 




Action Plan 



According to Kris Domich, prin- 
cipal consultant at Dimension 
Data (www.dimensiondata 
.com), here are some essential 
questions to answer when 
putting together a redesign 
action plan: 

• Can you provide enough 
conditioned/protected power 
for the additional equipment? 

• What additional mechanical 
or electrical equipment will 
be needed? 



elements can end the data center's ability 
to expand. 

Next, map the consumption of these ele- 
ments back to physical resources — network, 
storage, servers, mechanical, and electri- 
cal — and attempt to understand the antici- 
pated growth of each group of resources. 

"It's important to understand the growth 
rates of each resource type because each 
one will consume space, power, and cool- 
ing differently," Domich says. "By track- 
ing these growth rates against available 
capacity, it should become clear as to 
when you run out of overall capacity." 



Key Points 



• With the implementation of more blade 
servers, many data centers are opting to 
redesign rather than to use managed ser- 
vices or undertake a new construction. 

• When taking on a redesign, first quantify 
the overall capacity of the data center in 
terms of space, power, and cooling. 

• Run the numbers to make sure that 
redesign makes sense; for some data 
centers, the cost of new construction 
might actually be lower than taking on 
demolition and rebuilding. 



Gaining this visibility will help answer 
one fundamental question, he adds: Is 
there even time to redesign? "A redesign 
is only necessary if by doing so you stand 
to recapture stranded resources or if the 
redesign itself will increase the overall 
capacity of space, power, and cooling, 
which is rare unless the physical space is 
being enlarged as part of the redesign," 
Domich says. 

Cautionary Note 

Even though redesigning is a strong 
trend, IT managers do need to make sure 
that the costs make sense, notes Domich. 
He says that depending on the conditions 
of the existing center, the total cost of 
demolition and rebuilding can easily rival 
the cost of building an entirely new data 
center. A major consideration is the cost 
of temporary housing of existing systems 
during the construction period. 

"The main thing we stress to clients is 
the total cost of ownership of the data 
center and to ask themselves if running a 
data center is a core competency," says 
Domich. "If not, organizations should 
explore the colocation option." 

For those that do choose to tackle 
redesign, it' s likely that efficiency benefits 
can be reaped if a long-term view is taken. 
As Domich points out, a data center 
should be revamped to last at least three 
years after a reorganization. With a longer 
timeframe like that, IT managers will have 
more options when it comes to tackling 
density issues. 



• Will you have three or more 
years of longevity in the 
current room after reorga- 
nizing it? 

• How will you sustain opera- 
tions during your reorgani- 
zation? 

• Can you separate the com- 
puting areas from areas 
that may undergo construc- 
tion? 

• Will your cooling strategy 
have to change significant- 
ly to cool the additional 



equipment (for example, 
move from static pressure 
to precision cooling)? 
What is your floor load rat- 
ing per square foot for both 
raised floor and concrete 
decks? Will you exceed the 
maximum rating? 
Are you allowing for the 
recommended service 
clearances around your 
equipment per the manu- 
facturers' specifications? 
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Internet Stakeholders 
Organize For 
IPv6 Adoption 

A recent announcement from the NRO (Num- 
ber Resource Organization) warns that less 
than 10% of available IPv4 (Internet Protocol 
version 4) addresses remain for distribution 
and urges organizations to consider adopting 
IPv6, the newest version of Internet protocol. 

The NRO provides coordination and organi- 
zation for the five RIRs (Regional Internet 
Registries)— AfriNIC, APNIC, ARIN, LACNIC, 
and RIPE NCC — each of which allocates 
available addresses to its specific region. 

"To accommodate all of the new devices 
coming online at an astounding pace, we 
must deploy IPv6," says John Curran, presi- 
dent and CEO of ARIN (American Registry 
for Internet Numbers), which is the RIR for 
the United States. "IPv6 is a newer number- 
ing system that provides a much larger 
address pool than IPv4," he says. To be 
more specific, there are about 4 billion 
IPv4 addresses possible. IPv6 would offer 
what can be thought of as 340 trillion-trillion- 
trillion addresses. 

If and when IPv4 addresses expire, which 
could take as little as two years, Internet 
growth will slow unless Internet stakeholders, 
such as governments, vendors, and enter- 
prises, make the move to IPv6, and soon. 
"Network operators must prepare now to run 
both versions of the Internet Protocol on their 
networks," says Curran, who adds that ARIN 
and the other Regional Internet Registries 
have been assigning IPv6 address space 
since 1999, and thousands of organizations 
are already using it. 

IPv6 Adoption 

Curran says that adopting IPv6 wouldn't be 
as difficult as it may sound. "In many cases, 
the hardware and software needed to provide 
services over the IPv6 network are already in 
place, as support for IPv6 has been in most 
operating systems and network equipment for 
years," Curran says. "It is mostly a matter of 
enabling and configuring systems to provide 
over both the IPv4 and IPv6 networks." 

The move to IPv6 is important, Curran says, 
because it will enable various agencies to 
continue connecting and communicating with 
their customers. "All small and midsized busi- 
nesses must make sure their mail and Web 
servers are IPv6-connected, or they risk not 
being able to use those channels to commu- 
nicate with their customers or business part- 
ners," Curran says. In addition, IPv6 adoption 
would help avoid significant performance 
issues. "Hosting companies should provide 
IPv6 connectivity to their servers because 
otherwise, customers will go through ISP- 
operated gateways to reach parts of the In- 
ternet," Curran says. 

by Kris Glaser Brambila 
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Reputation-Based Security 



Security Software & Appliances Look At Data's 
Originators To Determine Its Safety 



by Kurt Marko 

Remember the frustrating and 
annoying days before caller ID, when 
you had to answer all those din- 
ner-hour phone calls 
because you didn't 
know if it was 
your ailing mother 
across town or a 
fast-talking telemar- 
keter across the country? 
Now imagine that instead 
of picking up several calls a 
night, you had to deal with thousands of 
messages an hour — tediously accepting 
and inspecting each one to determine 
whether it's something important, just nui- 
sance spam, or a dangerous piece of mal- 
ware. Such is the herculean task facing 
network and endpoint security software. 

In 1992, Carey Nachenberg, Symantec 
Fellow for the security technology and 
response group (www.symantec.com), was 
as an intern developing antivirus file signa- 
tures where, in a typical day, he says they 
worked on five or six new specimens. 




Key Points 



Traditional nneans of ennail or Web 
content filtering and network intrusion 
protection are unable to keep up with 
the accelerating nunnber and nnutating 
nature of Internet threats. 
Reputation-based security collects infor- 
nnation on threat sources from around the 
Internet to assess the veracity and safety 
of content or connections. 
Site reputation has beconne a criterion for 
Web content filtering and network intru- 
sion protection and is being integrated as 
a feature in nnost categories of security 
software and appliances. 



Today, that number is in the thousands. 
Complicating the situation, attackers now 
generate slightly different variants, each 
with a unique file fingerprint, for each 
potential victim — something Nachenberg 
terms "a sea change in the attacker model." 
In looking for a new approach to anti-mal- 
ware, antispam, and network protection, 
researchers have embraced a concept shop- 
pers have long relied on: reputation. 

How Does It Work? 

Reputation and trustworthiness have been 
mainstays of online shopping since its incep- 
tion and cornerstones of sites such as 
Amazon and Yelp. Reputation-based securi- 
ty applies this same concept to Web sites, 
email attachments, and even executable files. 

The earliest and easiest application of 
reputation to security was email spam fil- 
ters. As the volume of spam exploded, tra- 
ditional content filters couldn't keep up, so 
Fred Kost, director of security solutions 
marketing at Cisco (www.cisco.com), says 
mail gateways started looking at the 
sender — the IP address, domain name, and 
associated DNS records — to assess the like- 
lihood that a message was spam. Although 
deducing a site's reputation is infeasible for 
individuals, Nachenberg says the law of 



large numbers and wisdom 
of crowds change the calculus when 
aggregating data from millions of Internet 
users and thousands of organizations, 
allowing the assignment of numerical repu- 
tation scores or ordinal ratings to each site. 

Advantages Of Reputation 

Traditional approaches to both virus pro- 
tection and intrusion prevention rely upon 
blacklists of known malware, network 
attack patterns, or dangerous Web sites, yet 
the increasing number and ingenuity of 
attackers mean keeping these updated is 
quite challenging, according to Kost. With 
several new malicious code threats popping 
up every minute (Symantec recorded more 
than 1.6 million in 2008), traditional signa- 
ture-based virus fingerprinting and scan- 
ning has become untenable. Kost notes that 
reputation-based systems respond much 
faster to new threats because the data col- 
lection is automated and diverse, and once 
identified, new attacks from blacklisted 
sites don't require new rules or signatures. 

Reputation filters also dramatically 
improve performance of both security appli- 
ances and endpoint software by obviating 
the need for laborious packet inspections, 
content scans, or application fingerprinting 
of files and network connections emanating 
from untrustworthy sites. Illustrating their 
efficacy, Kost notes that about 75% of the 
attacks blocked by IPS are currently identi- 
fied by reputation data. 

The real power of reputation-based trust- 
worthiness ratings comes when combined 
with traditional filtering techniques — con- 
nections or files from known bad sites are 
blocked immediately, never reaching the 
content scanner. Thus, the subset that gets 
through can be scanned more thoroughly. 
"If you can stop it at an earlier phase of the 
process without doing an inspection, you 
can concentrate your efforts," says Charles 
Kolodgy, IDC's security research director. 

Where Is It Used? 

From its foundations in spam control, rep- 
utation technology logically migrated to 
Web content filtering, protecting users from 
wading into a swamp of JavaScript malware, 
pop-up ads, or porn; still, many security 
researchers believe the concept has much 
broader applicability. Using a large network 
of sensors and existing email filtering cus- 
tomers, Kost says Cisco has constructed a 
vast network traffic and threat database that 
it uses to compute reputation scores that are 
now used in most of its security products, 
including IPS appliances and firewalls. 

Perhaps the most exciting development 
in the use of reputation technology is the 
application to virus scanning and exe- 
cutable files. According to Nachenberg, I 



vast applica- 
tion databases include 
such things as an application's 
age, publisher, country of origin, number 
of users, and usage patterns, and unlike 
conventional black- and whitelist schemes, 
the data is used to assign a reputation 
score to every executable, a rating used in 
conjunction with other antivirus criteria 
such as signatures and heuristics to deter- 
mine its safety. Once a popular program is 
tagged as safe, the antivirus scanner need 
never examine it again. 

Integrating Reputation Data 
Into Your Security Infrastructure 

Aside from spam and content filtering, 
reputation-based technology has spread to 
most other security products, from network 
appliances such as IPSes, UTMs, and fire- 
walls to endpoint anti-malware suites and 
even safe browsing add-ons. Kost says that 
adding reputation-based filtering to newer 
models of security appliances and IPS 
devices merely requires a firmware update. 
For endpoint products, it's usually a major 
version upgrade to the latest release from 
the major security vendors. 

Reputation-based security technology is 
now mainstream, says Kolodgy, who adds 
that the threat environment has become so 
broad and complex that it's the most promis- 
ing way of addressing security scanning 
overload. Paula Greve, McAfee's director of 
Web security research (www.mcafee.com), 
says reputation has become a core part of 
many security product lines and says buyers 
should include it as one of their buying crite- 
ria. As part of their evaluations, Kost also 
advises buyers to consider the methods and 
diversity of the vendor's reputation data col- 
lection and how well the feature is integrated 
within the product. "This is something peo- 
ple should be proactively implementing 
because it's so effective," he concludes, tm 



Action Plan 



Familiarize yourself with Web reputation 
by trying out some of the free online site 
rating services, such as Cisco SenderBase 
(www.senderbase.org), McAfee Trusted- 
Source (www.trustedsource.org), Norton 
Safe Web (safeweb.norton.com), or Web 
of Trust (www.mywot.com). 
Include reputation-based technology as 
an evaluation criterion when considering 
new security product purchases. If you 
have newer network security appliances, 
see if the vendor has a firmware upgrade 
that incorporates reputation. 
If you haven't upgraded client endpoint 
products recently, look at new releases 
from the major vendors that incorporate 
reputation into both network security (fire- 
wall) and anti-malware protection. 
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A Replacement 
For Backup Tape 

Hard Drives Battle It Out With Online & Other Solutions 




by Carmi Levy 

Tapes have been the backbone of data cen- 
ter backup plans almost since the first data 
center went live. For generations, no other 
technology could compete with them for sim- 
plicity, capacity, and cost. That's all changing 
as prices for high-capacity drives and network 
bandwidth plummet. As the era of tape finally 
draws to a close, IT decision makers find 
themselves asking what comes next. 

Although current tape-based solutions 
could easily soldier on for years more, 
there's ample reason why moving to some- 
thing else needs to become a priority. 
Exploding data volumes, largely due to near- 
exponential growth in high-bandwidth multi- 
media applications, are outstripping tape's 
ability to effectively complete backups with- 
in the typical window. In any case, the rise of 
real-time online application environments is 
rendering the window-based methodology 
obsolete. Data center managers need backups 
to complete faster than tape can manage. 

Tape Fades Into History 

Although data center managers have 
learned to live with sequential tape's slow, 
often clunky performance, long-term data 
integrity remains an issue that's never been 
quite fully resolved. 

"The main problem with tape isn't capaci- 
ty, it's really speed and integrity," says Alani 
Kuye, managing partner for Phantom Data 
Systems ( www .phantomdatasy stems .com) . 
"Most tape systems are not only slow to 
restore but more often the backup job is 
never 100%. There is also the need to 
migrate every few years in a controlled envi- 
ronment to avoid deacytilation or the 'vine- 
gar syndrome' where the tape simply rots or 
degrades away." 

Fortunately for data center managers 
concerned with ensuring their backup sys- 
tems keep up with the move toward more 
sophisticated storage solutions, faster, more 
capable hardware alternatives are rapidly 
filling the void. Some key emerging tech- 
nologies include the following: 

Disk. Steep price erosion curves are 
moving the spinning drive front and center 
as a viable alternative to tape. Traditional 



Action Plan 



Identify technologies for retirement. If tape 
isn't keeping up with your growing storage 
requirements, prioritize it for replacement. 
Build the business case and consider attach- 
ing backup renewal to similar investments in 
storage or application infrastructure. 

Assess hardware alternatives. Determine 
which technologies make the most sense for 
your specific shop. If you've always had diffi- 
culty getting employees to switch tapes at the 
end of the day, for example, optical-based 
disks may be no better. I 

Approach vendors. Assess their offerings for 
potential fits into your environment. Incumbent 
vendors typically have the edge here, as 
they're already familiar with your shop. 



Key Points 



Combined with tape's relatively limited 
sequential performance and the rise of 
cost-effective alternatives, IT finds itself 
finally ready to jettison tapes for good. 
Falling hard drive prices are making drives 
a preferred technology for backup and 
retention, and cheap bandwidth is driving 
explosive growth in online backup solu- 
tions, as well. 

Hardware is only part of the new backup 
equation. Deduplication and other intelli- 
gent data management strategies can 
reduce the size of the data pool at source, 
and backups can also take significantly 
less time to complete. 



concerns about integrity are disappearing as 
robust disk arrays and virtualized storage 
solutions push single-disk hardware into 
obsolescence. 

Online backup. Cheap, readily available, 
and scalable bandwidth is lessening IT's tra- 
ditional need to focus almost exclusively on 
site-specific backup solutions. With enough 
network capacity, geography is no longer the 
constraint it once was. Service-level guaran- 
tees from third-party vendors are especially 
attractive to smaller shops without the core 
competencies needed to set up and maintain 
their own backup infrastructures. 

Optical. The emergence of Blu-ray-based 
solutions gives IT a removable, high-capacity 
solution that avoids tape's degradation risk. 

Solid-state storage. Although its cost 
per gigabyte remains higher than either 
disk or optical, its speed and flexibility ide- 
ally position it as a real-time solution for 
tiered, online, transaction-focused environ- 
ments. In scenarios where backup windows 
are small or nonexistent, solid-state drives' 
speed can boost applications that require 
rapid, automated restore capability. 

Beyond the actual backup technologies 
themselves, multitiered backup represents 
another key trend. The VTL (virtual tape 
library), for example, uses high-capacity 
disk to store backup data for a brief period 
before offloading older data to a slower, 
more offline storage tier. This approach 
allows companies to limit spending on high- 
er-capacity and higher-cost backup storage 
technologies without constraining backup 
performance for real-time applications that 
require it. It also combines rapid backup and 
restore performance with lower-cost long- 
term retention — something to which tape 
alone has never been particularly suited. 

"Certainly, the key trend in backup has 
been to deploy disk-based caching technolo- 
gies like virtual tape libraries or NAS tar- 
gets for backups," says Jim McGann, vice 
president of marketing for Index Engines 
(www.indexengines.com). "The value is 
they eliminate any tape-based bottlenecks 
from the nightly backup and make the back- 
up data more available for restoration." 

Intelligence Beyond The Hardware 

Another backup-related technology that's 
gaining traction is deduplication, which 
leverages intelligent data analysis to identify 



multiple versions of a given file across the 
network storage environment. Instead of 
backing up 100 instances of the slide deck 
that was distributed to all employees in 
advance of a meeting, for example, dedupli- 
cation reduces it to one unique file with mul- 
tiple pointers. Backup volumes are lessened, 
which also shortens time-based windows for 
full and incremental backups. 

"Server technology has advanced so much 
that it now makes sense to do these algo- 
rithms in software rather than in the past 
on custom hardware," says Ray Lucchesi, 
president of Silverton Consulting. "As such, 
software is easier to produce, and you get a 
performance boost with every new proces- 
sor/server generation." 

Significant growth in virtualization is also 
prompting IT shops to look closely at dedu- 
plication. "Virtual servers can be a pain to 
back up, and they create lots of redundant 
data," says Steve Whitner, Quantum's prod- 
uct marketing manager for disk (www 
.quantum.com). "They are a great fit for 
deduplication appliances, some of which 
even come with backup software specifical- 
ly for virtual machines." 




All of this is great news for IT shops 
looking to leverage their investments in 
backup. The benefits can extend further 
into the organization. 

"We believe the trends will allow the data 
centers to shrink in size and create easy 
duplication across multiple locations as 
more space becomes available," says Doug 
Brown, Diriga's president of development 
(www.diriga.com). "It will also lower the 
utility costs of data centers as backup 
processes become more efficient." 



MoDius OpenData Essentials 



NEW PRODUCT 



by Blaine Flamig 



Energy, Environmental 
& Power Measurement 



Getting an in-depth, real-time view into 
the areas that most hinder IT in managing 
a company's infrastructure — energy effi- 
ciency, the power chain, and environmen- 
tal conditions — typically involves a fair 
amount of complexity and time spent 
deploying the necessary software and 
equipment. Modius' new Essentials family 
of products takes the difficulty and lost 
time out of the equation while giving IT 
and facilities managers advanced analytics 
they can use to lower energy costs; make 
more prudent future equipment purchases; 
and reduce costs related to downtime, 
staffing, maintenance, and repairs. 

Based on Modius' OpenData® platform, 
which provides a real-time, scalable moni- 
toring architecture that works with devices 
from any vendor, the new Essentials fami- 
ly offers low-cost solution packages for 
Energy Efficiency Measurement, Power 
Chain Measurement, and Environmental 
Monitoring. Using customizable, real- 
time. Web-enabled dashboards, IT can use 
these packages to view a variety of met- 
rics, including continuous energy-efficien- 
cy measurements, power management 
measurements from any level in the power 
chain, and environmental values gathered 
by wireless temperature and humidity sen- 
sors (included in the wireless package). 
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Modius OpenData Essentials 

Help IT improve the management of company 
infrastructure with enhanced views into energy 
and power consumption and environmental 
measurements. 

Price: Each Essentials offering (Essentials For 
Energy Efficiency Measurement, Essentials For 
Power Chain Measurement, and Essentials For 
Environmental Monitoring) is priced at about 
$12,500 



modius 



Within only one week, each Essentials 
offering can generate the first measure- 
ments and reports for a company's review. 
Within one month, IT can see how auto- 
mated, continuous measurements can 
make the company's operations more effi- 
cient. And in three months, each Essentials 
offering can help IT pinpoint specific areas 
where the company can save money. 

Beyond sending event notifications via 
email, pager, or mobile devices, the Es- 
sential packages also include secure mes- 
saging via SSL encryption, integrated 
LDAP, out-of-the-box support for the 
majority of common device protocols, and 
the ability to export long-term history to 
any tool via a Web-services API. 



(888) 323-0066 
www.modius.com 
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vironmental Monitoring 



AdaptivCool Room Scale 
Intelligent Cooling 




AdaptlvCooi's data center environmental monitoring sys- 
tem is an integral part of the firm's comprehensive Room 
Scale Intelligent Cooling System for data centers. The 
Cooling Resource Manager utilizes a Web-based inter- 
face to track environmental conditions and deliver 
demand-based cooling and airflow in real time. 

• IP communications that support room environmental 
reports on popular Web browsers 

• Real-time active control of airflow and cooling supply 

• Trending of temperature data 

• Supports alarm reporting via SNMP, SMS, and email 

Best For: Data centers and facilities with poor cooling 
efficiency or hot spots. 



AVTECH TemPageR 3E 




AVTECH's TemPageR 3E monitors temperatures in mul- 
tiple locations and comes in a standalone or 1U 19-inch 
rackmount form factor. The TemPageR 3E lets users log 
temperature sensor status for immediate alert notifica- 
tion, historical review, and graphing. The unit can also 
send alert notifications via email, email-to-SMS, SNMP, 
and more. TemPageR 3E offers an easy-to-use Web- 
based interface for changing settings and viewing real- 
time sensor status. 

• Connects via Ethernet and does not require a host PC 
for operation 

• Includes a built-in temp sensor, external temp sensor, 
and two digital sensor ports 

• Ships with AVTECH's Device ManageR and PageR 
Enterprise software 

Best For: Any temperature monitoring application, 
especially where expensive equipment is sensitive to 
temperature. 

Price: Starts at $225 



AVTECH Room Alert 24E 




AVTECH's Room Alert 24E is an advanced hardware 
environment monitoring appliance that features alerting 
and automatic corrective capabilities. This unit is de- 
signed specifically to assist with monitoring computer 
room temperature, humidity, power, flood, room entry, 
and more in multiple locations within an 1 , 800-foot radius 
from the ID box. The Room Alert 24E logs environment 
sensor status for immediate alert notification, historical 
review, and graphing, and it can trigger automatic 
responses to shut down servers and more. 

• Monitors up to 24 sensors both indoors and out 

• Connected via Ethernet and does not require a host 
PC for operation 

• Comes standard in a 1 U 19-inch rackmount configura- 
tion and includes built-in sensors for digital tempera- 
ture and humidity 

Best For: Enterprises or applications where a large 
number of sensors, whether indoors or out, are needed 
for monitoring in multiple locations. 

Price: Starts at $589.50 



(603) 672-8900 
www.adaptivcool.com 



(888) 220-6700 
www.avtech.com 



(888) 220-6700 
www.avtech.com 



Product 



Description 



Contact 



RLE Technologies 
Falcon F-Series 




The Falcon F-Series consists of the F1000 and F3400 
monitoring systems, which are standalone systems that 
provide equipment protection by monitoring critical 
operating and environmental parameters. The F-Series 
systems are best suited for monitoring analog (4-20mA), 
digital dry contact, or thermistor signals from devices 
such as temperature and humidity sensors, gas and 
smoke detectors, fire suppression systems, surveillance 
products, leak detection systems, power monitoring 
systems, UPSes, PDUs, generators, DC power plants, 
commercial power, HVAC units, ATSes, and TVSSes. 

• Hosts its own Web pages; no proprietary software 
required 

• Comes with eight or 32 inputs; input type varies per 
channel 

• Relay output, email, SNMP, Modbus, and BACnet 
output 

• Internal alarm logging up to 100 events 

Best For: Communication rooms, unmanned facilities, 
critical support systems, and enterprises. 

Price: Starts at $1 ,062 (F1000) and $1 ,950 (F3400) 



RLE Technologies Falcon 
Facilities Monitoring System 




The FMS (Facilities Monitoring System) is a comprehen- 
sive monitoring system capable of tracking and logging 
equipment status, summary alarms, temperature, 
humidity, pressure, flow levels, security, and fire sensors 
on numerous types of equipment. Users can access the 
FMS, view all points, and activate relay outputs with a 
secure login from any Web browser over the network or 
by dialing directly into the unit's built-in modem. 

• Available in 1 U and 2U and 24VDC standard or 
48VDC models 

• Supports up to 56 analog points, 104 dry contact 
inputs, and 34 relay outputs 

• Internal temperature/humidity available and logging for 
256 alarms 

• Email notification to phone (SMS) or desktop (SMTP) 

Best For: Organizations that need a scalable system to 
protect critical infrastructure and equipment from envi- 
ronmental factors. 

Price: Starts at $2,275 



Server Technology Environmental 
Monitoring Control Unit-1-1B 




Server Technology's 
EMCU (Environmental 
Monitoring Control 
Unit)-1-1B is an 
IP-based product that monitors temperature and 
humidity, features water and fluid sensors, supports four 
dry contact door sensors, and accommodates additional 
power-fed analog input sensors. A Web interface 
provides at-a-glance reports of temperature, humidity, 
water detection, and cabinet door status. 

• Support for HTML and command-line interface 

• No additional software necessary 

• Mounting tabs included for OU mounting 

Best For: Data centers, colocation sites, Web hosting 
facilities, telecom switching sites, POP sites, server clos- 
ets, and any unmanned area that needs to be monitored. 



(970) 484-6510 
www.rletech.com 



(970) 484-6510 
www.rletech.com 



(775) 284-2000 
www.servertech.com 
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PRODUCT SPOTLIGHT 



YSICAL INFRASTRUCTURE 



Processor's Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Andrew Leibman 



AVTECH Signal Tower 
w/Audio Combo 




AVTECH's Signal Tower w/Audio Combo is a real- 
time environment monitoring and alerting system 
that features signal lights, audio alarms, and more. 
This package includes AVTECH's Room Alert 
4E/ER monitoring device with an external Signal 
Tower Light w/Audio. It is designed to monitor 
computer room temperature and other environ- 
mental conditions in multiple locations within an 
1 , 800-foot range while using its red, yellow, and 
green tower lights to visually and audibly alert staff 
when issues or events occur. 

• Lights and alarms can be enabled and disabled 
using any SNMP device or a Web-based interface 

• Monitors temperature, humidity, power, flood/ 
water, smoke/fire, room entry, airflow, heat index, 
and much more 

• Supports environment sensor status logs for alert 
notification, historical review, and graphing 

• Alert notifications via email, email-to-SMS, SNMP, 
and more 

Best For: Monitoring conditions in large and busy 
facilities, as lights can be seen from long distances 
and audio alerts can be heard above machine noise. 

Price: Starts at $525 



Network Technologies 
Enviromux-Mini 




The Enviromux-Mini is a server environment 
monitoring system that is designed to moni- 
tor temperature, humidity, water leakage, 
and other IP-based sensors and alert users 
of impending critical events before they 
affect uptime. When sensors indicate a 
threshold limit had been reached, the system 
sends an alert via email, SNMP traps, a Web 
page, an LED indicator, or an SMS message 
(external GSM or 3G modem required). 

• Supports up to two temperature/humidity 
sensors, a liquid detection sensor, and 
four digital inputs for detecting door 
closure 

• Operates and monitors in harsh environ- 
ments at temperatures up to 167 degrees 
Fahrenheit 

• Flexible OU mounting or optional DIN rail 
mounting available 

Best For: Data centers, colocation sites, 
Web hosting facilities, telecom switching 
sites, POP sites, server closets, or any 
unmanned locations. 

Price: Starts at $310 



Opengear Advanced 
Console Manager 5000 



Opengear IM4200 




(888) 220-6700 
www.avtech.com 



(800) 742-8324 
www.networktechinc.com 



The Advanced Console Manager 5000 line 
of products gives network managers simple 
and cost-effective tools for managing the 
network and environmental factors, power, 
and computer devices. With the ACM5000, 
users are able to centrally monitor the sta- 
tus of all the remote outlets and centralize 
alarms to set up automatic shutdowns in 
the event of battery backup outage or 
excessive operating temperatures. 

• Up to four RS-232 serial console ports for 
accessing routers, switches, and firewalls 

• Built-in internal temperature monitoring 
with alarms 

• Dry contacts for external water sensors, 
smoke detectors, door contacts, and 
vibration 

• Internal V.92 modem, 802.1 1 n Wi-Fi, or 
3G for flexible out-of-band management 

Best For: Use in an organization's distrib- 
uted networks. 

Price: Starts at $275 




(888) 346-6853 
www.opengear.com 



The IM4200 Advanced Console Server infra- 
structure management appliance is available 
in a 1U 19-inch rack-mountable form factor. 
The IM4200 is an out-of-band management 
device for serial console ports, servers, 
virtual servers, processors, environmental 
monitoring, and more. Features include 
Network UPS Tools, PowerMan for inte- 
grated PDU and RPS functions, pattern 
match alerting, and flexible pinouts. 

• Available in 8-, 16-, and 48-port models 

• Supports three pinout options, including 
Cisco-compatible RJ-45 ports, for easy 
installation 

• Integrated 2GB USB flash for disaster 
recovery 

Best For: Data centers, remote offices, and 
colocation environments that require a 
powerful, versatile out-of-band manage- 
ment server. 

Price: Starts at $1,295 



(888) 346-6853 
www.opengear.com 



Temperature@lert 
USB Edition 




Temperature @lert's USB Edition is a low-cost, 
reliable temperature monitoring device 
ideally suited to server rooms. This product 
monitors the ambient air temperature, connects to 
Windows servers, and is capable of sending alerts 
via email if it determines the ambient temperature 
has exceeded user-determined thresholds. The 
offering also includes everything you need to 
integrate temperature readings into Web sites and 
third-party applications. 

• Precalibrated and requires no batteries or 
AC power 

• Real-time temperature alerts and temperature 
graphs 

• Logs temperature readings to text and XML 
log files 

• Capable of sending alerts to one or more email 
addresses 

Best For: Situations requiring reliable tempera- 
ture monitoring on a budget. 

Price: $129.99 



Temperature@lert 
WiPi Edition 




Temperature® lert's standalone Wi-Fi- 
enabled sensor monitors the ambient air 
temperature and emails you when the 
server room or other enclosed space gets 
too hot or cold. The unit doesn't require a 
PC to run and is built around a highly cus- 
tomizable version of the open-source 
Linux software. Temperature® lert displays 
the current conditions and a graph of the 
day's temperature readings. 

• 802.1 1 b/g wireless Internet and wired 
Ethernet interfaces 

• Real-time temperature alerts and 
temperature graphs 

• Logs temperature readings to text and 
XML log files 

• Capable of sending alerts to one or 
more email addresses 

Best For: Compact spaces and large- 
scale deployments where a customizable 
device is necessary. 

Price: $299.99 



Temperature@lert 
Cellular Edition 




(866) 524-3540 
www.temperaturealert.com 



(866) 524-3540 
www.temperaturealert.com 



The Temperature @lert Cellular Edition 
monitors the ambient air temperature and 
sends email, text message, or phone call 
alerts when the temperature exceeds the 
user-determined limits. The unit is simple to 
install because there's no additional hard- 
ware, software, or network installation or 
configuration required; users can just plug it 
into a wall outlet and begin using it. 

• Monitors the temperature every 5, 1 5, 60, 
120, or 240 minutes 

• iPhone app lets you see the current tem- 
perature of all of your Cellular Edition units 

• Maintains temperature history online 

• XML feed 

• Built-in battery backup enables the device 
to operate for weeks without power 

• HealthCheck alerts you if the unit ever 
stops transmitting 

Best For: Geographically distributed offices 
and situations where new software or hardware 
cannot be installed on existing equipment. 

Price: $399.99 plus monthly monitoring plan 
(starting at $15/month) 



(866) 524-3540 
www.temperaturealert.com 



Upsite Technologies 
Upsite Temperature Strip 



The Upsite Temperature Strip is a liquid- 
crystal strip with an acrylic self-adhesive 
backing that users can install on IT 
equipment, cabinet doors, or server room 
walls to determine where hot spots are and 
resolve heat-related issues before they 
become a problem. The latest version has 
been modified to conform to the 2008 
ASHRAE Environmental Guidelines for 
Datacom Equipment and indicates the exact 
temperature of your equipment within 
minutes. Upsite also offers 1U and 2U 
HotLok Blanking Panels equipped with the 
Upsite Temperature Strip. 

• Delivers reliable air-intake temperatures 
within two minutes of placement 

• Calibrated in accordance with ASTM 
standards 

• Measurements accurate to within +/- 1 
degree Celsius 

• Less expensive than electronic monitoring 
equipment 

Best For: Monitoring temperatures and 
hot spots on any IT equipment and in 
data centers. 



(888) 982-7800 
www.upsitetechnologies.com 
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Study Shows Midsized 
Data Centers Lead 
In New Tecli Adoption 

Midsized data centers are at the forefront of 
new technology adoptions, demonstrate 
more current activity (and predicted future 
activity), and emphasize the importance of 
staffing and training more than organizations 
of any other size. Those are among the find- 
ings of Symantec's "2010 State of the Data 
Center" study. 

IVIatthew Lodge, senior director of product 
marketing for Symantec, says, "The main 
drivers to data center aggressiveness are 
resources and willingness to take risks." 
Essentially, smaller enterprises tend to be 
more apt to try an innovative— albeit risky- 
venture, whereas larger enterprises are 




less likely to take risks. Symantec's report 
shows that the middle ground— enterprises 
with enough resources to capitalize on 
innovation but small enough to be open to 
some risk— is often where new technology 
is first adopted. 

Concerning the emphasis medium-sized 
enterprises placed on staffing. Lodge 
notes, "All sizes of enterprises are focused 
on staffing. More than half the respondents 
report being somewhat/extremely under- 
staffed overall." He also says that compa- 
nies are finding it difficult to fill their open 
positions; compared to a year ago, 76% 
of respondents have had the same or 
more open job requisitions. Barriers to 
adequate staffing include budgetary con- 
cerns and finding individuals fully qualified 
for the jobs. 

Increasing Complexity 

The study also found that companies are 
having a difficult time meeting SLAs and that 
data centers are increasingly complex and 
therefore more difficult to manage. 

"Half of enterprises said that SLAs are more/ 
much more difficult and costly to meet. As 
data centers continue to get more complex, 
we expect that trend to continue," Lodge 
says. This year's study continues to see IT 
managers struggling with data center com- 
plexity. Slightly more than a third of those 
surveyed indicate that increasing data center 
complexity, along with having too many 
applications to run, are major problems. 
Two-thirds of survey respondents indicate 
that they have 10 or more key initiatives for 
2010, which is likely to exacerbate some 
existing issues. 

In short, Symantec's study emphasizes the 
fact that, although midsized data centers are 
aggressively pursuing new initiatives, they 
also face hurdles with staffing and managing 
increasingly complex data centers. 

by Seth Colaner 



N ETWORKI NG & VPN 



HOW TO 



Identify The Cause 
Of Unexplained 
Network Traffic 

Traffic Congestion Can Be A Nightmare For Admins, 
But Not If They Go In Prepared For Resolution 



by John Brandon 
• • • 

Known traffic on a network is easier to 
deal with than unknown. Inexphcable traf- 
fic — those sustained periods of congestion 
or slowdowns that seem to come from 
nowhere and are difficult to track and 
explain — are the cause of many headaches 
for data center managers. 

Fortunately, there are tools and ser- 
vices available to not only discover con- 
gestion problems and their causes but 
also to shut down ports, repair nodes, and 



Key Points 



Make sure ennployees know the connpany 
network is for connpany, not personal, use. 
Use tools to help you discover protocols, 
nodes, and executables that are causing 
slowdowns. 

Be ready for catastrophic network prob- 
lenns that could stall connpany operations. 



resolve problems. It's important to realize 
that even the best tools require training in 
order to use them, time to investigate 
problems, and a contingency plan on how 
to fix complex and resource-draining 
congestion problems that arise. 

"It takes a lot longer than you might 
think," says Bill Home, a computer consul- 
tant with William Warren Consulting. 
"You'll need physical access to the network 
nodes where the traffic has been reported. 
There are dozens of commercial software 
packages that will do it all for you." 

Home advises a strategy where admins 
take a proactive, diligent approach to 
resolving network problems, even if it 
takes extra time to fix the problem fully. 

Before You Get Started 

One of the first steps to take before exam- 
ining networks and attempting to discover 
congestion problems and fix them is not 
necessarily technical in nature. In most 
companies, network congestion is caused by 
employee use, says Home, and companies 
should investigate legal issues and provide a 
method for making sure employees know 
that network use is for company tasks. 

"You need to talk to the company attor- 
ney about privacy laws and be sure your 
system has an adequate usage waming that 
all users must see before logging on," says 
Horne. "You might need to publish a new 
company policy regarding computer use, 
which includes provisions that authorize 
monitoring of usage, and require employ- 
ees to agree to it before proceeding." 

A next step after researching employee 
usage issues is to start looking for network 
analysis tools that will reveal the hold- 
ups on the network. Part of the process 



involves training and education to know 
which tools are available, how to use them, 
and what to do when you find a problem. 

"In addition to gathering the proper diag- 
nostic applications for a toolkit, network 
administrators need to understand network 
concepts generally and be able to apply 
them to their in-depth knowledge of their 
specific networks," says John Lane, vice 
president of technical support at Biscom 
(www .biscom. com) . 

Finding The Cause 

With the proper training and tools 
prepped and ready, admins would do well 
to get a big picture view into the network, 
a way to understand the whole network 
map for the company. 

"The first and most important tool in 
your kit is an updated network diagram 
and topology," says Lane. "When trying to 
identify the source of unexplained traffic, 
the diagram will help the net administrator 
narrow the source of the traffic. The dia- 
gram should include as much detail as pos- 
sible, including operating system versions, 
IP addresses, protocols in use (SMTP, 
DNS, DHCP, etc.), and applications." 

Lane says a network sniffer is a crucial 
tool in uncovering traffic problems. These 
tools provide a basic view into the low- 
level services on the network, including 
protocols used, sources, and destination 
nodes. Once an admin identifies the sources 
and problems. Lane says another step is 
finding the executables that are causing the 
traffic: It's one thing to find out which 
computer is causing traffic problems, or 
which users, but another to determine 
which application is actually responsible. 

Lane says many free network analysis 
tools can show which applications, such as a 
browser, instant messaging client, or a busi- 
ness application, are over-using resources. 

"In addition to these tools, it's important 
to be current on the latest security vulnera- 
bilities and security patches for software 
and hardware on your network," says 
Lane. "This can be done by simply signing 
up for security alerts from vendors and 
independent organizations such as the US 
CERT (Computer Emergency Readiness 
Team) [through us-cert.gov]." 

"You need software that will classify 
traffic according to its purpose, percentage 
of use, start and end points, and (if possi- 
ble) will identify the computers involved," 
adds Horne. 

Costs Involved 

Horne says admins should be aware of 
the costs involved for finding unexplain- 
able network issues. Some of the hidden 
costs include the training and education 
process, lost admin work while the staff is 
examining and fixing problems, and the 
costs of the software itself. 



Yet, these costs are usually offset by the 
clear benefits of discovering and fixing 
congestion problems. Horne says one ben- 
efit is just knowing what the network is 
used for and how resources are allocated, 
as well as being able to identify unproduc- 
tive use of network resources — all of 
which can have a major impact on busi- 
ness operations. The result is that the busi- 
ness runs faster and is more productive. 

Still, even with a clear plan for resolving 
congestion, managers should be aware of 
the pitfalls that can arise when trying to 
resolve network problems. Horne says 
these can involve employee misuse of 
resources and the potential human resource 
issues, creating litigation problems. 

"The pitfalls are tied to issues such as 
VLANs and other configurations growing a 
life of their own, and the task of monitoring 
and [managing] configs quickly gets out of 
hand," says Matt Go warty, product manager 
for Netcordia (www.netcordia.com). "The 
time and effort needed to manually config- 
ure, maintain, and tear down segmented net- 
works simply outgrows the capacity of the 
IT team, leaving the network unresponsive 
to the growing service needs. It becomes a 
never-ending cycle for the network engi- 
neering team trying to keep up." 

Lane says one of the key pitfalls to avoid 
has to do with preparation. Too often, 
admins will charge into a problem looking 
for causes without a good contingency plan 
on how to deal with problems they find. 
It's possible that an admin can discover a 
more catastrophic network congestion 
problem and not have the resources lined 
up to deal with the problem or any aware- 
ness of which tools to use. 

However, resolving the slowdowns on a 
network does pay dividends in employee 
productivity and smooth application per- 
formance. Knowing how to be prepared, 
which tools are available, and how to use 
them to completely resolve congestion will 
help the company mn more smoothly, tm 



TOP TIPS 



Matt Gowarty, product manager for Netcordia 
(www.netcordia.com), says congestion 
caused by virtual ization can require a different 
examination process. A poorly provisioned 
resource in a virtual server environment caus- 
es different kinds of congestion (and failures) 
than a poorly configured router or an employ- 
ee using an application incorrectly. 

Network admins should also be on the look- 
out for over-provisioned resources, he says, 
that are tuned for fast performance but actu- 
ally result in conflicts between network 
resources. It's best to configure resources 
according to their stated provisioning and 
use according to standard service levels. 
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33 ^Mi^e Mad^ in tU USA 




DS-RPC Remote Site Management Series 




Device Management 

Console Port Management 

Remote Power Control 

True RMS Voltage/Current 

SNMP Support 

HTTP Power Control 

SSHv2/SSL Secure Access 

RADIUS Authentication 

Direct TCP Port Access 

Telnet/SSH Menu Device Selection 

Device Port Naming 

Individual Port Password Assignment 



BayTech's DS-RPC Remote Management Series provides secure and 
reliable management for your network, servers, and console ports. 
The DS-RPC combines the powerful combination of power manage- 
ment and console access. The cost-effective DS-RPC Series is meant 
for single connection applications. Security features such as SSH v2, 



RADIUS authentication, SNMP, and user access lists per port allow 
system administrators to remotely manage the DS Series with greater 
confidence and control. The selected host module provides either 
secure in-band or dial-up out-of-band access to your DS-RPC Series 
remote management solution. 



Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 



Physical Infrastructure 



CW-24V5 Sentry Switched CDU 





Server Technolosy 

Soluliofs for the Data Cenler EQdipmer.t Cabina! 



Mixed Outlet 3-Phase 
415V/240V 

Achieve greater efficiencies 
by bringing 3-Phase 415V to 
the cabinet and 240V to the 
devices 

Single-power input feed; 24 
outlets per enclosure 
Delivers upto21.6kW 
Remote power management 
IP access and security 
SNMP traps and email alerts 
Environmental monitoring 
Ability to add an expansion 
module 



Server Technology Inc. 

(800) 835-1515 
www.servertech. com/products 



Physical Infrastructure 



Snake Tray® Cable Management 
& Power Distribution 

Designed To Reduce Construction Costs! 



Cable l\/lanagement 

Built-in mounting hardware 
Integrates with access 
floor or mounts directly to 
the subfloor 

Power Distribution 

Modular energy-efficient 
bus bar technology 
Power and data 
distribution boxes 



Snake Tray 

(800) 308-6788 
www.snaketray.com 





Physical Infrastructure 




CS-2HD2/HDE Smart Power Monitor 

Easily add input current load and power monitoring to any 
existing cabinet 

Quickly added to SAN's or other cabinets that do not have 
any power monitoring capabilities 
Measure aggregate current draw on each power circuit 
IP access and security/Environmental monitoring 
Provides automated SNMP-based alarms or email alerts 



Server Technology 

Soluliore for the Data CanJer Etjuipmsfit Cabina! 



Server Technology Inc. 

(800) 835-1515 
www.servertech .com 



Magnext Ltd 



IVIAGNEOT 



7099 Huntley Rd, Suite 104 | 
Columbus, OH 43229 DATA BACKUP SOLUTIONS 

New & REFURBISHED TAPE & HARD-DISK BASED BACKUP SOLUTIONS 

Library upgrade packages for higher performance & capacity 
Tape library repair specialists - stock lOOO's of parts 

Purchase a complete library with one tape drive 
Get the second tape drive for $1.00 (same format) 

CHOOSE FROM THE FOLLOWING LIBRARY CHASSIS 

• HP SureStore 2/20, 20-Slot Tape Library — $1,999 

• HP SureStore 4/40, 40-Slot Tape Library — $2,449 

• HP MSL6030, 30-Slot Tape Library $2,799 

• HP MSL6060, 60-Slot Tape Library $4,699 

SELECT TAPE DRIVE FORMAT 

LT03 LVD SCSI — $3,500 | LT04 LVD SCSI — $4,500 

mm SECOND TAPE DRIVE FOR $1.00 

Condition: Library chassis is refurbished. Tape drives are NEW \ Warranty: 12-months 
Committed to providing high-value, high-quolity, products to the IT marketplace 



'^Toll-free 


888-NOW-TAPE | 


614-433-0011 


^www.ma§ 


5next.e0m 


info@magnext.com 



Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

/Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 




High Density 
Multiple Voltage Outputs 
Input Current Monitor 
IP Access & Security 
SNMP Traps 

Environmental (Temperature 
& Humidity) Monitoring 
Branch Circuit Protection 
NEW! Linking for Smart 
CDU (Expansion Modules) 



Server Technology, inc. 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Insight Systems Exchange ^ 

CASH FOR COMPUTERS 

• Desktops • Laptops 

• Servers • LCDs 
•Printers • Storage 

• Network Gear 

We are ready to buy today! 

Contact: 
Joe Prochelo 
Phone: (714) 939-2376 
Email: jprochelo@insightinvestments.com 



I Green Actions. 
Green Results- 



H Insight 
r 



I Systenns Exchange" 



www.desktopremovaLcom 
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I Google Q4 Earnings See Increase 

Google posted a 17% rise in revenue during 
the fourth quarter, to $4.95 billion, due to 
strong ad sales revenue. This number is 
higher than the $4.92 billion analysts original- 
ly estimated. Total revenue was $6.67 billion 
with a net income of $1.97 billion or $6.13 per 
share. Google's CEO Eric Schmidt credits the 
management, product, and engineering team 
for the success. The company has added 550 
search service enhancements, promoting uni- 
versal search, music search, and real-time 
search. Although Google suffered network 
attacks from China in recent weeks, Schmidt 
says Google hopes to stay in the country. 

I Study: Easy Passwords 

Still A Point Of Entry For Hackers 

Security vendor Imperva released a study ana- 
lyzing the 32 million passwords compromised 
in a recent security incident at RockYou, a 
Facebook application developer. Its findings 
indicate that the most commonly used pass- 
word of the bunch was "123456," which shows 
that users are still not employing appropriately 
strong passwords and thus leaving their 
accounts more open to hacking. Imperva's 
report shows that 30% of the passwords 
examined were six characters or smaller, and 
about 50% were easily guessable names, 
slang words, or consecutive digits. The study's 
results highlight a clear need for IT to enforce 
stronger password policies in the enterprise. 

P@$$WORD 



I Companies Plan To Move 
More Applications To The Cloud 

A survey of 565 IT decision makers revealed 
that, of the 36% of companies that currently 
use cloud computing, 70% have plans to imple- 
ment more cloud-based applications within the 
next year. The study, conducted by unified 
email management firm Mimecast, found that 
46% of participants cited security concerns as 
the primary reason they are hesitant to adopt 
cloud computing. However, 62% of the compa- 
nies that participated in the survey stated they 
have given or are giving cloud computing con- 
sideration, with 33% citing maturity and 32% 
noting integration as the factors that would con- 
vince them to turn to the cloud. 

I AT&T To Upgrade Network 

AT&T announced that it will upgrade its net- 
work in 2010 to keep up with demand from 
3G smartphones and mobile devices, includ- 
ing the Apple iPhone and upcoming iPad. 
John Stankey, the company's COO, said 
AT&T will spend between $18 billion and $19 
billion this year to upgrade its wireless and 
backhaul networks, about $2 billion more 
than it spent last year. The company said it 
will add three times the number of fiber links 
to its existing cell sites, which will increase 
the capacity of the backhaul network that 
connects cell towers to AT&T's main network. 
The company will also build 2,000 new sites 
to expand coverage. 

I Social Networking Attacks 
Increase In 2009 

Sophos, an IT security firm, reported an 
increase in spam and malware attacks via 
social networking sites last year. Of the 500 
companies surveyed, 57% say they have 
received spam messages and 36% say they 
have been sent malware through Web sites 
such as Twitter, Facebook, and MySpace. 
This is an increase of about 70% in both 
spam and malware reports from the previous 
year, leading enterprises to be more cautious 
about employee access to such sites. The 
survey revealed that Facebook is perceived 
to be the riskiest site of them all, followed by 
MySpace, Twitter, and Linkedln. 
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Connectivity 
When It 
Matters Most 

Riverbed's Steelhead Appliances Provide Agency 
With Connectivity That Can Help Save Lives 



by Robyn Weisman 

In many ways, International Justice 
Mission (www.ijm.org) is a typical SME. 
It employs about 400 people, several of 
whom are located in branch offices, and 
it has an IT staff consisting of just four 
people. This small IT department is 
tasked with making sure 
IJM's far-flung network 
works effectively and 
securely, responsibilities 
that, in an ideal world, 
would be handled by a 
staff two or three times 
its size. 

Unlike most SMEs, 
however, IJM's branch 
offices are located in 
places such as Rwanda 
and Cambodia, where it can cost several 
thousand dollars per month to run a 
128KB connection. Moreover, fast and 
effective network communications can 
mean the difference between life and 
death both for its employees and for the 
people it is committed to freeing from 
such evils as slavery, sex trafficking, and 
police brutality. 

IJM was looking for a solution that 
could optimize and accelerate data trans- 
fer, application performance, and mobile 
communications over its entire WAN, as 
well as enhance data security. After 
some research, IJM found that 
Riverbed's Steelhead solutions offered 
exactly what it required. The organiza- 
tion uses the lU Steelhead 2020 appli- 
ance in its main Washington, D.C., 
office, the Steelhead 500 in its larger 
field offices, and the Steelhead 200 in its 
smaller field offices, according to John 
Lax, vice president of information sys- 
tems at IJM. 

Data Payback 

IJM's motivation for purchasing solu- 
tions from Riverbed was the organiza- 
tion's need to secure data communica- 
tions among its offices at a reasonable 
price. "[In the U.S.,] I can get a 25Mb 
[data connection] for less than $1,000 a 
month, but in Uganda, it costs me over 
$1,000 a month for a connection that is 
in practice only about 64Kb. With 
Riverbed, I can get data throughput of 
five times what I'm currently getting. 
This means I'm effectively saving 
$4,000 a month," Lax says. 

IJM considered other vendors, looking 
at vendor report cards and reviewing how 
research firms ranked the competing 
solutions. Gartner ranked Riverbed solu- 
tions in the Leaders quadrant of its Magic 
Quadrant rankings. Lax says, and client 
reviews for Riverbed were excellent. 



According to Lax, Riverbed's data 
compression capabilities, its remote 
access capabilities, its reliability, and its 
encryption abilities also played roles in 
IJM's choice. "Much of our data is very 
sensitive, and we operate on 256-bit 
encryption anyway, but you add River- 
bed encryption with that, and it's going 



riverbed 



to be hard for anybody not in the know 
to be able to decrypt it," Lax says. 

Lax acknowledges that Riverbed's ini- 
tial price tag may seem expensive. "But 
as we looked at the payback over a 
two- to three-year period, we get a [sub- 
stantial savings] just in data communica- 
tions," Lax says. 

On The Technology Roadmap 

IJM installed Riverbed equipment for 
a six-week evaluation, placing the larg- 
er unit in its D.C. office and the smaller 
one in Kenya. With the help of one of 
Riverbed's technical support staff, IJM 
set up, tuned, and synchronized the sys- 
tems. After letting both boxes run for a 
few days to let memory build up, Lax's 
group tested email transfer and then per- 
formed stress tests. "We created a 1MB 
Microsoft Word file and sent that back- 
wards and forwards about 20 times," 
says Lax. "It was not a very realistic 
real-world test, but we actually saw a 
5 OX improvement in performance." 

Lax was also impressed with River- 
bed's close alignment with Microsoft 
and its solutions' ability to compress 
email from Microsoft Exchange databas- 
es. "Where I'm going technologically is 
very much in alignment with Microsoft, 
and Riverbed is able to keep up with me 
at many points of technologies," Lax 
says. "This is important to me from a 
technology roadmap perspective." In 
addition. Riverbed engineers work close- 
ly with an online security solutions 
provider that IJM uses in its data center. 

Easy Configuration & Implementation 

According to Lax, implementation was 
surprisingly easy. "We already had the 
headquarters device and the Kenya 
device. We then got the equipment for 1 1 
other sites delivered [to our headquar- 
ters], and we set those up," he says. 



adding that, as with the evaluation. 
Riverbed sent in one of its technical spe- 
cialists to help set up all the appliances. 

"We set up [the appliances], and then 
we upgraded the software to the latest 
version. It took eight hours total to get 
them [ready] to ship them out to the dif- 
ferent locations," Lax says. Lax included 
a page of directions with each appliance 
that explained to interns at the field 
offices how to plug cables into the back 
of the unit and different color cables to 
make the process as simple as possible. 
"Once they received the units, it took 
less than a day to get each of the offices 
running," Lax says. 

Lax says that Riverbed has provided 
IJM with first-rate sales and technical 
support. "They have been very respon- 
sive. We've got people who know us 
so when we call, they know our cir- 
cumstances, know our units, can look 
at them remotely, and come up with 
diagnoses of any problem," Lax contin- 
ues. "They have looked at our systems 
and proactively figured out what opti- 
mizations we can use." 

Riverbed's responsiveness extends to 
appliance replacement. "We had a unit in 
Calcutta fail, and they 
sent a replacement unit 
over from their distribu- 
tion center in Delhi," 
Lax says. "We were able 
to remotely connect and 
configure the system 
and then plug it into the 
full system, with the lat- 
est version of software 
and everything else op- 
erating fully in maybe 
two hours — a system configured from 
scratch in the field remotely." 

Centralized, Rapid Communications 

Lax credits Riverbed solutions with 
playing a key role in several life-and- 
death situations. For example. Lax re- 
counts an incident in Chennai, India, in 
which some IJM field investigators in 
crisis were able to call the IJM office in 
Chennai, which was then able to commu- 
nicate rapidly with the IJM office in the 
United States. 

"We were then able to mobilize some 
high-level police intervention and get 
rescue rapidly," says Lax. "The signifi- 
cance there is that a call from the U.S. to 
the district commissioner of police gets a 
lot more attention than someone in India 
calling the local police office, and that 
couldn't have happened without the 
Riverbed equipment." 



Riverbed Steelhead 
Appliances 



A combined hardware and software 
solution that optimizes WANs for faster 
data throughput and improved data 
compression. 

"[In the U.S.,] I can get a 25Mb [data 
connection] for less than $1 ,000 a month, 
but in Uganda, it costs me over $1 ,000 a 
month for a connection that is, in practice, 
only about 64Kb. With Riverbed, I can get 
data throughput of five times what I'm 
currently getting. This means I'm effectively 
saving $4,000 a month," says John Lax, 
vice president of information services at 
International Justice Mission. 

(877)483-7233 | www.riverbed.com 
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Virtually Supercharging The WAN 

NetEx Adds Support For Microsoft Hyper-V To Software-Based Virtualization App 



by Joseph Pasquini 

As THE IMMENSITY of Critical information 
seems to grow exponentially within today's 
SMEs, so too does the need to leverage 
WAN-based storage for backup, replication, 
and relocation services. In planning for such 
wide-area deployments, IP networks have 
become the obvious medium of choice for 
business continuity and disaster recovery 
contingencies and for process optimization. 

Without any assistance, however, the qual- 
ity of IP data transport services may suffer as 
a litany of applications — including large 
amounts of storage data over extended peri- 
ods of time — press WAN bandwidth to its 
limits. Packet loss, latency, and jitter can all 
play havoc on network performance and may 
ultimately result in significant delays or 
missed production windows. 

To help enterprises better satisfy their per- 
formance levels over any distance of IP- 
based WAN, NetEx launched its HyperIP 
acceleration software solution. Founded in 
1999 as a spin-off of StorageTek (now part 
of Sun Microsystems), NetEx has amassed 
more than 20 years of cumulative experience 
in providing WAN optimization solutions to 
enterprises of all shapes and sizes. 

Give Me Some1s&0s 

According to Craig Gust, NetEx' s founder, 
president, and CEO, HyperIP is a high-speed 
data transport solution that can run over stan- 
dard Internet connections to move and accel- 
erate WAN traffic from speeds of 1.5Mbps 
to 800Mbps. Designed for installation on the 
corporate local-area network as a gateway or 
proxy server, HyperIP utilizes a data reduc- 
tion algorithm that organizes data into large 
blocks before compressing and sending it out 
over the WAN. This process is referred to by 
NetEx as "data blocking." HyperIP may also 
be configured to impose and enforce band- 
width rate controls in order to limit applica- 
tion throughput to specific times of the day. 
High availability is also supported. 

"HyperIP is a software-only approach, not 
a hardware appliance," says Gust. Unlike 
more traditional hardware-based solutions, 
HyperIP is a straightforward software-based 
virtual appliance capable of delivering accel- 
erated data replication and file transfer rates 
from three to 10 times what would otherwise 
be seen without use of the product. 

Able to work over unlimited distances, 
HyperIP can also reduce bandwidth require- 
ments by 60 to 90% when features such as 
compression and sequence reduction are uti- 
lized. "HyperIP' s unique ability to accelerate 
data movement across a WAN is unrivaled 

NetEx HyperIP 



(888) 604-5573 
www.netex.com 

Description: Software-based solution acceler- 
ates data replication, migrations, and file trans- 
fer applications over IP wide-area networks. 

Interesting Fact: HyperIP is completely trans- 
parent to all TCP-based applications and typi- 
cally implemented in pairs, with a unit at each 
end point of the network. Point-to-multipoint is 
also configurable with multiple appliances. 
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A typical HyperIP configuration provides LAN-like performance over the WAN. 



within the industry; eliminating bottlenecks, 
latency, and packet loss is a true added 
bonus," says Gust. "These are the real cul- 
prits that can degrade application throughput 
when moving data over extended distances." 

Gust adds, "We've tested HyperIP at dis- 
tances up to 46,000 miles and found it to pro- 
vide outstanding throughput for applications, 
including high-performance technical com- 
puting; digital image transfers like medical, 
seismic, or HD video; two-way satellite 
transmissions; and DR applications including 
replication and backup. HyperIP is also a 
perfect fit for cloud computing." 

HyperIP supports a wide array of data 
replication applications from a number of 
vendors. Industry- standard FTP and iSCSI 
are also supported. 

"At VMworld 2009, NetEx demonstrated 
HyperIP and benchmarked a 600% perfor- 
mance improvement in VMware VMotion 




migration from 20 minutes to just three min- 
utes," says Gust. "Based upon this perfor- 
mance, NetEx received the 'Favorite 
Vendor' award from VMworld attendees." 
HyperIP, which allows for both live migra- 
tion failover of virtual machines as well as 
conversion of physical servers to VMs, is 
certified to run on VMware 's latest ESX 
Server 4.0 hypervisor. 

Support For Microsoft Hyper-V 

Building on its expertise and long-standing 
support of VMware virtualization infrastruc- 
tures, NetEx announced in early January that 
it was adding support for Microsoft's Hyper- 
V server virtualization platform to the next 
release of HyperIP sometime during the first 
half of this year. 

Emulating its existing capacity to provide 
for the live migration of VMware data across 
WAN distances to remote sites, the upcom- 
ing version of HyperIP is designed to provide 
similar capabilities to the Hyper-V environ- 
ment. "HyperIP is the industry's first 
software-only WAN optimization solution 
running on VMware as well as Microsoft's 
Hyper-V," explains Gust. "This marks a big 
step for VMware and Hyper-V users as they 
now have the ability to improve VMotion 
speeds and performance over the WAN." 

The first Hyper-V-capable version of 
HyperIP will support Microsoft's Live Mi- 
gration feature and will allow for the move- 
ment of operational virtual machines from 
one Hyper-V physical host to another with- 
out any disruption of service or perceptible 



downtime. The new release of the HyperIP 
WAN optimization tool will run within 
Hyper-V and will let virtual machines run- 
ning atop Hyper-V be migrated and managed 
by Microsoft's System Center tools for 
Windows. Gust says the update will enable 
NetEx to support Hyper-V as a deployment 
vehicle for its HyperIP virtual appliance. 

Ease Of Administration 

Setup, configuration, and administration of 
HyperIP are all accomplished in real time via 
the product's Web-based graphical user 
interface that provides a virtual heads-up 



display of throughput and performance statis- 
tics. "Installation and management of 
HyperIP is user-friendly, as parameters and 
feature options can be changed instantly via a 
Web-accessible user interface with powerful 
monitoring and configuration tools that gives 
a clear view of the transfer processes," 
explains Gust. Settings for encryption, per- 
formance, and email/SNMP notifications 
may all be set via the GUI. 

In addition, HyperIP includes several built- 
in utilities for testing network capacities, 
latency, trace routes, optimum network seg- 
ment size, and more. HyperIP is also fully 
SNMP-compliant for integration into a cen- 
tral monitoring console for gathering NIC 
interface and TCP/IP stack statistics. 

Pricing 

License key pricing for HyperIP starts at 
$2,000 for a single instance on VMware. 
Inline license key upgrades can be purchased 
and applied as bandwidth requirements 
grow; multiple instances may also be 
grouped together to further increase band- 
width. "HyperIP is extremely cost-effective 
when compared to the other solutions in the 
marketplace today, as other products require 
long-term commitments and expensive 
buildouts," says Gust. 
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IVIininnize non-worl<-related internet use. 



Optinet™ enables you to increase Internet 
speeds without pouring more money into 
your bandwidth pipeline. By giving you 
visibility into how your employees use the 
Net and enabling you to prioritize on-line 
activity, your resources are put to better use. 

Optinet provides bandwidth shaping 
in three ways: First, it enables application 
traffic monitoring so you can set appropriate 
priorities and limits. Second, with Optinet 
you'll know exactly how your employees 
use the Internet. This means you can set 
policies and restrictions and automatically 
enforce those policies. Third, detailed 
reports on user activity, application traffic, 



Internet threats, and more give you total 
visibility and enhance your ability to identify 
and fix problems. 

For more information about how Optinet 
can help you in the age of Web 2.0, go to 
www.blackbox.com/go/Optinet. 
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Survey Reveals 
SMEs' Spending 
Plans For 2010 

CompTIA reports that an increasing number 
of small and midsized enterprises are look- 
ing at SaaS and managed services in an 
effort to cut costs and achieve a more imme- 
diate ROI. CompTIA's report on IT spending 
trends surveyed 409 United States-based 
SMEs in manufacturing, finance and insur- 
ance, health care, government, and other 
industries and found that about 30% of them 
plan to turn to SaaS in 2010, 
compared to 22% in 2009 
and 14% in 2008. The 
report shows that 42% 
of SMEs don't have 
in-house IT personnel 
and instead rely on part- 
time IT help, which could 
explain why 30% of the 
survey respondents 
expect to implement a 
managed services 
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solution by the end 
of the year. A signifi- 
cant portion (70 to 
80%) of those sur- 
veyed said that 
ERP (enterprise 
resource plan- 
ning), CRM 
(customer rela- 
tionship man- 
agement), and online ecommerce solutions 
are most likely to become budget priorities 
this year. 

According to Tim Herbert, vice president of 
research at CompTIA, "Bottom line-oriented 
IT investments often take the form of improv- 
ing a company's ability to sell to or retain cus- 
tomers ... for example, investments in CRM 
systems, Web sites, customer support sys- 
tems, or business analytics." But these new 
investments could come at the expense of 
other budgetary concerns, such as refreshing 
staff PCs or printers, which may improve pro- 
ductivity but doesn't directly affect the compa- 
ny's financial position. 

Important Considerations 

About 70% of SMEs predict positive revenue 
growth for 2010, but they generally want to 
achieve that growth without overhauling 
their current IT systems. Topping SMEs' 
wish lists for IT service providers is that 
they understand their business needs (86%) 
and can deliver scalable solutions (83%). 
CompTIA's report reveals SMEs' biggest 
anxieties revolve around their inability to 
integrate existing legacy products and ser- 
vices with emerging technologies, some- 
thing that is seen as integral to a healthy 
financial future. For SMEs with outdated 
servers, for example, virtualization is typical- 
ly not an option. "SMEs with an older office 
network or backbone may not be able to 
implement a unified communication solution 
because of inadequate throughput or tech- 
nology (e.g. powered Ethernet)," Herbert 
says. "Bandwidth issues could also affect 
their options in moving towards a cloud or 
SaaS model." 

Herbert calls the study another reminder 
that IT goals must be aligned with business 
goals and that technology is the key to 
operating efficiently and remaining competi- 
tive. "The call to action for IT managers is to 
continue to demonstrate how technology 
investments improve the bottom line [and] 
to dispel the perception that it is simply a 
cost center." 

by Andrew Leibman 



Watch Out For 
Virtual Sprawl 

Take Steps To Keep Your Virtual Servers In Check 



by Drew Robb 

Over the last few years, virtual envi- 
ronments have risen in popularity at an 
unprecedented rate. VMs (virtual ma- 
chines) are being used for everything 
from hardware consolidation to energy 
efficiency. Problems arise, however, 
when virtual machines are improperly 
implemented or managed. 

"Virtual sprawl is the unmanaged prolif- 
eration of virtual machines caused by 
users cloning virtual machines," says Ido 
Sarig, chief evangelist and vice president 
of marketing for BDNA (www.bdna.com). 
"Virtual sprawl can have serious implica- 
tions — from management headaches to 
litigation risk, as virtualization spawns 
unknown and unaccounted for copies of 
licensed software." 

So what does it take to avoid virtual 
server sprawl — or to rein it in once it has 
taken root? 

Inventory Everything 

The first step in resolving virtual sprawl 
is to inventory everything. Man- 
ually trying to account for all 
assets in a virtual world is all but 
impossible. Therefore, it is best 
to use an IT asset discovery tool 
to identify all hardware and soft- 
ware in existence, whether in a 
virtual or physical state. 

"IT organizations need to imple- 
ment automated solutions — and 
ensure that the asset inventory 
tools they select are capable of discovering 
what software is installed on those VMs, and 
whether or not any of it is used," Sarig says. 
"It isn't enough to determine that a particular 
physical server is running several VMs." 

Don't Solve One Problem 
By Creating Another 

SMEs can often avoid virtual sprawl by 
paying attention to what's going on with 
the VMs. A common issue relates to 
improperly fixing one application, which 
then leads to another app becoming inop- 
erative. This can come about simply by 
changing the settings. In the quest to con- 
solidate and virtualize everything, make 
sure new problems are minimized. 

Greg Schulz, an analyst with StoragelO 
Group (www.storageio.com), explains it in 



BONUS TIPS 



■ Use agentless asset dis- 
covery tools. Agent-based 
solutions require an installa- 
tion of agents on physical 
servers, which might not play 
well in a virtual environment 
and can make the agents 
become a part of the problem. 
After all, they need to be 
maintained, upgraded, and 
managed. Ido Sarig, chief 
evangelist and vice presi- 
dent of marketing for BDNA 
(www.bdna.com), suggests 



an agentless solution to 
asset discovery as the best 
approach. Otherwise, you 
may end up with rogue physi- 
cal servers sitting around the 
data centers running VMs you 
might never find out about, 
as no one knew to install an 
agent on those boxes. 

■ Manage all facets of the 
virtual environment. There 
are many facets to effectively 
managing a virtual environ- 



ment. According to Paul 
Schaapman, a solutions archi- 
tect at CDW (www.cdw.com), 
these include using a hypervi- 
sor patching process to keep 
the different operating sys- 
tems up-to-date as well as a 
server patching process to 
keep servers up-to-date. 
Backup, power management, 
and virus scanning are just 
a few examples of the vari- 
ous areas that have to be 
given attention. 



the context of a redesign of backup and 
data protection applications. 

"The way to avoid something breaking 
is to go in and look at what VMs along 
with guest operating systems and associat- 
ed applications can be consolidated," 
Schulz says. "Pay attention to what other 
applications will be affected, including 
backup and DR. Think of it as the first 
step or phase to consolidate physical 
machines (PMs) into VMs on fewer PMs." 

Create A VM Checklist 

The great thing about virtualization is 
how easy it is to create virtual servers. That 
speed, however, is one of the big contribu- 
tors to sprawl. People just don't pay enough 
attention to what is going where. Paul 
Schaapman, a solutions architect at CDW 
(www.cdw.com), says the remedy is to cre- 
ate a checklist designed to ensure that new 
servers are only created based on real need. 

Such a checklist should include details 
of the business requester; a description of 
the business need; the application to be 
deployed; the resource owner; the business 



The first step in 
resolving virtual 
sprawl is to inventory 
everything. 



unit it falls under; application support 
teams that might be impacted; the targeted 
end date for use of the server; and the 
memory, CPU, and space requirements, 
including the backup and storage require- 
ments. This will help ensure that new VMs 
are only created when actually needed. 

"Once this is completed, IT can assign a 
cost to the new virtual server," Schaapman 
says. "These costs would include opera- 
tion system licenses, client access licens- 
ing, as well as space, backup, and DR 
costs. The total cost picture should be 
approved by the appropriate parties." 

Marry Virtual Servers 
With Virtual Storage 

When planned efficiently and man- 
aged well, virtualization can increase the 



Cautionary Tip: 

Beware Of Licensing 
Problems 

Licensing inassles, tliose banes of tine IT 
manager's existence, become even more of 
a pain winen you start dealing with virtual 
machines. Hosting applications on a VM can 
open up a Pandora's box of licensing evils. 
In many cases, every VM on the physical 
server needs its own license to avoid license 
noncompliance. Yet some go on copying 
software onto new VMs, blissfully unaware of 
the licensing consequences. Watch out, 
therefore, for such practices as having a 
"master" VM containing licensed software, 
which is then copied onto every new server. 

"The deployment of software in virtual envi- 
ronments adds several layers of increased 
complexity to an already difficult task of man- 
aging license compliance," says Ido Sarig, 
chief evangelist and vice president of mar- 
keting for BDNA (www.bdna.com). "In many 
cases, companies don't have policies in 
place to control and monitor the deployment 
of software onto VMs." 



Smart Tip: 

Consolidate VMs 



Just as you can have too many servers, sim- 
ilarly you can have too many VMs running, 
which can lead to poor levels of utilization. 
Underutilized VMs are harder to manage and 
easier to lose track of, plus they often con- 
sume a lot more resources than necessary. 

"Take a close look to see what applications 
or systems can be further consolidated," 
says Greg Schulz, an analyst with StoragelO 
Group (www.storageio.com). "For example, 
turn 10 poorly utilized VMs into four that are 
properly utilized." 



utilization of servers from a rate of 15% to 
as high as 85% while at the same time 
enabling high availability and disaster 
recovery for applications. On the down- 
side, though, Chris McCall, product man- 
ager for HP's Unified Storage Division 
(www.hp.com), points out that virtualiza- 
tion demands more from the network and 
storage infrastructure, which can lead to 
performance bottlenecks and make it hard- 
er to recover from a site failure or disaster. 

"Because virtualization depends on 
shared storage to implement disaster 
recovery and high availability, customers 
need to leverage flexible, feature-rich, 
virtualized storage solutions that can 
quickly adapt to their business needs," 
McCall says. 

Such solutions leverage purpose-built 
systems to create a pool of virtualized, 
shared resources that can significantly 
improve utilization of hardware, increase 
scalability, and drive flexibility across the 
infrastructure. This extends virtualization 
capabilities across the entire hardware 
infrastructure via pools of available capac- 
ity, bandwidth, and CPU that allow capac- 
ity to be quickly assigned or repurposed 
on the fly to support various critical busi- 
ness applications. As a result, the SME 
can respond more rapidly and make appro- 
priate changes. The virtualization of stor- 
age can also lead to more efficient data 
provisioning, data reduction, and data 
placement. With that in place, VMs are 
better supported and management can be 
simplified, as performance and availability 
roadblocks crop up far less often. 
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THREE Q U 

Asset Lifecycle 
Management 

Scalable Helps SMEs Track & Manage 
Their Hardware & Software Assets 



by Daniel P. Dern 
• • • 

Do YOU KNOW whether your company has 
enough licenses for the software it's 
using? Do you have dozens more than 
needed? How many different system 
images are active, and how easy is it to 
deploy updates? How many desktop and 
notebook and server computers do you 
have, and what hardware components and 
software are on each? 

One company providing cost-effective 
asset lifecycle management tools, includ- 
ing desktop management and software 



licensing, is Scalable Software (www 
.scalable.com). More than 10,000 organi- 
zations around the world currently are 
managing IT gear and reducing TCO 
thanks to Scalable software; according to 



the company, its customers routinely 
report savings "measured in millions of 
dollars." Mark Miller is Scalable' s vice 
president of sales and marketing. 

■ What are the biggest IT-related 
issues facing today's small to midsized 
enterprise? 

"The biggest one is failed or failing soft- 
ware audits," says Miller, who adds that 
many software vendors whose revenues 
are down are looking harder at audits. 

And, Miller notes, many companies 
make the more expensive versions of the 



programs the same size as less expensive 
or free versions, which makes some forms 
of audit more complicated, especially if 
your company isn't using a tracking pro- 
gram that captures all the necessary data. 



E S T I O N S 



■ What should Processor readers know 
about your company's products? 

"We have three product lines: Win- 
INSTALL, Survey, and Scalable Live," 
says Miller. 

"WinlNSTALL provides comprehensive 
PC lifecycle management for Windows 
machines," says Miller. A highly sophisti- 
cated MSI (Microsoft Installer) packaging 
tool, WinlNSTALL handles installation 
and deployment through patching, updat- 
ing, and management of software and 
security for desktop, notebook, and server 
Windows computers from purchase to 
retirement. According to Miller, Win- 
lNSTALL reduces IT labor and asset own- 
ership costs by helping IT deploy software, 
migrate hardware, secure desktops, track 
IT assets, and adhere to internal as well as 
external compliance standards. 

Unlike other imaging and deployment 
tools, WinlNSTALL lets you put all the 
drivers and patches to one directory and 
will load up the appropriate ones for each 
machine, says Miller. "We have compa- 
nies that re-image hundreds of machines 
overnight, all different makes and models 
and vendors, with one button push." 

According to Miller, Survey tracks 
usage on all applications on client and 
server machines, not just Windows 
machines. "We track any active win- 
dows — also thin clients, Java apps, [and] 
Web apps — however they're running in 
the environment," he says. "We help com- 
panies be proactive about their software 
portfolio [and] determine whether they're 
buying too many licenses. And it's also a 
compliance investment." 



Miller says Survey obtains information 
that other products don't. "Survey tracks 
the agreement, what it was installed from, 
whether it was a free or OEM or retail or 
paid version, [and] what license key was 
with it." 

Additionally, "Survey lets you track 
usage mouse and keyboard level down to 
the minute," Miller says. "And where 
many other metering tools make you speci- 
fy which applications you want to track, 
we track all applications all the time. So 
when somebody puts in a software pur- 
chase request, you can determine if there's 
a copy that' s not being used. Or if HR asks 
about what a given person was doing over 
a three-day period, or somebody says they 
never used a specific program. Survey 
gives you the information you need." 

Scalable Live is a development platform 
with a base layer of inventory and discovery 
capabilities that Scalable and third-party 
programs can access, including as SaaS. 

According to Miller, WinlNSTALL is 
generally for smaller companies, such as 
200- to 250-seat shops, where other ven- 
dors' solutions require a more massive 
architecture. Scalable' s Survey product, 
says Miller, is generally found in organi- 
zations with 500 seats and above, "and it's 
also run by bigger companies with thou- 
sands of machines." 

■ What makes your company unique? 

"We're employee-owned," says Miller. 
"We bought the company about three 
years ago, [and] we were so excited about 
the products and the customer base. And 
we acquired WinlNSTALL and added it to 
our offerings." 
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Register at 

www.decparts.com 

for our monthly 
giveaway of an 
HP MIN1 1101 

*No purchase necessary 



' U.S. military-approved repair depot ^ 
' Mission-critical supplier to NASA 
' VAX End of life fulfillment reseller Compaq Authorized 
' Key reactive response supplier to HP field service 
24/7 worldwide 

' 7000 skus and 2 million parts in inventory 

> Multimillion dollar test lab with printout diagnostics 
for each product supplied 

' Free Repair Evaluation 
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Call Toll Free: £ 


J88.332.7278 1 


In MA: 508.866.1171 1 Visit us at www. dec parts, com 



This is a small 
snapshot of the 
7,000 SKUs in stock 
LARGEST cable 
inventory worldwide: 

DISK & TAPE 
Part Number ....Price 

RD53-DA $895.00 

RD54-AA $995.00 

RZ29L-AA/VA $175.00 

RZ28-VA $145.00 

RZ1DD-SW/VW $60.00 

RZ28-VA $295.00 

TLZ09-VA $295.00 

TLZ10-VA $385.00 

TZ87/TZ88/TZ89... .Starting at $125 

TSZ08-AA $1,995.00 

All VAX Parts & Spares 70% Off 
Compaq Preferred VAX Reseller 

DNPG Network 

DEZ8R-P $1,290.00 

DEFHM-MM $5,800.00 

DEFEA-FB $1,275.00 

DSGGD-BA $1,500.00 

DZRVW Starting at $500 



All Compaq HP 
Blades 

Start at $595.00 

DS10 $675.00 

DS20 Starting at $1175 

GS80 $2,900.00 

GS160 Starting at $3,900 

GS320 Starting at $5,900 

RL01/RL02 Call 

RA60-P $475.00 New 

RA81 H.D.A $775.00 New 

RA82 H.D.A $775.00 New 

2T-48VDC $3,400.00 New 

VAX Systems & Options— Call 

Alphas Starting At 

ES40 $1,295.00 

ES45 $3,195.00 

ES47 $4,195.00 

PB47 $2,200.00 

PB48 $2,600.00 

Proliant Servers 
/ HP Blades 

AJ 742A $4,175.00 

AJ 753A $5,175.00 

Disks 

AJ 736A $535.00 

AJ 737A $825.00 

AJ 738A $385.00 

AJ 740A $675.00 



Memory 

413015-B21 $1,290.00 

39741 3-B21 $375.00 

HBA Fibre Channel 

AE311A $815.00 

A8003A $765.00 

LPE12000 $840.00 

AM871 $29,900 New 

Printers 

LA600/LN05/LN07/LA400/LN01/02 
/LN40 

Printer Repair 25% Off 



Fw'/ Depot 
Repa/r Fac///ty 

DEC/Compaq/HP 
a" network products 

20% DISCOUNT 

T/LL dec25TH 




IW-R100 

Cost- Effective 1U Entry-Level 
Server Chassis 

• 26"x19"x1.75"(DxWxH) 

• Support Extended ATX 
(12"x13") 

• External 5.25" X 1 & 
Internal 3.5" X 2 

• Changeable Fans Modules 

• Outstanding Thermal 
Solution 




IW-RA100 

1U Compact Server Chassis 

• 15"x19"x1.75"(DxWxH) 

• Support ATX (12" X 9.6") 

• Slinn ODD & Internal 3.5" x 2 

• Powerful 1 U appliance with 1 5" 
depth for space-sensitive 



IW-R200 

Open-Bay 2U Server 
Chassis 

• 23.5"x19"x3.5"(DxWxH) 

• Support CEB(12"x1 0.5") 

• Slim ODD, Slim FDD, 
External 5.25" x 2, 
Internal 3.5" x 3 

• Utilized 2 x 5.25" bays 
supported storage kit 




IW-R300 

Compact Stylish 3U Server Chassis 

• 19"x19"x5.25"(DxWxH) 

• Support CEB (12" X 10.5") 

• Slim ODD, External 5.25" x 2, 3.5" x 1 , Internal 3.5" x 5 

• Single or Redundant PSU options 



IW-R400 

Economical Industrial 4U Server Chassis 

• 20"x19"x7"(DxWxH) 

• Support CEB (12" X 10.5") 

• External 5.25" x 3, 3.5" x 2 & Internal 3.5" x 3 

• Anti-shock vibration 
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In Win Development (U.S.A.) Inc. 

188 Brea Canyon Road, 
City of Industry, CA 91789 
Tel: 1-909-348-0588 
URL: www: in-win.conn 



Page 22 



MESSAGING & TELEPHO 



Processor.com 



PRODUCT SPOTLIGHT 



February 12, 2010 



Email Server Appliances & Software 






Product 



Description 




AtMail Email Appliance 




Utilizing Intel's 64-bit Core 2 Duo (Base Model) and 
Core 2 Quad (Pro Model) processors, the AtMail Email 
Appliance leverages WebMail, SMTP, POPS, anti- 
spam, and antivirus services to achieve optimal per- 
formance. The bundled hardware and software solu- 
tion saves time and cost when deploying your new 
mail server or upgrading your existing system. The 
AtMail Email Appliance is a complete turnkey email 
server solution. 

• Secure and stable OS 

• 1 U rackmount chassis with hot-swap disks 

• Web-based administration panel with customizable 
interface 

• Multi-browser support 

• Plug-and-play hardware setup 

Best For: Data centers and companies wanting a 
complete email solution with fast installation. 

Price: Starts at $3,800 for the Base Model 



1^ (877) 428-6245 
www.atmail.com 

' Cyglan Small Business Mail 
Encryption Appliance 



The Cyglan SBME provides multiple delivery methods 
available to select by the sender. Using pull technolo- 
gy, the Cyglan SBME stores messages behind the 
enterprise firewall, protecting messages at the right 
place and the right time. It's ideal for protecting sensi- 
tive business data whether it's in transit or stored on 
the server. Any first-time users are walked through an 
enrollment process without installing software. 

• Guaranteed regulatory compliance with HIPAA, 
GLB, California SB-1386, and Sarbanes-Oxley 

• The SBME supports all email platforms, and mes- 
sages can be opened by anyone using AOL, 
Yahoo!, Gmail, and Hotmail (in addition to Outlook, 
Lotus Notes, and Groupwise) 

• Secure response lets recipients reply without 
installing software 

• SBME can handle large documents and seamlessly 
supports all email servers 

Best For: SMEs that want to push the value of 
improving customer communication, data protection, 
and email visibility. 

Price: Starts at $3,195 



H A R D W A R E 



AtMail ArchiveVault Appliance 




The AtMail ArchiveVault Appliance offers the best in 
secure, reliable email archival. With its ability to work 
with most Linux operating systems, it provides a light, 
portable, yet powerful way to deploy an archiving 
solution. Functioning as a robust archive option, 
ArchiveVault keeps mail both safe and accessible. 
The included software captures, stores, and recovers 
all incoming, outgoing, and saved emails. 

• Aids in compliance with HIPAA, FRCP, and 
Sarbanes-Oxley 

• Supports Sendmail, qMail, Postfix, Exim, Exchange, 
and more 

• Speeds communications with next-gen quad-core 
processors from Intel 

• Powered by 64-bit CentOS Linux 

• Easy to set up and use 

Best For: Data centers and companies wanting a 
complete email archiving solution. 

Price: Starts at $5,950 



(877) 428-6245 
www.atmail.com 



Cyglan Small Business Mail 
Server Appliance 




Designed to meet the needs of small and medium- 
sized enterprises and satellite offices, the Cyglan 
SBMS is a reliable, affordable, and easy-to-use all- 
in-one email server appliance. The SBMS includes 
comprehensive management features, including an 
extensive log that lets you check the status of any 
incoming or outgoing message. 

• Outer layer of spam protection against emerging 
email threats 

• Virus Outbreak filters stop suspicious emails long 
before they come into your network 

• Easy-to-use management tools, including a Web- 
based user interface with personal control settings 

Best For: Data centers in search of an affordable mail 
server that will reduce admin burdens and increase 
end-user productivity 

Price: Starts at $3,495 



Contact 



(603) 686-5050 
I www.cyglan.com 



Cyglan Small Business Mail 
Archive Appliance 




The Cyglan SBMA is an indexing and archiving server 
that organizes and delivers a highly accessible email 
library. The Web GUI gives administrators the reins to 
centrally define, manage, and control email archive 
compliance. Whether through workgroup or domain 
network connectivity, the Cyglan SBMA backs up and 
restores archived messages to a separate storage 
location. Single-instance storage works to remove 
duplicate emails or attachments so that storage capac- 
ity does not reach its maximum 

• Features network connectivity for backup to tape drive 

• View, forward, and search for critical emails 

• Requires no per-user licensing fees and no data- 
base integration 

• Aids in compliance with FRCP, HIPAA, and 
Sarbanes-Oxley 

Best For: Companies that want complete access to 
their mail archives with easy search and retrieval. 

Price: Starts at $3,895 



(603) 686-5050 
www.cyglan.com 



InBoxer Anti-Risk Appliance 




(603) 686-5050 
www.cyglan.com 



The InBoxer Anti-Risk Appliance is a fully integrated 
email and IM archiving system that features electronic 
discovery and content monitoring for compliance. It is 
designed for enterprises and nonprofits with up to 
30,000 employees that need to collect and organize 
their messages enterprise-wide for regulatory use, liti- 
gation, and policy management. The InBoxer Anti-Risk 
Appliance captures email messages from Microsoft 
Exchange, IBM Lotus Domino, Open Text First Class, 
Kerio, Unix, and others. 

• Optimized for very fast search and retrieval 

• InBoxer Pre-Search categorizes more than 80 of the 
most frequently searched items, including senders, 
recipients. Social Security numbers, confidential 
information, and offensive content 

• Identifies messages that other systems miss using 
advanced language technology and high-perfor- 
mance power search 

• Real-time policy management and compliance alerts 
provide automated warnings and reporting to employ- 
ees as well as management and compliance officers 

Best For: Organizations that want to be ready for liti- 
gation and regulatory support. 

Price: Starts at $5,000 



(978) 341-0020 
www.inboxer.com 



February 12, 2010 



Processor.com 



PRODUCT SPOTLIGHT 



Page 23 



SSAGING & TELEPHONY 



Processor's Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Joanna Sajford 
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Description 



Contact 



Product 



Description 



Atmail Email Server 
&Webnnail Client 



The AtMail Email Server and Webmail Client 
offers complete P0P3/IMAP/SMTP mail server 
functionality, Groupware features. Web-based 
administration, and a Webmail interface, all 
built on a high-performance and reliable plat- 
form that includes source code. Overall, the 
AtMail Email Server is designed to deploy, col- 
laborate, and serve the data center with ease. 

• Supports SMTP/SMTP TLS, POP3/POP3s, 
and IMAP/IMAPs 

• Complete Web administration 

• Built on open-source and compliant protocols 

• Full source code for customization and control 

• Calendar Server includes the open protocol 
CalDAV specification 

Best For: SMEs in need of a flexible, easy-to- 
use email server solution. 

Price: Starts at $500 for 25 users 



(877) 428-6245 
www.atmail.com 



MailSite Fusion SP 




Gordano Messaging Suite 



MailSite Fusion SP is an email, calendar, 
contact, and mobile sync server that works 
natively with Outlook 2007. MailSite Fusion 
SP also works with ActiveSync-compatible 
smartphones, including the iPhone, Android, 
Palm Pre, Windows Mobile, and BlackBerry, 
and provides a low-cost alternative to Micro- 
soft Exchange. 

• Includes ExpressPro, an advanced AJAX 
Web client 

• Supports ActiveSync for email, calendar, and 
contact sync with all major smartphones 

• High availability with n+1 -node active/active 
cluster 

• Advanced two-tier cluster architecture 

• IMAP/SMTP/P0P3/LDAP servers included 

Best For: Service providers, ISPs, carriers, and 
hosting providers. 



The Gordano Messaging Suite provides a comprehen- 
sive email, collaboration, and groupware messaging 
solution with significant TCO savings. Identical function- 
ality is available on your choice of platform, and open 
standards are supported throughout, allowing full choice 
of client software. The suite is scalable and flexible, 
offers low management overhead, and can run on com- 
modity hardware. 

• Works with Windows, Linux, Solaris, and AIX 

• WebMail provides a viable alternative to the tradi- 
tional mail client 

• Features comprehensive, multilayered spam and 
virus protection 

• Components include GMS Mail Server, GMS 
WebMail Server, GMS Collaboration, GMS Instant 
Messenger, and GMS Archiver 

Best For: Providers of hosted services, with particular 
emphasis on multitenant installations. 

Price: Starts at $425 

(877) 292-1142 
www.gordano.com 



IceWarp Unified Communications 
Server Version 10 



It 



IceWarp Unified Communications Server fully integrates a 
number of mission-critical services and features, including 
communications, collaboration, mobility, and security. 
Organizations that deploy IceWarp UCS have immediate 
access to integrated email, instant messaging, VoIP, text mes- 
saging, groupware data, dual-layer antispam and antivirus pro- 
tection, and a number of mobility features. IceWarp WebClient 
delivers all communication needs in a single unified Web- 
based interface, including Webmail, spam control, integrated 
archiving, and Web-based SIP. 

• Includes task management resources such as Calendars, 
FreeBusy Lookup, and iMIP for Outlook 

• Server-side antispam protection via SpamAssassin with 
black- and whitelists 

• Complete administrator control over quarantine and granulation 

• Push data via SyncML and ActiveSync with IceWarp 
SmartSync 

Best For: Deployments of all sizes, from an SME's single- 
server installation to a service provider's load-balanced multi- 
server installation. 

(888) 423-9277 
www.icewarp.com 



Open-Xchange Appliance Edition Open-Xchange Server Edition 




Open-Xchange Appliance Edition is an easy-to-deploy 
offering for small and medium-sized enterprises. It comes 
as an all-in-one appliance package including a Linux 
operating system (Univention Corporate Server 2.1) and 
full-featured Open-Xchange collaboration. 

• Ready to use within minutes for small and midsized 
companies that need an email and document server 
without having to depend on an IT expert 

• Easy to install and integrate into existing IT infrastruc- 
ture 

• Includes an email and collaboration server, document 
management, backup/recovery, and virus and spam 
protection 

Best For: Enterprises with 1 to 250 users that need an 
easy-to-use and easy-to-deploy solution. 

Price: Starts at $675 for 10 users 




Contact 



(408) 879-5600 
www.mailsite.com 



(914) 500-4020 
www.open-xchange.com 



Open-Xchange Server Edition is a scalable on-premise 
messaging platform for Linux that is built on open-source 
components and standards such as POP and IMAP for 
messaging, iCal for calendaring, and vCard for contacts. 
OX SE can be integrated into existing LDAP and Active 
Directory environments and features a wide set of collab- 
orative modules that let end users share email, calendars, 
contacts, tasks, and documents. 

• Modular design and open standards are ideally suited 
for integration into existing IT infrastructures, where use 
of email and management services can be continued 

• Provides the basis for efficient teamwork with email, 
appointment, contact, document, and task manage- 
ment 

• Supports Debian 4/5, SUSE Linux Enterprise Server 
10/11, and Red Hat Enterprise Linux 5 

Best For: Midsized enterprises, educational institutions, 
and public administrations. 

Price: Starts at $1 ,312.50 for 25 users 



(914) 500-4020 
www.open-xchange.com 
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Outfitting Telecommuting 
& IVIobile Worl(ers 

Need help picking tine best mobile device 
for enterprise employees? Making sure 
remote workers can easily get and stay 
connected to the home network? We 
talked with some industry experts to come 
up with these tips. 
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Choosing The Right Enterprise 
IVIobile Device | 24 

■ Even desk-bound employees are 
relying more frequently on mobile 
devices to keep up with work demands, 
so making sure that smartphones, 
notebooks, and other equipment sync 
with IT resources is crucial. 



Simplify Remote 
Connections | 25 

■ The ongoing evolution of IT means 
remote workers carry more power on 
the road than ever before. 



Security & Backups 
For IVIobile Workers I 



26 



■ Remote workers increasingly 
expect the same level of computing 
capabilities and network access as 
their counterparts back at the main 
office; however, roaming users are 
prone to letting security and backups 
fall to the wayside. 



Successful IVIobile Support | 26 

■ Providing technical support and 
solving mobile workers' problems 
when they're away from the office can 
be a challenge at times, but it's 
doable. 



Choosing The Right 
Enterprise Mobile Device 

Top Tips For Outfitting Mobile Workers With Devices That Are Right For Your SME 



by Elizabeth Millard 

Even desk-bound employees are relying 
more frequently on mobile devices to keep 
up with work demands, so making sure 
that smartphones, notebooks, and other 
equipment sync with IT resources is cru- 
cial. Here are some tips on picking the 
right devices from the start. 

Always Think Security 

Data losses and breaches continue to rise, 
which means that enterprises keep taking 
financial hits, notes Tim Matthews, senior 
director of product marketing at PGP 
Corporation (www.pgp.com), one of the 
early pioneers of encryption technology. 

"Data loss is a significant issue and a 
huge risk," he says. "We're seeing no 
change in an individual's tendency to lose 
devices, and because of newer and more 
powerful smartphones with more memory 
and better processing power, there's more to 
lose." He notes that because so much more 
information is now on devices, organized 



Key Points 



Look at security controls and issues 
when comparing devices to make sure 
devices match up with IT security goals 
and policies. 

Choose devices according to employee 
function and usage; across-the-board 
standardization may take more out of the 
IT budget than necessary. 

Consider how troubleshooting will be 
done before purchasing devices; in 
some cases, device management will 
be a large factor in what devices 
are chosen. 



crime is taking notice and targeting mobile 
technology with more force. 

In order to minimize risk, Matthews 
advises that enterprises brush up on 
encryption options and use the security to 
keep mobile devices locked down. For 
some highly mobile enterprises, security 
may be the top feature when comparing 
devices. Fortunately, just as the bad guys 
are focusing on mobile tech, so are the 
device makers and security software 
providers. Matthews says, "We think 
portable encryption will really take off in 
2010 because people need to have access 
to data, and you can use encryption even 
on a thumb drive." 



Other security features are also 
must-haves, such as password 
protection and a "kill switch" 
that lets IT shut down the 
device remotely. 

Choose 

According To Usage 

Although experts 
believe that stan- 
dardization is a 
strong strategy 
for reducing trou- 
bleshooting and 
creating better 
syncing with net- 
work resources, 
simply handing 
the same brand of 
devices — all loaded 
with the same soft- 
ware — may be costly. 
Instead, an SME should 
gauge usage patterns and 
levels and perhaps buy 
multiple device types. 

For example, a sales- 
person might need a smartphone 
with only a CRM or ERP application on 
it along with GPS capability, while higher- 
level executives require notebooks with 
more robust access to financial data. Some 
employees will need regular access to 
spreadsheet-driven applications, and oth- 
ers might need only email and calendar 
software, so both those groups can get by 
with Windows Mobile devices without 
phone capability. 

According to Andy Ballema, mobility 
specialist at IT products and services firm 
CDW (www.cdw.com), enterprises have 
to understand how each employee uses a 
mobile device in order to make more 
informed purchasing decisions. Putting 
together a survey of computing function- 
ality can be helpful in creating budgets 
and avoiding the trap of giving employ- 
ees expensive devices that do more than 
they need. 

Such a survey might include questions 
related to whether employees need rugged 
ized devices, if they prefer several devices 
such as a cell phone and PDA rather than 
all-in-one devices, and what types of soft- 
ware applications they use daily. 

Create A Troubleshooting Plan 

While choosing devices, consider how 
troubleshooting will be handled. If in- 
house IT employees will be handling the 




myriad issues that crop up, it's advisable 
to boost their training, either from a ven- 
dor source or an organization that provides 
certifications. Buying devices first and 
then handling troubleshooting on a case- 
by-case basis can lead to much more fire- 
fighting than expected and reduces IT 
department productivity. 

Another option is remote management, 
which can be particularly helpful if a cen- 
tralized, server-based computing model is 
employed. Relying on remote manage- 
ment via third-party tools can help to 
ensure that remote workers have access to 
a standardized network environment, says 



Nick Cavalancia, vice president 
of Windows management 
at ScriptLogic (www. script 
logic.com). He says, 
"IT administrators can 
troubleshoot users' 
PCs and other devices 
within seconds from 
a central location, 
which eliminates 
the need for re- 
mote users to talk 
through issues on 
the phone." 
If remote man- 
I^M agement done by 

\ a managed ser- 

vices firm is up 
for consideration, 
first talk with ven- 
dors to make sure 
they can support all 
devices utilized by the 
enterprise and not just 
some. Trying to blend two 
different help desk support 
groups can be challenging, so 
it's more effective to find a service 
provider that really does provide 
full service. 

Whatever method is chosen, it's advis- 
able to develop a broad user support 
training program that includes online 
FAQs for troubleshooting such common 
issues as connecting remotely, accessing 
files, and locating missing documents. 
Part of the training should include secu- 
rity practices specific to the smartphone 
or notebook, and experts note that it's 
helpful to develop training and security 
"leaders" in each department who can 
spot trends related to device usage and 
convey that information to the IT manag- 
er. These leaders can also be helpful in 
collecting info about general usage and 
employee preferences, im 



Top Tip: Determine Larger Upgrade Needs 

Although it might be tempting to order a crate of devices and hand them to employees, an 
important consideration before purchasing is how mobile technology will affect existing systems. 
For some enterprises, more devices can mean tweaking maintenance contracts, buying more 
servers, talking with managed service providers, and freshening up infrastructure. 

Companies that have been putting off a major revamp might take the opportunity to update systems 
before a major device rollout. If that's the case, an IT manager should talk with device vendors to 
determine which types of system configurations work best with the company's smartphones or 
notebooks; if the devices already fit well with current infrastructure, upgrades might be minor. 
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Simplify Remote Connections 

Good Connections Mean Road Warriors Can Be Just As Productive Outside The Office 



by Sixto Ortiz Jr. 
• • • 

The ongoing evolution of IT means 
remote workers carry more power on the 
road than ever before. In fact, many road 
warriors are able to work just as effectively 
on the road as they can at the office. This 
allows workers to continue to be produc- 
tive even when they have to travel out of 
the office. 

But, there is a dark cloud in this other- 
wise sunny outlook: the sometimes vexing 
steps that must be taken in order to con- 
nect remotely. This is due in part to the 
fact that network environments on the 
road can vary from location to location, 
making it difficult to provide consistency 
for remote workers as they travel from 
place to place. Thankfully, there are ways 
to simplify providing network connec- 
tivity for remote workers. 

Connecting Remotely: 
Two Technologies 

Remote workers need the 
same secure, consistent, and 
functional work environ- 
ment at home or on the road 
as they do at the office, 
says Nick Cavalancia, vice 
president of Windows man- 
agement at ScriptLogic 
(www.scriptlogic.com). 
IT can use technology to 
achieve this, adds Caval- 
ancia, either by publishing a 
desktop across the Internet or 
by providing a VPN (virtual 
private network) or VDI (virtual 
desktop infrastructure). 

Either one of these approaches 
achieves two goals, Cavalancia says: pro- 
viding access to corporate resources and 
enabling IT to maintain control over users' 
working environments. 

Remote desktop technologies are used to 
connect to a centralized or decentralized 
server or virtual desktop, which is in turn 
granted access to the private network, says 
Kirill Davydychev, an engineer at Xvand 
Technology (www.xvand.com). VPNs are 
used to provide a software-configured con- 
nection to let a laptop or home computer 
access resources on a private network, such 
as email, files, and database connections, he 
adds. Trends to keep in mind in this area 
include the use of virtualization to decouple 
hardware from software to save on hard- 
ware and IT management costs. 

The use of VDI to replace "big rig" termi- 
nal servers with virtual machines is another 
trend to keep in mind, he says. Other trends 
include the increasing use of fiber-optic 
Internet, which can save money over Tl and 
T3 lines, and the automation of common IT 
tasks, such as password resets and/or 
account unlocks. All of these approaches 
can help administrators save money by pro- 
viding automation, replacing hardware, and 
saving connectivity costs. 

Remote Access In The Cloud 

Cloud computing is finding increasing 
usage in the IT world as more and more 
organizations take advantage of applications 
hosted within the Internet. Cloud computing 
also finds applicability within the area of 
remote connectivity. 

For example, there are new options on the 
horizon for the use of cloud computing for 



supporting remote and/or mobile workers 
without VPN, says Gil Rapaport, president 
of Viewfinity (www.viewfinity.com). 

Administrators who need to support a 
mobile workforce should consider embrac- 
ing a SaaS software platform that lets 
administrators offer IT support, manage- 
ment, and control for in-house and mobile 
workers via the cloud, says Rapaport. This 
kind of approach can provide system man- 
agement capabilities — such as software 
deployment, asset inventory, remote termi- 
nal, IT support and help desk, PC lockdown, 
and automated policy management — 
through a basic Internet connection using 
HTTPS tunneling. 



Administrators should be aware of the 
possibilities in SaaS for delivering system 
management services that can help admin- 
istrators support mobile workers. This can 
generate cost savings for both administra- 
tors and remote workers: Administrators 
are able to provide timely and effective 
support, and remote workers are able to 
remain productive. 

Collaboration & Visibility 

Remote workers can take great advantage 
of remote collaboration technologies such 
as instant messaging, videoconferencing, 
and/or Web conferencing, says Andrew 
Rubin, president and CEO of Cymtec 
Systems (www.cymtec.com). According to 



Key Points 



Botin VPNs and the publisining of rennote 
desktops can provide workers witli tine 
ability to access connpany resources. 

SaaS platfornns are gaining popularity in the 
rennote access arena, especially for systenn 
nnanagennent and support. 

Visibility into network usage and availability 
is essential for supporting rennote workers. 




Rubin, substantial empirical evidence indi- 
cates that these technologies enable workers 
to communicate, thus making the applica- 
tions essential to remote workers. 
But, he adds, end-user activity can impact 
network performance, especially in 
remote locations that are lightly man- 
aged from a network perspective. 
Rubin says tighter enforcement 
of end-user behavior is a 
requirement on some level 
nowadays, especially in 
small offices with thinner 
connectivity. Nonessen- 
tial network activity, 
such as nonbusiness 
Web browsing or music 
downloading, can im- 
pact network bandwidth, 
so tighter enforcement 
can help alleviate this, 
he adds. 
In terms of saving 
money, the ability to drive 
down costs in distributed net- 
work environments is tied to the 
ability — or lack thereof — to have 
visibility into the use of the network, 
the consumption of bandwidth, and the 
location of bottlenecks, says Rubin. 
Visibility tools have become a "need to 
have"; fortunately, Rubin emphasizes, these 
tools are now affordable enough so that 
enterprises of all sizes can obtain them. 

According to Rubin, these tools enable 
active management of remote and mobile 
office networks to minimize intensive IT 
support and to achieve better utilization of 
infrastructure and resources. For example, a 
remote office complaining about slow per- 
formance may quickly obtain a network 
upgrade, when there is little understanding 
of how efficiently the existing connection is 
getting used. In many cases, says Rubin, 
proper visibility and tighter enforcement of 
end-user behavior can eliminate the need for 
an upgrade, saving an organization money 
by avoiding an upgrade and utilizing exist- 
ing resources better. 



Top Tip: Provide Access To Tlie Riglit Information 

it may not be at all unreasonable to expect that one day soon, smartphones will replace laptops as the 
primary tool for the professional road warrior. Many frequent business travelers would most likely pre- 
fer to carry a light smartphone rather than lug around a 5-pound-plus laptop if it could provide them 
with the information they need to be effective. 

Peter Price, president and CEO of Webalo (www.webalo.com), says his company is seeing a "strong 
uptake" in the concept of the personalized enterprise, and that is driven by remote workers. Price says 
IT is still constrained by complex projects to deliver client computing on the desktop, but the time, cost, 
and effort for this type of traditional IT development doesn't work for remote workers. 

According to Price, mobile workers need immediate access to the relevant information required to 
enable a transaction or make some other kind of business decision on the spot. This information can 
be easily delivered to a smartphone, enabling remote workers to access the critical information they 
need to get things done. 



I Apple Profits Up 50% In First Quarter 

A surge in Mac and iPhone sales gave Apple 
its most profitable quarter ever. Apple earned 
$3.38 billion in its first fiscal quarter, a 50% 
increase over the same period a year ago. 
Revenue rose to $15.68 billion from $1 1 .88 
billion during the same quarter last year. 
Apple sold 3.36 million Macs, up from the 2.5 
million it sold during the same quarter last 
year, and it sold 8.7 million iPhones, about 
twice as many as the same timeframe last 
year. An accounting change is partly respon- 
sible for the increased profits. Apple started 
recognizing the profit and revenue from 
iPhone sales immediately, instead of defer- 
ring it for two years to account for the prod- 
uct's life cycle. 




I Groups Aims To Improve Efficiency 
Of Communications Networks 

A new consortium of companies and re- 
search labs, called Green Touch, wants to 
make ICT (information and communications 
technology) networks more energy-efficient. 
Research from Bell Labs, the organizer of the 
consortium, found that ICT networks could be 
10,000 times more efficient. The experts will 
meet this month to create a five-year plan to 
change the way networks are built. Green 
Touch members include AT&T, The French 
National Institution of Technology, Portugal 
Telecom, Samsung Advanced Institute of 
Technology, the Research Laboratory for 
Electronics at MIT, Swisscom, and the IBES 
Institute at the University of Melbourne. 

I Study: Download Speeds 
On The Increase 

Akamai released its "Third Quarter 2009 
State Of Internet" report, which detailed 
Internet statistics about the origin of attack 
traffic, network outages, and worldwide 
broadband connectivity levels. The report 
also examined the "city view" of connection 
speeds and found that even cities with the 
slowest connection speeds were measured 
with download speeds more than 10Mbps, 
and most of the cities in the top 10 increased 
the average connection speed each quarter 
in 2009. In the United States, Massachusetts 
had the greatest increase in average connec- 
tion speed, jumping 21%. New Hampshire 
saw the biggest decrease, with speeds 10% 
slower than the third quarter of 2008. 

I AMD 40 In The Black 

CPU and graphics chip designer Advanced 
Micro Devices returned to profitability in the 
fourth quarter. Its net profit for the quarter, 
about $1 .2 billion, is roughly the same 
amount that longtime competitor Intel paid 
the company to settle a major anticompeti- 
tion legal battle. The company has recently 
spun off its fabrication facilities as Global- 
foundries, earned the performance crown 
among discrete graphics adapters, and 
shifted to a value supplier role in CPUs as 
it plays catch-up to Intel's CPU technology. 
AMD expects first-quarter revenues to dip 
because of seasonal factors. 
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Security & Backups 
For Mobile Workers 

Prevent Breaches & Data Loss With Safe Strategies For Users Outside The Firewall 



by Bruce Gain 

Remote workers increasingly expect the 
same level of computing capabilities and net- 
work access as their counterparts back at the 
main office; however, in the quest for better 
remote functionality, roaming users are 
prone to letting security and backups fall to 
the wayside. It is the admin's job, then, to 
ensure successful backups and effective 
security by establishing backup schedules, 
installing software updates, encrypting email, 
and so forth. Here are some tips for making 
sure that the security and backup needs of 
telecommuting and remote workers' laptops 
and mobile devices are met. 

Aggregate Data & Applications 

For users who have "always-on" access 
to the Internet, a Web-based application 
that aggregates almost all of their applica- 
tions and data remotely can go a long way 
in helping to ensure the security and redun- 
dancy of the remote worker, says John 
Matzek, co-CEO of Logic IT Consulting. 

"Now that people are having Internet con- 
nections all of the time with a broadband 



Key Points 



Aggregating remote users' data and appli- 
cations on a server that is accessible 
through a Web interface simplifies backups 
and security management compared to 
mobile users storing data on their devices. 

End-to-end encryption should be activated 
for data sent from and stored on mobile 
devices, especially for sensitive information. 

Backups for mobile devices should take 
place on schedule and should be closely 
monitored. 



card or a similar device, users can rely on the 
Internet to get documents and applications," 
Matzek says. "[Files] can be stored on a ter- 
minal server, and the user can access files 
and applications over the Internet." 

On the server, users access their files 
locally and their data, including the user's 
profile, is automatically backed up. The 
approach offers key advantages, Matzek 
says. "First, data gets backed up easily. 
You don't have to worry about somebody's 



by Chris A. MacKinnon 

The day when all enterprise personnel 
become mobile workers does not seem far 
off. If you think about it, just about any 
location these days can substitute for an 
office away from the office. Because of 
this, small to midsized enterprises are doing 
more business than ever; however, more 
business also means more challenges, and 
IT departments are noticing the increase in 
support calls they receive from users who 
are on the go. Providing technical support 
and solving mobile workers' problems 
when they're away from the office can be a 
challenge at times, but it's doable. 

Evolving Devices 

Senthil Krishnapillai, director of product 
management at Sybase (www.sybase.com), 
says that when introducing a new mobile 
device and accompanying applications into 
the enterprise, support can be one of the 
first obstacles to adoption and realization of 
improved productivity. "Personally owned 
mobile devices with familiar functionality 
and easy-to-use interfaces can lower the 



learning curve. Also, when an employee 
chooses their device, they are often more 
interested in learning it," he says. "These 
days, the smartphone is the tool of choice 
for business productivity; therefore, IT has 
no choice but to provide the support the 
mobile worker needs in order to maximize 
use of the device for work. But just as the 
devices are evolving, so are the methods of 
corporate training and necessary support for 



Key Points 



As smartphones become more popular in 
the enterprise, IT must provide the support 
necessary for maximizing the productivity 
of the devices. 

Proper assessment of end users' needs 
and thorough training will minimize end- 
user frustration, increase productivity, and 
lessen calls to the help desk. 

Self-service tools and easy-to-follow poli- 
cies will ease the burden on end users, 
which in turn eases the burden on IT. 



laptop having a problem and losing the 
file," he says. "For security, if the file is 
stored on the server and you access it, close 
it, and don't have it on your workstation, 
then you don't have to worry about some- 
body else getting it as much. That way, if 
the laptop [or another mobile device] goes 
missing, it is no big deal." 

Encrypt, Encrypt & Encrypt Again 

The more data that is stored on the remote 
server, the better. However, many users do 
not necessarily have access to a remote 
server and must still carry with 
them important files and data 
that could pose a security 
threat if they fell into the 
wrong hands. Lap- 
tops are especially 



Successful 
Mobile Support 

Today's Increasingly Mobile Workforce 
Poses Challenges For The Help Desk 



vulnerable, even if you have to enter a login 
and password to enter Windows or another 
operating system when the machine boots 
up. "Say you have data on your laptop hard 
drive and somebody steals it," Matzek says. 
"Even if they don't have your password, 
they can still take out the hard drive and get 
all of your data." 

The key is to encrypt all user data that is 
stored and transmitted, especially if it is 
sensitive. It is a very good idea, for exam- 
ple, to encrypt the drive or the folders that 
have important data, which locks down 
intruders' access to data, even if a thief has 
the physical drive in hand, Matzek says. "I 
also encrypt users' folders that contain their 
Outlook [or other email program] files 
because these files can be synchronized 
easily with a local machine," he says. 

Encrypting data and communications for 
laptops and mobile devices "absolutely 
must be done," says Jamie Riden, a mem- 
ber of the UK Honeynet Project (www 
.honeynet.org) and an independent security 
researcher. "For laptops [and mobile 
devices], you actually have to manually 




a mobilized 
workforce." 

Alan Dabbiere, 
chairman of AirWatch 
(www.air-watch.com), 
says that when given a new 
corporate-issued smartphone, many 
employees view the process of setting up 
the new device as time-consuming, overly 
complicated, and not user-friendly. "Rare- 
ly does the end user assume that their new 
mobile device is a 'usable' device imme- 
diately after the packaging is removed," 
Dabbiere says. 

To streamline the overall deployment 
process and ensure the enterprise is 
benefiting from a mobile device's bene- 
fits, Dabbiere says corporate IT depart- 
ments need to do their homework upfront. 
"By investing time and energy into the 
on-boarding of their mobile devices 
beforehand, IT departments can minimize 
end-user frustration and ensure the end 
user is spending their time on their actual 
job and not on trying to configure their 
new smartphone or mobile computer," 
he says. 



Evolving End Users 

Dabbiere says it' s important to do a thor- 
ough job of understanding your end users' 
needs. What are their specific roles and job 
functions? "Use this information to deter- 
mine the most optimal device settings and 
then map out a process to set up this con- 
figuration," he says. "Document and com- 
municate the correct settings for each job 
function within and across the appropriate 
departments. Also, define, document, com- 
municate, and then overcommunicate to 
end users IT's policies and procedures 
regarding usage of corporate-issued mobile 
devices. Be sure to include a discussion on 
the enforcement of these policies." 

According to Krishnapillai, training for 
mobile devices is proving to be very different 
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check them that encryption is enabled 
when they are issued and make sure that 
every one of the checks have been made," 
Riden says. 

Still, encryption is often not used for lap- 
top and mobile device data storage and 
communications because of oversights on 
the part of the IT department, says Stan 
Schatt, an analyst for ABI Research. 
"There are IT directors who have never 
turned on encryption because they did not 
realize it is not on by default," Schatt says. 
"A number of IT departments do not put 
encryption on because they think it takes 
too much of a toll [on] network perfor- 
mance. But certainly, you should really 
have encryption." 

Stay On Top Of Backups 

Files containing critical data that are stored 
on laptops and mobile devices must also be 
regularly backed up — with encrypted con- 
nections, of course. To do so, software exists 
that synchronizes your files, usually in the 
background, with the enterprise's server. 
However, the problem is that in practice, 
many mobile devices and PCs do not get 
backed up for whatever reason. "Files 
are supposed to get backed up, 
but they just don't for a vari- 
ety of reasons," Matzek 
says. "I see this all of 
the time." 




compared to 
traditional in- 
house classes and 
fortunately easier on 
the budget, as well. "Al- 
lowing users to train on their 
own may save IT resources, but 
users do still need some level of guidance," 
he says. "While community-based Web sites 
offer some reliable information, they can also 
be rife with misinformation from other users. 
Sorting out the reliable source from the hack 
isn't always easy, and the last thing IT wants 
in their enterprise is a bunch of hacked 
phones whose warranties have been voided 
and may be more vulnerable to security 
breaches." Krishnapillai says users will also 
need guidance on which mobile applications 
might be of greatest use in the enterprise and 
are approved by IT. 

Dabbiere says IT administrators can pro- 
tect workers by locking down those aspects 
of the device's settings a user may inadver- 
tently change that can negatively impact the 
device's performance both in the short term 
and the long term. He also points out that 
administrators should make it easy for end 



Top Tip: Beware Of Voice Data leaks 

Voice communications are often given little thought as admins seek to encrypt email, hard drives, 
and other data sources on laptops and mobile devices used by remote workers. However, voice 
calls on smartphones are hardly ever encrypted, which represents a real yet little-mentioned secu- 
rity threat, says Stan Schatt, an analyst for ABI Research. 

Voice networks are "very hackable," Schatt says. "If I wanted to, I could take a PC with $50 worth 
of equipment and park in the parking lot of your building, and if you happen to be stepping outside 
your building and talking on your cell phone, then I could aim my antenna at you and [record the 
conversation]," Schatt says. "The real danger right now is people talking about sensitive informa- 
tion on their phones in an open environment." 

Encrypting voice calls between smartphones is difficult, Schatt says, because there is such a varia- 
tion in smartphone operating systems. "Encryption software may not even be available for your 
particular operating system for [voice calls]," Schatt says. 



Still, when devices are lost, stolen, or dam- 
aged beyond recovery, users will appreciate 
the backup procedures. "Companies should 
have an image of the hard drive, so it is just a 
matter of adding the files and data from the 
user's backed-up directory [to a replacement 
device], which can be done in a few min- 
utes," Schatt says. "At the most, they lose a 
day's worth of work." 

Implement Monitoring Software 

IVLonitoring software can be an effective 
tool to make sure backups of remote users' 
laptops and mobile data are completed on a 
regular schedule. Such software can send 
email alerts when scheduled backups do not 
take place. "With monitoring, you do not 
have to baby-sit as much," IMatzek says. 

IVLonitoring can also help you make sure 
that remote users are following policy by 
allowing updates to be installed when 
prompted, whether it is for anti-malware 
software or the latest Windows update. 
"The software can detail what patches 



every machine out there has or does not 
have," Riden says. 

Lock Down The Devices 

There is invariably someone in your 
mobile workforce who poses a security 
threat to an enterprise. Users might not nec- 
essarily have the intent to violate policy but 
may inadvertently become infected with 
I worms and viruses on their laptops and 
mobile devices by downloading non-work- 
related software or files. The remedy, says 
Ron Poserina, senior manager of enterprise 
and partner services for Symantec Hosted 
Services (www.symantec.com), is to not 
only enforce strict policy but to lock down 
the devices to prevent users from instal- 
ling software or doing other things that 
violate policy. 

"Lock down laptops [and mobile de- 
vices] to prevent installation of personal 
software which can lead to support costs 
and increased risk for infection or data 
loss," Poserina says. 



users to do a regression test, so the worker 
can easily restore the device's initial and 
correct settings if need be. He adds, "It's not 
a bad idea to create a 'golden image' of a 
device's initial settings — not just of the soft- 
ware, but also of the device's 'creature com- 
forts' like volume, backlight, etc." 

Evolving IVIanagement 

For organizations that allow employees 
to use their own personal mobile device on 
the job, IT needs to define upfront a list of 
acceptable devices as well as the organiza- 
tion' s basic business requirements, says 
Dabbiere. In particular, he says, "When 
developing this list of so-called acceptable 
devices, IT should ask such questions as: 
Does it integrate to VPN? Does it integrate 
with a WPA key? Does it integrate to the 
company's Exchange server? And does it 
integrate with Active Directory?" 

Dabbiere says providing end users with 
robust, easy-to-understand, and easy-to-use 
self-service tools will help empower the end 
user, which will ultimately reduce the time 
they spend fixing their own issues or calling 
the help desk. He elaborates, "Having the 
ability to identify any mobile device by 



model number, OS version, or manufacturer 
will help you more quickly identify and then 
resolve any device issues." He says a robust, 
real-time asset management system for 
mobile IT assets is the only way to manage 
the massive proliferation of mobile devices 
and mobile operating systems and the 
plethora of applications, which are increas- 
ingly mission-critical in nature. 

Supporting a variety of smartphones and 
mobile applications is already having an 
impact on IT and technical staff, according 
to Krishnapillai. "Unlike other computing 
platforms, where all users run the same 
OS, mobile devices are much more 
diverse," he says. "IT departments need to 
have a basic knowledge of all supported 
device types. Additionally, they should be 
proficient in getting employees set up to 
use their devices to access corporate 
resources. The challenge for IT begins 
with configuration, connectivity, and train- 
ing, but it goes much further." 

Krishnapillai says IT must ensure that the 
devices are securely integrated into the enter- 
prise, a task that involves ongoing device 
management and security as well as applica- 
tion deployment and management. 



Top Tip: Employees May Be Smarter 
Than Their Smartphones 

Enterprises are encountering a growing interest from employees in having mobile access to business 
data, according to Senthil Krishnapillai, director of product management at Sybase (www.sybase 
.com). "We're seeing a trend of employee-owned and -purchased devices being allowed inside the 
corporate firewall," he says. "A combination of users bringing their choice of mobile device and well- 
known enterprise applications is lowering the learning curve because users already are familiar with 
the applications and the ins and outs of their device. So they are much more likely to test and explore 
the application without needing as much assistance from IT." Krishnapillai says employees already 
see themselves as adept users of both their smartphones and the applications on them. 



I Oracle Completes Sun Acquisition 

Oracle has completed its $7.4 billion acqui- 
sition of Sun Microsystems, shifting the busi- 
ness into a hardware company in addition to 
its business software roots. Oracle's largest 
obstacle in acquiring Sun was convincing 
the European Union's antitrust body that the 
deal wasn't anticompetitive and that the 
open-source MySQL database would be 
protected. Oracle says it will fund marketing, 
research, and development for MySQL. 
Charles Phillips, Oracle's president, says 
the company is planning to hire 2,000 new 
salespeople and launch a 70-city tour to 
meet with new customers. 

I Study: IT Not Involved 

In Social Networking Adoption 

A Cisco survey of more than 100 international 
organizations found that only one in 10 of 
the companies surveyed directly involve IT 
in social networking adoption for business- 
related purposes, demonstrating that com- 
pany use of social networking tools could 
lead to security breaches and expose com- 
panies to other risks. The study, conducted 
for Cisco by Spain's lESE Business School, 
the United States' E. Philip Saunders College 
of Business at the Rochester Institute of 
Technology, and the UK's Henley Business 
School, also revealed that only one in seven 
of the surveyed companies are implementing 
formal procedures in the adoption of social 
networking for business purposes. 

I 2009 Tech Sector Job Cuts 
Hit Four-Year High 

Companies in the tech sector cut 174,629 
jobs in 2009, marking a 12.3% increase over 
2008's 155,570 cuts and the highest total 
recorded since 2005's 174,744 cuts, accord- 
ing to new report from Challenger Gray & 
Christmas. At blame were the recession and 
companies' reluctance to invest in new tech- 
nology even as signs of recession recovery 
surfaced. Among tech companies, electronics 
companies made about 65,300 job cuts, fol- 
lowed by computer employers (65,261), and 
telecommunications (44,068). Overall, tech- 
related cuts accounted for about 13.2% of the 
nearly 1 .3 million job cuts announced for all 
industries, up from 2008's 12.7% total. During 
the first quarter of last year alone, about 
84,200 job cuts were announced vs. 31 ,700 
during the fourth quarter. Job cuts totaled 
56,521 during 2009's last six months, a 52% 
drop from the first six months of the year. 




I Ericsson Announces More Job Cuts 

Ericsson announced plans to cut another 
1 ,500 jobs. The announcement came as the 
company released its fourth-quarter 2009 
net profits, which dipped 92% to $43.4 mil- 
lion from the same period in 2008. Ericsson 
reports that its fourth-quarter revenues 
totaled about $8.1 billion, marking a 13% 
decline from 4Q 2008. The additional job 
cuts follow the 5,000 cuts Ericsson, the 
world's largest producer of networking 
equipment for mobile phones, announced 
during 2009. Most of the new cuts are 
expected to occur in Sweden where the 
company is based. Ericsson says that the 
sales drop was expected because of a con- 
tinuing reduction in GSM infrastructure 
expansion and carriers shifting to mobile 
broadband from voice telephony. 
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SPAR InServ F-Class 



Description 




The SPAR InServ F-Class is designed to be 
the industry's first quad-controller array for 
resilient utility computing. Equipped with a fast 
single-system midrange storage array, the F- 
Class is also affordably priced for midsized deployments. 

Features include a quad-controller architecture with Mesh-Active technology for low 
latency and high-bandwidth interconnect to distribute workloads across system resources. 
The F-Class also offers Fat-to-Thin migration with Thin Built In ASIC, which is designed 
to maintain performance levels while efficiently using available capacity. SPAR Thin 
Provisioning software reduces the costs associated with SANs, physical space needs, 
and related energy costs as well as the expense and time incurred by administrators. 

Other features include ASIC-based metadata processing and data movement, SPAR 
Virtual Domains storage hypervisor, and autonomic SPAR Rapid Provisioning. 



HP LeftHand P4300 12TB SATA Starter 
SAN Solution 



HP's LeftHand P4S00 SAN Solution is optimized for database and email applications 
as well as virtualized servers. With a pay-as-you-grow, all-inclusive pricing model and 
intuitive storage management software, the SAN is designed for the budget-minded. 

The P4S00 eliminates single points of failure across the SAN with an innovative 
approach to data availability, reducing risk without driving up costs while delivering 
high availability and disaster recovery. 

Built on a storage clustering architecture, the HP P4S00 SAN lets you scale capacity 
and performance linearly without incurring downtime or performance bottlenecks or forc- 
ing expensive upgrades. Further, reservationless thin provisioning substantially increas- 
es your storage efficiency, effectively offering a means to stretch your IT budget. 

• Increased storage efficiency with thin provisioning and storage clustering 

• Simplified data protection and reduced disaster recovery costs 



• Scales past two controllers 

• Lets SMEs migrate to more efficient volumes 

• Mixed transactional and sequential workloads 

• Security for shared storage 

• Simplified storage management 


• Scalable performance with the ability to change configurations without incurring 
downtime 

• Easy management and high availability 

Best For: Consolidating and simplifying storage for Windows or Linux servers while 
enabling nondisruptive growth. 


Best For: Midrange storage needs on a budget. 


Price: Starts at $S0,000 


Price: Starts at $80,000 




(888) S72-7226 
www.Spar.com 


(800) 888-9909 
www.hp.com 
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Nexsan DATABeast 



Nexsan DATABeast is a highly efficient storage system designed to com- 
bine full-service storage management, scalability, and mission-critical 
availability at a price point targeted for enterprises of all sizes. DATABeast 
consolidates large amounts of data into a single power-efficient, space- 
efficient, and cost-efficient storage solution. 

Storage management is simplified with virtualization, thin provisioning, and 
storage tiering, and data and sites are protected with built-in mirroring. 
DATABeast also supports FC SAN and NAS in a single solution. 



DATABeast features Nexsan's AutoMAID (Automatic Massive Array of Idle 
Disks) energy-saving technology, which is designed to maintain application 

performance while maximizing power efficiency, thereby saving money on TCO. The tool also integrates with Nexsan's 
SASBoy and SATABeast RAID storage offerings. 

• Includes virtualization, thin provisioning, and storage tiering without the need for special agents or capacity keys 

• Protects data with built-in mirroring, remote replication, and snapshots 

• Can scale capacity to multiple petabytes and performance to thousands of megabytes without service disruption 

• Supports FC SAN and NAS with a single central solution 

• Increases energy efficiency with Nexsan's AutoMAID energy-saving technology 




Best For: Any size enterprise. 
Price: Starts at $110,000 



Contact 



(866) 46S-9726 
www.nexsan.com 
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Processofs Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Seth Colaner 



IBM System Storage SAN24B-4 Express 




The IBM System Storage SAN24B-4 Express is simple to set up and use and offers 
features and a variety of configurations designed with SMEs in mind. The switch is 
equipped with 8Gbps Fibre Channel technology and is scalable up to 16 or 24 ports. 

The switch is a foundational element for companies that need an entry-level configura- 
tion as they begin working with Fibre Channel, but it can also scale up to between six 
and 22 servers and integrate with larger-scale IBM storage tools, including storage 
consolidation, high-availability server clustering, and data protection. An entry-level 
setup can support up to seven servers and can include just a couple of Fibre Channel 
links to existing storage components. 

The SAN24B-4 Express requires little administrative time and effort. Other features 
include Advanced Web Tools for simple management; support for IBM POWER Sys- 
tems, System x, and other servers; and an Access Gateway Node to enable integration 
with other SAN environments. 

• Easy to install and use 

• Scalable from eight to 24 ports 

• 1 U, 1 9-inch form factor 

• Can be used with other IBM tools, including IBM System x, BladeCenter, and IBM 
POWER Systems servers, as well as IBM System Storage tape libraries and 
devices and IBM Tivoli Storage Manager 

Best For: Growing SAN environments in small to midsized enterprises. 

Price: Starts at $4,420 



iStor Networks iS51 2 Virtual Storage Arrays 




(800) 426-4968 
www.ibm.com 



Designed to eliminate the complexities associated with managing traditional RAID arrays, iStor's 
Virtual Storage technology makes iStor arrays intuitive and easy to manage. Specifically, iStor's 
iS512 delivers IP SAN functionality to the SME market. 

The iS512's virtual storage pool renders RAID groups and LUNs obsolete as well as functions such 
as self-optimizing cache, online RAID level migration, online volume and capacity expansion, and 
application-aware volume creation. The iS51 2 virtual storage arrays feature intelligent wizards to 
ensure that each volume is optimized to provide the best performance for its application, even in 
the mixed workload environments of virtual server consolidation. 

All iStor storage arrays are built around iStor's 10GbE architecture, are available with up to eight 
1GbE ports and one 10GbE interface, and support more than 80,0001/Ops, ensuring that there is a 
configuration for any user at the desired price point and performance level. Customers can use SSDs 
for applications requiring greater performance and configure arrays up to 25TB with high-performance 
SAS drives or up to 84TB with high-capacity SAS drives. 

The arrays are easy to use, with the ability to manage all systems from a single utility and with an 
intuitive GUI. 

• Spend less time managing your storage 

• High performance 

• Up to eight host port connections 

• Efficient utilization of disk resources 

• 2U configuration with 12 drives 

Best For: Virtual server environments and high-bandwidth applications. 



(888) 984-7867 
www.istor.com 



Pivots Serverless Computing 




Pivots Serverless Computing consolidates physical servers into a SAN by adding serv- 
er virtualization into each scale-out SAN appliance. The Pivots high-availability storage 
appliances include a free virtual server with failover, which is designed to eliminate the 
separate physical server and storage hardware, thereby reducing costs, power and 
cooling needs, and rackspace requirements by up to 50%. 

The standards-based architecture and diagnostic and management tools are designed 
to ease integration and speed deployment, respectively. Each array is scalable to 48 
server cores, 24Gbps of iSCSI bandwidth, and 12 RAID controllers. The RAID 6e capa- 
bilities increase the reliability of large-scale systems where mechanical hard drive fail- 
ures can compromise the integrity of stored data. NAS functionality allows standard 
CIFS and NFS file access to any portion of the array capacity by running NAS software 
on one or more of the PivotS appliances. 

• Standards-based architecture 

• High scalability 

• Increased hardware reliability with RAID 6e 

• NAS functionality 

Best For: Fast-growing datasets, such as machine-generated data from disk-based 
backups and rich media. 

Price: $S,000 per terabyte 



StoneFly Voyager IP SAN Appliance 




StoneFly's Voyager IP SAN Appliances offer an inexpensive yet versatile SAN tool for both prima- 
ry and secondary storage. With an emphasis on better redundancy, availability, scalability, and 
performance, the Voyager IP SANs support up to 16 SAS, SATA, and SSD drives and are scal- 
able up to 256 drives. 

The Voyager IP SANs feature the StoneFusion storage management operating system as well as 
dedicated iSCSI cache and quad-core processing and can scale up to hundreds of terabytes. With 
active/active controllers and high-performance storage interconnects, the Voyager IP SANs are 
geared for appliance redundancy. 

The Voyager IP SANs also feature horizontal or vertical scalability; host or volume load balancing; 
and RAID 0, 1 , 5, 6, 10, 50, and 60 with battery backup and offer greater scalability with expansion 
units. Other features include read/write snapshots, scheduling and rollback, Stonefly VSS agents, 
and optional AES-256 volume-based encryption. 

Users of the appliances benefit from a Web-based user interface and freedom from downtime 
while managing volume sizes. 

• SU, 19-inch rackmount chassis 

• Hot-swappable redundant power supplies 

• SATA, SAS, and high-capacity SSD 

• VMware- and XEN-certified 

• High availability 

Best For: Virtualized SME environments. 



(281)516-6000 
www.pivotS.com 



(888) 786-6SS5 
www.iscsi.com 
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McAfee Report 
Details Surge In Spam 

Despite the fact that spam levels have been 
trending downward since the beginning of 
October 2009, they skyrocketed on Dec. 14 
due primarily to pharmaceutical-related spam 
originating from China. Symantec made the 
discovery while compiling its "January 2010 
Spam Report." 

The attacks involved spam taking advantage 
of the Pfizer brand, "clogging spam filters 
everywhere," McAfee says. For enterprises, 
such increases in spam levels result in time 
wasted by the end user, says Adam Woso- 
towsky, McAfee Labs antispam technology 
lead. In addition, he says, it directly affects the 
amount of productivity that a company is get- 
ting for its investment in employees. 

McAfee reports that more stringent domain reg- 
istration laws in China may make it more diffi- 
cult for spammers to launch future attacks. In 
the report, McAfee states "the domain names 
used to foHA/ard targets to Web sites seemed to 
be expiring quickly," and Chinese Internet offi- 
cials have released updates concerning how 
domain name registrations are audited. Over- 
all, the changes "will make the .cn domain very 
unattractive" for those seeking to register anon- 
ymously and pay for domain names using stol- 
en credit cards, McAfee reports. 

Additional Complaints & Issues 

"Something that often occurs during a period 
where there is a sudden spam jump is that 
additional complaints and issues are generat- 
ed for the administrator regarding spam," 
Wosotowsky says. "A doubling of spam mail 
flow will double the incoming spam, as well, 
which can create a perception problem for an 
administrator as he gets deluged with theo- 
ries about what is 'broken' or demands for an 
explanation." Overall, increased spam traffic 
interrupts the administrator's daily activities, 
Wosotowsky says, and costs the company 
financially in the form of more important long- 
term projects left undone. 

"For administrators having to generate re- 
ports, it is very important to be able to explain 
end-user observations in terms of the global 
environment, and the sooner they can explain 
it, the sooner they will be able to calm the 
waters between themselves and an executive 
who is now getting twice as many spam mails 
per day and blocking 99.8% of them," Woso- 
towsky says. 

McAfee's report also notes a growing trend of 
spammers signing up for free subdomains and 
complimentary hosting through online hosting 
companies. McAfee says the trend has result- 
ed into "an all-out gold rush," with free hosting 
sites popping up to "provide free Web space to 
anyone who requests it— and spammers have 
requested a lot of it." McAfee says although 
there's nothing to suggest collusion 
between free-hosting sites 
and spammers that 
use them, the trend 
should be a les- 
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son to legitimate 
businesses 
looking for J 
free hosting, 
as using 
free-host- 
ing sites 
that spam- 
mers frequent 
may affect the per- 
ceived legitimacy of any 
honest client of one of 
these hosting sites. 

by Blaine Flamig 



Don't Kill 
The Lawyers 

When Courts Demand Electronic Documents, 
IT & Legal Counsel Must Work Together 



by Bridget Mintz Testa 

How WOULD YOU enjoy spending 9% of 
your company's entire revenue for a year, 
not on new IT or data center capabilities 
but because of a big, fat mistake? Would 
you enjoy explaining to your CEO that you 
made the mistake not through an error of 
judgment, but from complete and total igno- 
rance of the situation and its implications? 

That was the $6 million mess the Office 
of Federal Housing Enterprise Oversight 
got itself into last January when its law- 
yers agreed to comply with a subpoena for 
electronic documents by the District of 
Columbia Court of Appeals. Although 
OFHEO wasn't even a party in the litiga- 
tion, the agency's lawyers agreed to let 
plaintiffs come up with as many search 
terms as they wanted for OFHEO 's email 
and any attachments. 

The plaintiffs came up with 400 terms, 
which produced more than 660,000 docu- 
ments, about 80% of OFHEO' s total email. 
OFHEO had to temporarily hire 50 lawyers 
for the related legal work, which took so 
long that the agency missed several dead- 
lines and was charged with contempt. 

If OFHEO 's lawyers had consulted with 
its IT staff, it might have been spared 
spending 9% of its 2009 budget for this 
email free-for-all. 

A New Legal Specialty 

"E-discovery is a new legal specialty 
concerned with the preservation, retrieval, 
and production of electronic information," 
says Ralph Losey, who, besides special- 
izing in e-discovery, is also a partner at 
Orlando law firm Akerman Senterfitt. 
Although e-discovery is mostly conducted 
for litigation, it might also be needed for 
internal corporate audits or in response to a 
government investigation. "It's a legal 
obligation for a legal proceeding or investi- 
gation," Losey says. 

Even though e-discovery is a legal spe- 
cialty, the OFHEO incident shows that 
it's vital for IT professionals in any enter- 
prise to be involved. That's especially true 
for small and medium-sized enterprises. 
"About 80% of lawyers in the country prac- 
tice in firms of five lawyers or less," says 
George Socha, an attorney and e-discovery 
expert who runs the Electronic Discovery 
Reference Model project (www.edrm.net) 
with his colleague, Tom Gelbmann. 
"Smaller companies work with small law 
firms, and small law firms don't deal with 
e-discovery," Socha says. 

So even if you've just now heard of 
e-discovery, as an IT professional at a 
small or medium-sized enterprise, you are 
likely to be in a much better position to 
understand the technological and resource 
requirements of an e-discovery action than 
your company's in-house or external 
counsel. "IT people should realize they 
need to be ready [for e-discovery] before 
somebody sues [their company]," says 
Ken Withers, judicial education director 



for The Sedona Conference, a nonprofit 
organization dedicated to advancing law 
and policy in antitrust law, intellectual 
property rights, and complex litigation that 
includes e-discovery. 

Building Teams 

IT staff can't prepare for e-discovery 
alone, though, because they don't know 
what documents would be material to 



Key Points 



Although e-discovery is a new legal 
specialty focusing on the preservation, 
retrieval, and production of electronic 
information, IT professionals must be 
involved in all e-discovery efforts. 
IT, especially at small and medium-sized 
enterprises, may have to lead the way in 
starting e-discovery preparations, hope- 
fully prior to a legal action, by building a 
team with legal counsel. 
Know what data you have and where it 
is, and get rid of useless, obsolete data. 



a case or investigation. So the prepara- 
tion must be a team effort. Building this 
team is the first step to take for e-discov- 
ery readiness. 

"Lawyers and IT people should get to 
know each other so they can work as a 
team," Losey says. As Withers indicated, 
it's a lot better to start building bridges now 
than to wait for a lawsuit. "Set up a team 
and learn to work with lawyers. It's a two- 
way communication process," Losey says. 

Socha says he would add other stake- 
holders to the team, as well: audit, records 
management, HR, information security 
personnel, all the functioning lines of 
business. "You want the team to be multi- 
disciplinary and co-led by IT and legal," 
he says. "Corporate legal and IT initia- 
tives succeed or fail based on multidisci- 
plinary participation." 

Getting participation from all these 
groups can be difficult, but there are a cou- 
ple of things you can do. "Play the legal 
card," Losey suggests. That is, cite scary 
cases like the litigation in which OFHEO 
was embroiled in to show how costly lack 
of preparation can be. 



"Persist and find an ally, like the CEO 
or president," Withers advises. "You must 
make sure that whoever is paying the liti- 
gation bills knows IT is there to help." 

Team-building exercises might be neces- 
sary to educate and persuade skeptical par- 
ticipants. Withers says reviewing The 
Sedona Conference's e-discovery glossary 
could be one way to get your team on track. 
So could reviewing the freely available 
practical e-discovery guidelines and stan- 
dards the EDRM project has developed. A 
brief presentation of any of this information 
could open participants' eyes. 

Getting Ready 

If building a team is step one, under- 
standing the current data situation is step 
two. "IT needs to know where all their data 
is," Losey says. "It's called making a data 
map — a map of where all information is 
located within an organization. It's a 
never-ending process." 

Another step is developing a legal 
response plan, which means preserving 
any information that's pertinent to litiga- 
tion, audits, or investigations. "You must 
identify relevant time ranges, people, and 
[the location of] the relevant data so you 
can separate it from everything else," 
Withers says. "Resist the temptation to 
immediately freeze everything, because if 
you save it, you must deal with it." 

Withers also strongly advises eliminating 
all useless data. "You must think of data as 
an asset, and it must be constantly pruned 
and maintained, not hoarded," he says. 
"Why store backup tapes once they're un- 
necessary? You're stuck with this unneces- 
sary data once preservation starts." 

If you don't have an immediate need for 
a full-scale legal response plan, Socha sug- 
gests starting your e-discovery effort with a 
pilot project. "Start on a small scale," he 
says. "Take one business group in the orga- 
nization and use it as a starting point so you 
can know your software [and] hardware 
[and] what data you have and where it is." 

E-discovery is all about making rele- 
vant documents available when the courts, 
auditors, or government investigators 
need them. "It's achievable," Socha says. 
"You won't get it done overnight, and it's 
most manageable when it's broken into 
small parts." 



What Judges Want 

Even if you can't produce every relevant document, good and responsible preparation for e-discovery 
is sufficient for most judges, according to Ken Withers, judicial education director at The Sedona 
Conference, a nonprofit organization dedicated to advancing law and policy in several areas, includ- 
ing e-discovery. "Judges aren't interested in perfection, but that there was a reasonable plan and the 
response is proportionate to the litigation," Withers says. 

Indeed, the Federal Rule of Civil Procedure 37(e) recognizes that data destruction is a routine part 
of standard IT operations and that relevant documents might be destroyed during that process 
without any malicious intent. If you've demonstrated general good faith in your e-discovery prepa- 
ration and preservation efforts, rule 37(e) generally forbids court sanctions against your organiza- 
tion for destroying relevant documents during regular removal of obsolete data. 
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HOW TO 



Troubleshoot 
A Hard Drive 

Steps To Take When You're Dealing 
With A Drive That Won't Work 



by Holly Dolezalek 

If you Google "dying hard drive sounds," 
you can find sound files of hard drives with 
bad heads, stuck spindles, bad bearings, 
and other unhealthy conditions. But by the 
time you hear those kinds of sounds, it's 
time for the drive to meet its maker. What 
can you do before you hear the sound of 
one drive dying? And how do you nurse it 
back to health? 

Start With The Basics 

Sometimes, the simplest explanation is 
the right one. If the drive has worked 
before, then the problem may be easy to 
fix — and physical. "I've often seen techni- 
cians spend hours on an issue that could 
have been solved in five minutes by check- 
ing basic operations," says Scott King, vice 
president of operations for The Planet 
(www.theplanet.com), a hosting company. 

So check the hard drive to see if it's seat- 
ed properly in the drive bay. Make sure that 
the cables to the motherboard and the 
power supply are connected firmly and 
properly. Check the drive controllers, too, 
and see if they're seated correctly. 

If the hard drive is installed the right way 
and everything is connected correctly, is 
the hard drive really the problem? This 



Even failed hard drives still have 
data that could be recovered by a 
determined enough party. 



question can be dangerous, because it can 
take you down the wrong path. But it's 
worth considering whether an Internet con- 
nection or a problem with an application is 
what's causing the trouble. 

You might have just installed the hard 
drive in question and know that everything 
is connected, seated, and settled. If that's 
the case, there are a couple of possibilities. 
One is that the hard drive you've chosen 
may not be compatible with the server. 
There are many types of hard drives, and 
not every server is compatible with every 
hard drive. 



TOP TIPS 



Check to nnake sure the drive is seated 
and the cables are connected properly. 
Check the BIOS settings to nnake sure the 
systenn is booting fronn the right hard drive. 
Check the junnper settings to nnake sure 
the drive is set as a nnaster instead of 
a slave. 

Make sure your drive is compatible with 
the server. 

Run ScanDisk and defrag regularly to 
avoid problems with bad sectors. 



I "Most manufacturers have a list, and most 
systems let you know that it's a SATA or 
ATA drive, but you have to make sure it 
matches up," says King. "With some drives, 
it's a speed issue. If the server and the hard 
drive have different spin rates, they may not 
be compatible at all. Or if the drive is faster, 
it may just spin at the slower rate, but you 
may have problems later on." 

Fortunately, drive manufacturers almost 
always post their specs on their Web sites. 
You should be able to go to the site and 
input the drive's model and serial number 
to verify its compatibility. 

If that's all set, try booting from an alter- 
nate source such as a bootable USB, CD, or 
floppy drive. If you're able to boot from 
another drive, chances are that the boot par- 
titions of the problematic hard drive are the 
trouble. There is recovery software available 
that can fix those (or other) hard drive parti- 
tions that have been damaged or corrupted. 

Settings Checl( 

If you're still having trouble, it might 
be a matter of adjusting the drive's settings. 
Start with the jumper settings, because 
that's an easy fix, and it's one that a lot of 
techs don't think of. 

Each hard drive comes with pins called 
jumpers that determine whether the server 



perceives it as a master or a slave. If the 
drive is set as a slave, rather than a master, 
then the computer is unlikely to be able to 
boot from it. This can also be a factor in 
other situations, explains King. 

"If the primary drive fails, and you want 
another drive to become the primary, you 
have to change that setting," he says. 
"Techs often troubleshoot a hard drive 
problem for an hour before they think to 
check the jumper settings. New systems 
don't require jumper settings, but it's still 
out there in older systems." 

If the system recognizes the drive but is 
showing errors, as discussed above, the 
problem may not be a bad drive but just 
bad sectors. If that's the case, it's a simple 
matter of running the operating system's 
ScanDisk or check disk function. If it finds 
bad sectors, it will move the data off those 
sectors to good ones. 

Be Proactive 

I The best time to start new proactive mea- 
sures is when you've just had their value 
demonstrated. If you've just had to run 
ScanDisk on one hard drive, why not run it 
now on other hard drives? Why not set a 
regular schedule for running it every six 
months on all your drives? 



"People often forget to do that regu- 
lar maintenance and defrag their hard 
drives," King says. "That's how you get 
drives that are jumping all over the place 
to get to data and avoid bad sectors. By 
performing regular maintenance with 
ScanDisk and defrag, you can identify 
those bad sectors before they wipe out 
your data or corrupt your OS." 



Key Points 



Although there are many possible 
explanations for hard drive problems, 
the tools in the OS will help you solve 
most problems. 

Management software can help you 
figure out what's wrong with a drive 
before disaster strikes. 
If you replace a hard drive, dispose of the 
old one properly to protect your company 
from data theft or other legal issues. 



Be proactive about your backups, too. 
Don't just assume they're running the way 
you want them to. "Hard drives don't usu- 
ally lose data unless something goes really 
wrong, so being proactive with backups is 
important," says Matt Bazan, principal for 
Fog City IT, an IT outsourcing consultancy 
in San Francisco. "Monitor your backups 
regularly to make sure they're running, 
because it's too late once the drive fails." 

Tools To Use 

Most operating systems have all the 
tools you'll need to troubleshoot your hard 



drives. But there are tools that can save you 
some trouble. For example, Bazan notes 
that drive imaging software can make it 
simpler to install a new drive once the old 
one has gone bad. "It takes a snapshot of 
the hard drive, and if it fails, you can put a 
new drive and copy that snapshot to it," he 
says. "That can save a lot of time." 

Bazan also uses a remote monitoring and 
management application that receives 
alerts from hard drives that have software 
to send signals that something's wrong. 
"Hard drives often send warning or error 
messages to the log system, and those 
alerts can go to the management system 
and let you know there's a problem before 
something goes really wrong," he says. 

Dispose Of Appropriately 

Even failed hard drives still have data 
that could be recovered by a determined 
enough party. Remember that even if 
you've determined that a drive should be 
replaced, the drive has to be scrubbed, 
whether by you or a data disposition com- 
pany. "The disposition of the data that may 
be on a failed hard drive is a very important 
consideration," says Dr. Gavin Manes, 
president and CEO of Avansic, a digital 
forensics company. 

"There have been instances [in which] 
companies claimed they couldn't find 
key information, or even intentionally 
destroyed data, and were heavily fined for 
their actions. Because of their legal obliga- 
tions, companies need to coordinate with 
counsel and make sure that every step of 
the process is documented for any future 
issues that may arise in court." 



When Your PC Goes FJat,,, 




Simple & Quick 
Baclcup & Recovery 

CMS Products BounceBack Ultimate 



by Seth Colaner 
• • • 

Every data center employee knows 
the necessity of backup and recovery 
solutions. CMS Products' BounceBack 
Ultimate is designed to be a "digital 
spare tire" for PCs, allowing users to 
back up and restore the entire contents 
of a PC, including applications, data, 
personal settings, operating system, par- 
titioning, and formatting. 

Features include Instant PC Recovery, 
which lets users start up a PC from an 
external USB hard drive in case the 
operating system or hardware malfunc- 
tions, and instant One-Button Recovery, 
which is a simple and direct way of 
restoring a PC hard drive without the 
need for reinstalling anything. The 
QuickRestore function also lets users 
quickly restore specific files and folders. 

Other features include CDP (Contin- 
uous Data Protection), a function of 
BounceBack Ultimate that continuous- 
ly keeps new or modified files up-to- 
date; the ability to let Bounce-Back 
Ultimate run its processes in the back- 
ground so users can continue to work 
while the program takes care of busi- 
ness; and easy-to-configure AES 256- 
bit en-cryption to secure your data 
from prying eyes. 



BounceBack Ultimate also lets users 
back up to multiple media, such as an 
external hard drive or network drive, 
simultaneously so users can have multi- 
ple concurrent backups. With synchro- 
nization capabilities enabled, users can 
save a backup of their projects on a 
backup drive and use the drive on other 
computers. When the drive is again con- 
nected to the original computer, 
BounceBack Ultimate automatically 
syncs the changes, ensuring you're 
always working with the most up-to-date 
files. Users can also schedule backups 
and create backup sets. 




CIVIS Products 
BounceBack Ultimate 

Full download: $89 
Full CD: $99 
Upgrade download: $69 
Upgrade CD: $79 

Lets users back up and restore the 
entire contents of a PC. 

(800) 327-5773 

www.cmsproducts.com 
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FEATURED PRODUCT 



Virtually Indestructible 
Data Protection 

Axxana Protects Your Data From Flames, Water Pressure & More 



by Holly Dolezalek 

Every time there's a plane crash, we 
hear about the black box, also known as 
the flight data recorder. The black box 
records everything that happened right up 
until the crash, and its data is often used to 
figure out what caused the crash. 

Axxana (www.axxana.com) is staking 
its reputation on creating a black box for 
enterprises. The privately owned data 
protection and disaster recovery compa- 
ny has been working for nearly three 



behind the product will mean big things 
to come for Axxana. 

"In order to get into EMC Select, your 
product has to pass rigorous interoperabili- 
ty testing, and we passed that testing in 
January," Efrat says. "We've got a couple 
of pillars to our channel, but obviously 
having thousands of EMC salespeople 
selling our product is a big win for us." 

Rising From The Ashes 

The black box at the heart of the 
Phoenix system is, not surprisingly, black. 




Axxana's Phoenix 
System enterprise 
data recorder protects 
a company's data 
from fire, flood, or 
other calamities. 



years on developing what it calls an 
EDR, or enterprise data recorder, which 
works with ordinary storage systems to 
protect a company's data even if a fire, 
flood, or other calamity wipes out every- 
thing else. 

Very few companies these days are 
without some kind of backup for their 
data. Whether they use tape or RAIDs or 
other types of storage, they have schemes 
in place to preserve data somewhere else 
in case something happens at the primary 
site to destroy that data, from something 
simple like a power failure to something 
disastrous like a flood or fire. 

But any data that hasn't been saved to 
the backup when disaster comes gets 
lost. And that's where Axxana's EDR 
comes in. 

Partnering With ElVIC 

Axxana was founded in 2005 by Eli 
Efrat (the company's current CEO), Alex 
Winokur, and Dan Hochberg. In 2007, the 
company began developing the Phoenix 
System in conjunction with EMC's 
RecoverPoint storage system. 

In the first quarter of 2010, EMC 
began selling Phoenix as a complement 
to its RecoverPoint and Clariion storage 
systems. Axxana is now a member of 
EMC Select, EMC's portfolio of third- 
party products that it sells as comple- 
ments to its own products. CEO Eli Efrat 
says that having "the EMC machine" 



It sits in the data center near the storage 
system, and inside the black box is a fire- 
proof fibrous covering wrapped around a 
layer of wood that surrounds the cylindri- 
cal core of the box. All those layers pro- 
tect the data from flame, pressure, shock, 
water pressure, and even pierce force. 

"We've tested it in fire chambers 
where the box is exposed to 2,000 
degrees Fahrenheit for an hour and then 
482 degrees for six hours," Efrat ex- 
plains. "It can survive 5,000 pounds of 
pressure, a 40-G shock, and even a rod 
dropped from 10 feet above that actually 



which can be as far away as need be, and 
because it's less expensive than synchro- 
nous replication, it's a good option for 
companies with limitations in their budgets. 

"The problem with [synchronous sys- 
tems] is that there is always going to be a 
buffer that gets lost," Efrat explains. 
"Phoenix captures that data without the 
expense of a synchronous system, which — 
because it's limited by distance — is not 
going to lose that buffer but is likely to be 
destroyed by the same disaster that took 
out the primary site." 

That, Efrat says, is why the company's 
strategy is so closely aligned to EMC and 
other storage vendors. "We don't aspire to 
set customers up with a whole new sys- 
tem, we just augment the replication sys- 
tem they already have," he says. 

The "black box" makes a synchronous 
copy of data and stores it, then waits for 
disaster to come. If a fire, flood, or explo- 
sion takes place, the Phoenix protects 
the data that would have been lost by 
the asynchronous replication system. It's 
equipped with an internal closed water- 
cooling system and batteries that en- 
able the box to send data for six hours 
after power is lost from whatever went 
wrong at the data center. The disk is solid 
state — built on flash memory — rather than 
mechanical to increase its resistance to 
shock and vibration. 

After a disaster, data can be recovered 
in two ways: The box can send data to 
the secondary site using cellular broad- 
band, or IT staff can track the homing 
signal and connect a laptop to the sys- 
tem (using Axxana software) at the dis- 
aster site. 

Selling The Phoenix 

Almost all of Axxana' s employees work 
at the company's primary office in Tel 
Aviv, and a U.S. office in Newton, Mass., 
handles sales in the Americas. Although 
VARs and vendor partners will expand 
Axxana's sales, the company has a few 
salespeople who sell Phoenix directly. 
"We've installed several Phoenix systems 
on a proof-of-concept basis at customer 



Axxana Phoenix System 
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penetrates the fireproof layer and dents 
the cylinder of the black box while it's 
transmitting data. That's a pierce force of 
500 pounds. Our tag line is 'built to last,' 
and we make sure that it does." 

Efrat notes that many companies use 
asynchronous data replication to protect 
their data. The data at their primary data 
center is transmitted to a secondary site. 



sites," says Liat Malki, the company's 
director of marketing. 

Malki says that the system is selling 
well in the financial market, such as 
at banks, insurance companies, credit 
card companies, and investment banks. 
But Axxana believes the product will 
gain traction in other verticals, as well, 
especially health care, government, and 



(781)304-4890 
www.axxana.com 

Description: The Phoenix System is an 
enterprise data recorder that captures data 
synchronously from an asynchronous data 
replication system. Its sturdy construction 
can withstand water, fire, and impact dam- 
age, and batteries power the box for six 
hours after a power failure. Users can 
recover data after the disaster using cellu- 
lar technology or a physical connection to 
the box with a laptop. 

Interesting Fact: Axxana likens its Phoe- 
nix System to the "black box" flight data 
recorders used in aviation to recover infor- 
mation about flights following crashes 
or malfunctions. 
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manufacturers. So far, there has been more 
demand for the system among companies 
of 2,000 employees or more. 

The bulk of Axxana's sales have come 
from Europe and the Americas. About half 
have been in Europe, particularly Ger- 
many, the United Kingdom, and Spain, 
with a few sales in Eastern Europe, as 
well. The other half have come from the 
Americas, particularly the United States 
and also in Mexico. 

Although Asia has similar needs and its 
own disaster landscape, the company has 
chosen to focus on the western hemi- 
sphere for now. "We're focusing on gen- 
erating traction in the west, but Asia is 
somewhere we'd like to go in the future," 
Efrat says. 

More To Come 

In November, Axxana landed $9 million 
in Series B funds from new and existing 
investors. The company will use that 
money to continue marketing Phoenix 
through direct and reseller channels, but it 
will also use some of it to develop new 
products to offer to more storage vendors. 
But Efrat notes that it would be a mistake 
to expect a sudden explosion of new busi- 
ness from Axxana; on the contrary, he 
says, the company is building the channel 
a bit at a time, signing up new VARs, 
developing new products, and approaching 
new storage vendors, and it all takes time. 

"We believe we're creating a whole 
new category," he says. "It's great once 
you've created a new category, because 
then you have the whole world to sell to. 
But the challenge is that you have to cre- 
ate the category." 

In fact, Efrat hopes that what Axxana 
offers might just change the world — the 
world of data centers, anyway. "How 
many companies have secondary data cen- 
ters just for redundancy?" he says. "Data 
centers are so expensive to maintain, and 
we think Phoenix is going to make those 
[secondary] centers unnecessary." 
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EcESSA ClariLink-V Controllers 



NEW PRODUCT 



American Portwell Technology CAD-0205 



NEW PRODUCT 



by Marty Sems 



Clear, Robust VoIP 

VoIP HAS MUCH TO recommend it as a 
low-cost alternative to traditional long- 
distance phone service. This is especially 
true when extra functions are taken into 
consideration. Add-ons that previously 
triggered a la carte fees from service 
providers, such as call waiting and voice 
mail, cost nothing or negligibly more 
with most Internet-routed phone system 
implementations. 




Ecessa ClariLink-V Series 

Optimizes the reliability and quality of VoIP calling 
$1,095 to $2,895 

Ironically, the business segments that 
have the most to gain from switching to 
VoIP may be the most hesitant to take 
the plunge. Small and medium-sized 
enterprises often pay a more significant 
percentage of their revenues toward 
voice communications than do larger 
entities. Moreover, the explosion of e- 
commerce has extended the reach of 
many modestly sized companies, invit- 
ing phone calls to new customers world- 
wide. But concerns about call quality 
and reliability keep many SMEs from 



ECESSA 



embracing IP telephony and simultane- 
ously reducing their expenses. 

Networking vendor Ecessa says it can 
help. The company designed its new 
ClariLink-V series of controllers to 
intelligently manage multiple Internet 
connections with the aim of prioritizing 
SIP-based VoIP traffic as well as video 
communications as applicable. With 
your company's separate WAN links to 
one or more ISPs, ClariLink-V can 
seamlessly route IP-based calls to 
another connection should any link be 
interrupted. This failover protection can 
dramatically improve call reliability. 

To address the issue of signal quality, 
Ecessa' s ClariLink-V continuously sup- 
plies VoIP sessions with the most band- 
width possible. It does this by load-bal- 
ancing both incoming and outgoing calls 
across WAN links for the best connection 
possible, which cuts down on network 
"traffic jams" that can cause jitter. Going 
even further, the new controllers test every 
link's latency characteristics before each 
IP phone call. The connection with the 
lowest latency wins the telephony traffic, 
while the higher-latency link(s) is reserved 
for less time-sensitive data packets. 

The net result is clear voice communi- 
cations your enterprise can count on 
without high phone bills. 



(800) 669-6242 
www.ecessa.com 



by Marty Sems 



Mighty Mite For A Range Of Security Roles 



A LITTLE BIT OF space and a little bit of 
power can pay big dividends, according 
to American Portwell Technology. The 
new CAD-0205 desktop network appli- 
ance, an ultra low-voltage model, gives 
small and medium-sized enterprises a 
surprising amount of flexibility in a less 
than 30- watt package with a mere 7.5 x 
5.9 X 1.65-inch footprint. 




American Portwell Technology CAD-0205 

Compact and versatile security appliance with an Intel 
Atom processor. 

"With the latest Intel Atom processor 
N450 (1.66GHz with 512KB of cache), 
Portwell designs the CAD-0205 smaller 
than previous products," says Product 
Marketing Manager Mark Huang. "It is a 
power-saving solution . . . [that] can 
reduce electricity costs and provide great 
performance per watt." 

SMEs can set up the CAD-0205 in 
a number of roles, including as a se- 
curity platform compliant with HIPAA, 



i§) Portwell 



Sarbanes-Oxley, and PCI DSS. It's 
equally at home providing UTM protec- 
tion (including firewall and anti-malware 
functions) to the network as it is at filter- 
ing content and detecting and preventing 
intrusion attempts. The appliance is also 
suitable for rear echelon duty monitoring 
the network, routing packets, handling 
secure VPN communications, balancing 
loads, streaming files, and applying QoS 
rules to traffic. 

The REACH- and RoHS-compliant 
unit is also available with a dual-core 
Atom D510 with a 1.66GHz clock speed 
and 1MB of cache as well as with a sin- 
gle-core Atom D410 running at the same 
speed but with half the cache. The CAD- 
0205 has a Mini PCIe slot, which opens 
up interesting possibilities involving 3G, 
4G, or Wi-Fi connectivity through add-in 
adapter cards. 

With support for a 2.5-inch SATA 
HDD or SSD and CF, the compact CAD- 
0205 can scale up to 2GB of RAM. 
Connection-wise, it supports a quartet of 
Gigabit Ethernet ports, an RS-232 RJ-45 
console jack, two USB ports, a VGA out- 
put, and dual bypass segment pairs. The 
wall- or rack-mountable CAD-0205 has 
an IA-64 architecture, and IT staff can 
customize the device's front panel. 



(510) 403-3399 
www.portwell.com 



Pegasus Buys, Sells and Offers Depot 
Maintenance on Kronos Timeclocks 



Specialize in 420G, 
440B, 460F, 480F, 
551, and 4500's 



_.^^K^^^P I Ethernet Daughter Board, 
■l i^I^^V Modem Option, Remote 

Readers, Bell Relays, Master 

^ -""'■1 ' \ Sync, Battery Backup Kit, Dual 
Reader, /O board. External 
Reader I/O Board 

We can supply any configuration you need. If you 
have clocks installed and need a specific KOS 
version we can help you. Same is true on I/O Boards. 



Pegasus Computer Marketing, Inc. 

(800) 856-2111 I www.pegasuscomputer.net 
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Information 
Technology 
Trading 



Experience to find you the 
right technology solution. 

AS/400 • RS/6000 • Sun Microsystems 
Storage • Tape Backup 



(877)715-3686 | www.itechtrading.com 



dbg 



DEC-Compaq-Cisco-Sun-SGI 



770-931-7732 

Fax 770-931-9416 

www. dbgweb . com 
salesp@dbgweb.com 



AlphaServer GS160 Model 16 

Base System for OpenVMS 

• DY-160CG-AA 

• One Alpha 21264 Processor 1224 MHz 

• Four Quad Building Blocks 

• One 14-Slot PCI Shelf 

• OpenVMS Operating System License 

ALSO AVAILABLE: 

• Additional 1224 MHz CPU w/SMP 

• Additional Memory 

• Additional PCI Shelves 

• Additional PCI Options 



2 Systems In Stock! 



Authorized CXfMPAQ' Reseller 

WE WILL BUY YOUR USED HARDWARE! 




Thanks to DMD, we 
don't have to sit on 
our old computer 
equipment anymore. 



retrieve • refurbish - reuse ■ recycle - remarket 
We Purchase: We Offer: 



Computers/Laptops 
Networking Equipment 
Power/Environmental 
Telecommunications 
Complete Data Centers 
Printers 



Asset Tracking/Reporting 
Deinstallation/Packing/Transportation 
DOD Level Data Destruction 
Epa Recycling/Reuse 
Ongoing Support Plans 
Technology Refresh/Install Programs 



At DMD Systems Recovery, we remove the headache from asset 
disposal. We can manage the whole process from deinstallation to 
assetremarketing. We worryaboutdatadestruction.EPA 
regulations, logistics, and insurance so that you don't have too. 
Don't tie up your resources or take chances with you data or 
environmental issues. Call DMD today. 



DMD SYSTEMS RECOVERVf INC. 

Tall Frua: 4877) 7Tf-lliS1 Phant: |:IDZ}3«7-Diafl FU: 4Ea3)3«7-01B1 




Memory for PCs & Macs 

WE BUY 

MEMORY! 



Immediate Need Fo 

1, 2, and 4GB modules 
SUN Memory and P4 Processors 
We also buy XEON processors 

CALL TODAY! 



We Buy Used 

Cell Phones 
100 



&pay 
up to 



for each 
phone! 



Some phones have no value. See current purchase price list 
for individual model prices at www.pacebutler.com 



We'll issue yourcheck 
within 4 daysf 



WE BUY ANY & 

All iuii:i\/inqY 

Call Jeff 
(239) 596-2254 



The low price leader for quality memory modules since 1987 

(239) 596-2254 • Fax (239) 596-2256 
jeffsmsmemory@gmail.com • www.smsassembly.com 




www.pacebutler.com 
1-800-248-5360(405)755-3131 
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Product 



Description 



Axway MailGate 
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This mail transfer agent protects the 
network from spam using rules-based 
heuristics; IP reputation; detection of 
anomalies, outbreaks, and zombies in 
real time; backscatter protection; rate 
throttling; and quarantining on the part of 
both administrators and end users. 

• McAfee or Kaspersky antivirus with 
zero-hour threat protection 

• Support for clustering and centralized 
reporting 

• Enterprise-level policy control and 
notification 

• Can convert inbound or outbound 
Office attachments into password- 
protected PDF files 

Best For: Enterprises of all sizes. 

Price: Starts at $8,000 



Barracuda Spam 
& Virus Firewall 



Eschewing licensing and per-seat fees. 
Barracuda seeks to provide low-cost 
email filtering for organizations of any 
size. Its Spam & Virus Firewall appliance 
can scan attachments, even encrypted 
ones, and detect whether a spam out- 
break is coming from within the network. 

• No per-user or licensing fees 

• Hourly updates 

• Outbound spam and virus filtering 

• Available in eight models to fit your 
organization's headcount 

Best For: Enterprises of all sizes. 

Price: Starts at $699 



Cisco Spam 
& Virus Blocker 



Cisco's Spam & Virus Blocker appliance 
is backed by what the company calls the 
world's biggest vulnerability database 
and threat monitoring network, Cisco 
SenderBase, as well as the company's 
Security Intelligence Operations ecosys- 
tem and a broad service plan. 

• 99% success rate 

• Fewer than one in a million false 
positives 

• 30-day money back guarantee 

Best For: SMEs with fewer than 250 
employees. 

Price: Starts at $1 ,829 (one year for up 
to 50 users) 



Cisco IronPort Email 
Security C-Series 




Used in 80% of the biggest ISPs and 
more than 40% of the biggest companies 
worldwide, the C-Series of IronPort 
devices from Cisco goes beyond anti- 
spam protection to supply antiphishing, 
anti-malware, and more. Besides its 
security duties, the C-Series also pro- 
vides a mail system overview. 

• Speedy, reliable, and accurate 

• Reduces the downtime associated 
with malware infections 

• Simple to deploy 

Best For: Enterprises of all sizes. 



Contact 



(480)627-1800 
I www.axway.com 



(888) 268-4772 
www.barracudanetworks.com 



(800) 553-6387 
www.cisco.com 



(800) 553-6387 
www.ironport.com 



PineApp MASA 
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The PineApp MASA antispam/antivirus 
appliance is a hybrid of the company's 
Mail-SeCure and Archive-SeCure offer- 
ings. With a four-tier system for setting 
email policies and permissions, MASA 
covers a broad spectrum of message 
processing requirements. It offers pro- 
tection against data leakage and re- 
duces capacity consumption through 
single-instance storage techniques and 
data compression. 

• Antispam, anti-malware, and archiving 
in one server 

• Supports various types of mail servers 

• Optional encryption 

Best For: Medium-sized organizations. 
Price: Starts at $4,000 



Proofpoint Messaging 
Security Gateway P650 




(877) 300-3422 
www.pineapp.com 



The Messaging Security Gateway P650 
comes with up to 6GB of RAM and offers 
advanced message tracing, data loss 
protection, and TLS message encryption. 
It features the company's Proofpoint 
MLX spam detection engine, the 
Proofpoint Enterprise Protection Suite, 
and the Proofpoint Enterprise Privacy 
Suite with automatic encryption. 

• Inbound and/or outbound message 
firewall 

• 300GB in RAID 1 

• 1 60,000 messages per hour (peak) 

Best For: Medium-sized to large enter- 
prises. 

Price: $8,500 plus annual subscription 
fees 



Proofpoint 
Messaging Security 
Gateway P850 

proofpoint 



The Messaging Security Gateway 
P850 is similar to the P650 model but 
comes with up to 12GB of RAM and 
two quad-core Intel Xeon processors, 
as opposed to the single processor on 
the P650 model. All features are man- 
aged from a single administrative GUI. 
In addition, as with the P650 model, 
you can incorporate other tools, 
including Proofpoint Smart Search 
for improved logging and reporting 
features. 

• Modular architecture, so you can 
adjust defenses as needed 

• Combines enterprise-class MTA 
and deep packet scanning 

Best For: Medium-sized to large 
enterprises. 



(408) 517-4710 
www.proofpoint.com 



Red Condor Message 
Assurance Gateway 
Network Appliance 




(408)517-4710 
www.proofpoint.com 



This lineup of fully managed appliances 
offers hands-free spam and malware pro- 
tection. One key feature, available as an 
upgrade, is Red Condor's Fault-Tolerant Vx 
Technology, which allows automatic failover 
to Red Condor's hosted service for four full 
days in case the local MAG (Message 
Assurance Gateway) device goes down. 

• BotHunter, Zero Minute Defense 
Network, and Adaptive Threat Detection 
Perimeter Defense 

• Models available for 500 to 20,000 inboxes 

• False positive rate lower than one in 
190,000 

• Inbound and outbound protection 

Best For: ISPs and telecommunications 
companies, SMEs, and the government and 
education markets. 

Price: Starts at $1 ,499 plus service packs 

(888) 966-7726 
www. redcondor.com 
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Processofs Product Spotlight highlights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Marty Sems 



Fortinet 

FortiMail-20G0B 



With the ability to be deployed in a 
gateway, server, or transparent 
configuration, the carrier-class 
FortiMail-2000B provides flexibility 
and regulatory compliance aid in high- 
traffic message filtering environments. 

• Support for up to 50,000 users 

• Can handle 1 million messages 
per hour 

• 2TB capacity, scalable to 6TB 

Best For: Carriers, managed security 
service providers, and large enterprises. 

Price: Starts at $25,995 



MailCleaner 
Appliance 200 




The MailCleaner Appliance 200 is the 
appliance version of MailCleaner's 
Enterprise antispam software. Thanks to 
its 3GHz Intel Core 2 Duo processor and 
2GB of RAM, the 250GB system features 
robust performance for enterprises with 
up to 200 or 250 users. 

• Browser-based administration 

• Updates every 15 minutes 

• Optional hardware and support 
upgrades, including RAID and RAM 

Best For: Small to midsized enterprises. 

Price: Starts at $2,299 



MailFoundry Email 
Filtering Appliance 




Using all closed-source technology, 
MailFoundry says that its antispam/ 
antivirus appliances require very little 
training or other interaction from IT staff 
or end users. The company updates its 
fingerprint-style spam profiles every five 
minutes and claims an extremely low 
level of false positives. 

• MessagelQ email security engine 

• Five-minute updates 

• 1 U form factor 

• Models available for up to 30,000 
users 

Best For: Small to midsized enterprise 
market, including service providers. 

Price: Starts at $1 ,299 



PineApp Mail-SeCure 



PineApp takes the source credibility 
angle on antivirus and antispam perime- 
ter security with its Mail-SeCure appli- 
ance. By shutting out disreputable mes- 
sages, the device reduces the load of 
other email content it needs to analyze. 

• Checkmark Premium Certified for a 
99%+ detection rate 

• Blocks bounced messages with forged 
From lines (backscatter) 

• Features load balancing and data 
leakage protection 

• Optional encryption and content 
control features 

Best For: Enterprises with up to 10,000 
users. 

Price: Starts at $1 ,600 



(866) 648-4638 
www.fortinet.com 



(514) 655-4450 
www.mailcleaner.com 



(888) 302-6245 
www.mailfoundry.com 



(877) 300-3422 
www.pineapp.com 



Roaring Penguin 
Canlt-PRO 



ROARING 
PENGUIN 

SOFTWARE INC. 



This email gateway server employs 
a host of techniques to separate the 
wheat from the chaff: black/white/gray 
lists, SPF, SpamAssassin, MIMEDefang, 
content and format analysis, DNS verifi- 
cation, Bayesian stats, open proxy lists, 
and more. The appliance comes in a 
rackmount form factor. 

• Supports Lotus Notes, Exchange, 
Postfix, and endmail 

• Plug-and-play setup 

• Automatic updates for spam software 

• Antivirus capabilities 

• Inbound and outbound protection 

Best For: Small to midsized enterprises. 
Price: $10 per user 



Roaring Penguin 
Canlt-Domain-PRO 




(800)210-0984 
www.roaringpenguin.com 



The Canlt-Domain-PRO's internal and 
outgoing email filter allows the adminis- 
trator to break up mail system responsi- 
bilities into realms with separate users, 
rules, and streams. Canlt-Domain-PRO 
publishes its MIBs (management infor- 
mation bases) for oversight by monitor- 
ing tools such as Kaseya, N-able, and 
Level Platforms. 

• Can be branded by MSPs 

• Facilitates delegation of duties among 
system admins 

Best For: Managed service providers, 
Web hosts, and ISPs. 

Price: $12.50 per user 



Symantec 
Brightmail Gateway 




(800)210-0984 
www.roaringpenguin.com 



Available in physical appliance form or as 
a VMware-compatible virtual appliance, 
this gateway protects the enterprise from 
spam (with greater than 99% efficacy) 
and even zero-day malware. Reporting 
features and a dashboard keep system 
administrators on top of every IM and 
email security situation. This model's per- 
seat fee is subject to discounts based on 
volume and contract length. 

• Fewer than one in a million false 
positives 

• More than 40 back-to-back Virus Bulletin 
VB100 antivirus effectiveness awards 

• Data loss prevention 

• Global and local IP reputation checking 

Best For: Medium-sized to large 
enterprises. 

Price: $1 ,995 plus per-user licensing fees 



Synnantec Brightmail 
Gateway Small 
Business Edition 



Symantec. 



The scaled-down Brightmail Gateway 
Small Business Edition can be much 
more economical for smaller enterprises 
and agencies. It monitors inbound and 
outbound messages, both IM and email, 
using the latest automatically down- 
loaded updates available. 

• Thorough protection at a competitive 
price 

• Comes as a physical or virtual 
appliance 

• Thwarts zero-day threats 

• Better than 99% effectiveness at 
blocking junk messages 

Best For: Organizations with 250 users 
or fewer. 



(877) 294-5255 
www.symantec.com 



Price; 



Starts at $2,490 (up to 100 users) 



(877) 294-5255 
www.symantec.com 
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News 



Electronic Medical 
Records IVIaking 
Gradual Progress 

Plenty of U.S. physicians' offices have the 
capability to use EMR (electronic medical 
records) for their patients, but very few of 
them are fully using the digital data systems 
they have in place. 

That's the news from the Centers for Disease 
Control and Prevention's National Center for 
Health Statistics, or NCHS, which recently 
released the results of its National Ambula- 
tory Medical Care Survey conducted in 2008. 
NCHS researchers polled about 5,200 
American doctors' offices about their imple- 
mentation and use of electronic medical 
records or EHR (electronic health records), 
not including patient billing records. The find- 
ings were augmented with preliminary data 
taken from the survey conducted in 2009. 

All told, the data revealed that 41 .5% of 
respondents in 2008 and about 43.9% of 
respondents in 2009 use at least some 
electronic patient medical records in their 
practices. Both figures represent serious 
increases over the 34.8% in the same cate- 
gory in 2007's surveys, although it seems 
that new implementations slowed somewhat 
during the economically troubled 2008 and 
2009. These are nevertheless impressive 
adoption figures for such recent technology, 
no less so because of ongoing controversy 
over EMR/EHR privacy concerns. 




On the other hand, only 4.4% of physicians in 
2008 and an estimated 6.3% in 2009 affirmed 
that their electronic record systems were "fully 
functional." The latest findings sketch out a 
steady upswing in this segment from 2007's 
3.8% figure, but at this rate, it might be next 
year before fully implemented EMR/EHR pene- 
tration makes it into the double-digit percentile. 

A Nurturing Environment 

The legislative environment has been favor- 
able for the technology thus far. Last year's 
American Recovery and Reinvestment Act 
included funds earmarked for EMR/EHR use 
and promotion among healthcare providers, 
according to the NCHS. 

That new funding, in addition to the economic 
recovery already modestly underway, could 
translate into a call for solution and SaaS 
providers in the space to expect additional 
business. Analyst and consulting firm Ovum 
recently predicted a winnowing out of lesser 
players that fail to grab significant portions of 
the EMR/EHR pie and cited a Datamonitor 
survey of hospitals that found that electronic 
record implementation will continue to be 
their top priority throughout most of this year. 

Ovum credited healthcare technology analyst 
Christine D. Chang with saying, "Despite the 
barriers to adoption— high cost and change 
management issues— widespread adoption of 
EHRs will occur in 2010, particularly with the 
help of SaaS and speech recognition tools." 

by Marty Sems 



SECURITY 



FEATURED PRODUCT 



Intelligent Virtual 
Server Security 

RedCannon's vDefense Maximizes Virtualization's 
Benefits While Lessening Its Risks 



by John Brandon 

ViRTUALiZATiON IS often considered a per- 
fect match for an SMB. Its management is 
usually easier — once you work out the 
infrastructure kinks — and costs are lower, 
as it takes prime advantage of each physi- 
cal server. Yet, even with these clear bene- 
fits, virtual machines also come with their 
own set of security challenges. RedCannon 
recently released the vDefense security 
appliance, a powerful and unique unified 
threat management system that monitors 
virtual servers built around VMware 
vSphere and helps SMEs with compliance 
enforcement, firewall and traffic isolation, 
and other security concerns. 

"Virtualization is growing rapidly, mak- 
ing it easier to consolidate a number of 
physical boxes to give them higher scale 
and a broader range of services in a small 
environment," says Vimal Vaidya, Red- 
Cannon's CEO, adding that the technique 
of running multiple operating systems and 
applications within those environments 
provides a way for a smaller company to 
offer a greater set of skilled services and 
to manage floor space, cooling, and the 
entire infrastructure more easily. Yet, as 
Vaidya cautions, with this greater flexibil- 
ity comes a greater need for managers to 
monitor VM security. 

"Virtualization is growing 40 to 45% 
per year, especially in midsized businesses 
and hosting providers," says Vaidya. "As 
with any growth in server deployment, 

RedCannon vDefense 
Features 

• Protects virtual servers and prevents 
security attacks between the connections 

• Allows nnanagers to nnonitor virtual server 
environnnents 

• Blocks connnnon VM attacks such as 
hyper-jacking 

• Will soon offer support for new virtual 
servers fronn Citrix and Microsoft 



there comes a need for security right after 
server deployment, a need for segregation 
especially when colocating in virtual 
servers as opposed to physical servers or 
when installing virtual machines in differ- 
ent geographic areas." 

Why Security For Virtualization? 

According to Vaidya, in a physical serv- 
er environment, there are obvious switches 
and connections between servers that allow 
managers to more deftly manage security 
issues. Yet, with virtual servers, there are 
the same switches and connections be- 
tween OS instances; they are just harder to 
grasp (because they cannot be seen) and 
even harder to monitor, and they open up 
new vulnerabilities to attacks from those 
who can detect the virtualized environ- 
ments and break into company networks. 



RedCannon vDefense has 
three primary uses in these 
virtualized environments: 
monitoring the hypervisor 
software that acts like an 
operating system, isolating 
and firewalling traffic to 
help block attacks, and help- 
ing with management duties 
such as seeing how virtual 
machines are connected. 

Vaidya says the low-level 
monitoring starts with hy- 
pervisor, the software that 
allows managers to config- 
ure virtual machines and is 
responsible for making the 
OSes function. "Hypervisor 
is not typically a traditional 
OS, but it still schedules tasks internally on 
each physical machine," says Vaidya. "As 
with any other OS even, hypervisor is very 
thin and there are bound to be issues on the 
security side." 

vDefense is an appliance that sits out- 
side of the virtual environment, so it does 
not tax resources on the already-overtaxed 
physical servers. Vaidya explains that the 
appliance is plug and play, meaning you 
can use the default profiles and settings on 
the device to quickly set up a security 
infrastructure for all of your virtual 
machines (up to 100 per appliance). 

Protection From Virtual Attackers 

It's no secret to most data center man- 
agers that a virtualized environment can be 
difficult to manage. Too often, the rule of 
"just because you can does not mean you 
should" comes into effect, where managers 
can more easily move virtual machines and 
provision new services more quickly. 
Vaidya explains that many companies do 
not follow the proper steps in making sure 
new virtual machines follow the compli- 
ance requirements and policies for the 
company regarding security control. 

New advancements in virtualization 
have also led to new methods by which 
hackers are breaking into company net- 
works. Vaidya says one common tactic is 
called hyper-jacking, in which the infiltra- 
tor actually takes over the hypervisor itself 
and uses it for devious purposes. 

A second attack is called VM escape. 
Here, an attack might take over just one 
OS instance, but can then discover other 
virtual machines. "There are backdoors 
that can be compromised to do the VM 
escape — they can successfully escape into 
the hypervisor and can take over the entire 
environment," says Vaidya. 

Other attacks include VM poaching, 
which is similar to a denial-of-service 
attack in that the hypervisor is overloaded 
and resources become drained and are 
not functional. 

Vaidya says vDefense can monitor your 
virtual servers for all of these kinds of at- 
tacks and determine, for example, when an 
application appears to be using more re- 
sources than it should. Data center managers 
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vDefense's user interface allows admins to manage and 
monitor their virtual machines' security. 



can act on this, shutting down services or 
reprovisioning them accordingly. 

Future Updates 

One important update coming for the 
vDefense product involves the number of 
virtual servers that can be monitored and 
protected. Vaidya says the company plans 
to update vDefense later this year so that it 
can be used to monitor up to 1,000 
instances and will also be adding support 
for additional virtual machine software, 
including Citrix XenServer and Microsoft 
virtualization suites. 

"We have focused on the scalability of 
the appliance to make sure you can protect 
a large deployment or protect a company 
with multiple geographic locations and 
multiple platforms as we are enhancing 
security profiles," says Vaidya. "We will 
be correlating virtual machines and net- 
work traffic to have an even more intelli- 
gent engine that correlates policies and 
enforcement between the servers." 

In the end, new virtualization tech- 
niques do provide major benefits to an 
SME, and these innovations make sense 
for consolidation, better management, and 
ease of server deployment. Yet, they also 
introduce new security concerns. Red- 
Cannon vDefense helps to make sure 
there are no servers that do not comply 
with security policies and to prevent 
attacks from those who have figured out 
how to compromise virtual servers and 
virtualized environments, i 

RedCannon vDefense 



(800) 680-2898 
www.redcannon.com 

Description: Security appliance that moni- 
tors virtual servers and enforces security 
policies, especially between the virtual serv- 
er connections on the physical machine. 

Interesting Fact: RedCannon vDefense 
blocks an attack called hyper-jacking, where 
an intrusion takes over the hypervisor that 
controls a virtual server. 
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Migrating From 
Unix/RISC To 
x86 Servers 

How To Plan For A RISC-Less Future 



by Kurt Marko 

Intel's revolutionary microprocessor 
gave us the PC, but even as x86 chips 
evolved, the architecture retained signifi- 
cant performance and memory limits, 
making it ill-suited to enterprise main- 
frame or server use. RISC processors 
filled the gap, with RISC-based systems 
dominating the server market during the 
Internet's boom years. The dot-com era 
proved to be RISC' s glory days as Intel 



Sample Migration 
Process 

Migrating to an open-source operating sys- 
tem and server platform is not something 
to take lightly; following a disciplined 
process can be the most important part of 
the decision. 

• Gain organizational buy-in. Include IT 
stakeholders, staff, and application owners. 

• Evaluate business needs. Determine 
the business drivers behind a migration- 
new applications or services, infrastruc- 
ture consolidation, etc. 

• Evaluate the existing environment. 

Document the current network and server 
infrastructure to determine which hard- 
ware will be obsolete and which can 
be retained. 

• Evaluate IT'S goals. Outline what IT 
expects to gain from a migration— higher 
performance, reduced cost, greater ener- 
gy efficiency, etc. 

• Select the right x86 hardware. x86 

servers have a wide range of perfor- 
mance characteristics in various 
form factors; understand which serv- 
er/processor/OS configuration will 
best match new requirements. 

• Assess any custom application 
source code. Understand any issues 
in porting custom applications from 
RISC-to-x86. This may require training 
or consulting expertise. 

• Assess ISV (independent software 
vendor) applications for compatibility. 

Evaluate third-party applications available 
on x86 and whether existing RISC soft- 
ware vendors have x86 versions. 

• Test and deploy. Verify that new applica- 
tions and ported code work properly in 
the new environment. 

Source: "Migrating from Sun SPARC to HP ProLiant 
Servers with Intel Xeon processors"; HP white paper; March 
2009. 

"Migration from UNIX/RISC to x86"; Burton Group Research 
Assessment by Richard Jones; Oct. 8, 2009. 



overhauled the x86 microarchitecture, 
increasing memory addressability and 
shrinking chip feature sizes. The result is 
that today's CPUs often outperform their 
RISC counterparts. By leveraging the 
same architecture and manufacturing 
processes as their desktop cousins, x86 
server chips can significantly undercut 
RISC in price. 

Although rumors of RISC's death are 
indeed exaggerated, many IT shops are 
finding that x86-based systems provide 
what industry consultant Joe Clabby terms 
"good enough computing." With Y2K- 
and dot-com-fueled upgrade cycles a dis- 
tant memory, many RISC servers are at or 
past their useful lives, leaving IT man- 
agers the decision to keep riding the pro- 
prietary RISC-Unix technology train or 
transition to x86 servers. 

Why Migrate? 

The major factor driving migration 
plans, according to Richard Jones, vice 
president and service director for Burton 
Group, is cost reduction. "Data centers 
utilizing RISC hardware find that com- 
modity x86 hardware has improved to the 
point that it delivers the same or better 
service levels at a much reduced capi- 
tal and operational cost," Jones says. 
"Modern x86 hardware will yield signifi- 
cant price/performance gains and reduce 
power consumption and maintenance 
costs over aging discontinued RISC plat- 
forms." Jones notes that recession-starved 
IT budgets and steady performance 
improvements have accelerated the move 
to x86 hardware. 

Aside from cost and associated price/ 
performance benefits, Jones says other 
factors prompting companies to migrate 
include the diminishing availability of IT 
staff skilled in RISC administration vs. 
the glut of x86-certified admins and the 
breadth of off-the-shelf software avail- 
able for commodity hardware compared 
with RISC's increasingly narrow selec- 
tion. The maturation and widespread 
adoption of x86 virtualization may be the 
final nail in RISC's coffin. 

Yet for high-end transactional work- 
loads requiring massive parallelism, 
there's still room for RISC, in what Jones 
terms "scale-up machines"; in other 
words, those requiring 32 to 128 cores and 
hundreds of gigabytes of memory. 

When To Migrate 

Although their performance and finan- 
cial advantages have put x86-based 
servers at the top of most buyers' shop- 
ping lists, that doesn't mean IT man- 
agers should precipitously scrap their 
existing hardware. Jones advises wait- 
ing until installed RISC systems have 
become functionally obsolete, require 
upgrades or repair, or reach the end of a 



Key Points 



Today's x86 CPUs have closed the per- 
formance gap with proprietary RISC 
processors at a much lower price. This 
hardware parity, when coupled with the 
maturation of x86 operating systems and 
applications, makes replacing older 
RISC systems with x86 servers a com- 
pelling choice. 

Wholesale RISC-to-x86 migrations typi- 
cally take several years. It's best to start 
with older obsolete systems or those 
running low-risk applications and grad- 
ually roll out the hardware fleet as RISC 
servers age or come off maintenance 
contracts. 

x86 business application software, 
whether on Windows or Linux, is the 
most important factor in a successful 
migration, but IT managers also need 
to achieve organizational buy-in and 
secure adequate staff training. 



long-term maintenance contract. Al- 
though obsolete servers are the most 
obvious migration candidates, he adds, 
"This does not mean that a system must 
wait until it has reached its end of life to 
be migrated. For example, low-impact 
systems are often migrated first and the 
RISC hardware is redeployed to handle 
expansion of another RISC-based busi- 
ness application, which allows its life to 
be fully utilized." Kerry Kim, data cen- 
ter product manager at Novell (www 
.novell.com), says another migration 
trigger is an overall data center upgrade 



capacity to support massive SMP (sym- 
metric processing). 

Issues & Pitfalls 

The primary issue when migrating to a 
new hardware and OS platform is applica- 
tion compatibility, with Kim cautioning IT 
managers to consider the entire application 
stack, including all integration points with 
other infrastructure and applications. 
Although software vendors increasingly 
support x86 Linux versions of formerly 
RISC-only applications, Jones sees many 
of his clients using hardware migrations as 
an opportunity to move from proprietary 
or custom applications to commercial, off- 
the-shelf alternatives. 

Its inherent similarities with propri- 
etary Unix platforms make Linux the log- 
ical migration platform, according to 
Kim, and although Jones agrees that 
Linux offers the easiest transition, he 
says it shouldn't be considered the 
default because IT staff expertise should 
also influence the choice. He says that 
departments with significant Windows 
depth but a dearth of Unix admins may 
opt to standardize on Windows. Con- 
versely, those with a deep Unix bench 
will find switching to Linux more 
straightforward. Likewise, Jones says the 
application profile also can affect the 
decision — those categories dominated by 
Windows, such as email and collabora- 
tion software, will favor a Windows 
migration, while databases and transac- 
tional applications often favor Linux. 

Although technical considerations get 
the most attention, Jones notes, "The most 
often overlooked and difficult step in a 
RISC-to-x86 migration project is organi- 
zational alignment. Project success is 
predicated upon the technical and business 
stakeholders being on the same page with- 
in the organization." Kim advises migra- 
tion planners not to overlook staff training, 
even for the seemingly simple move to 
Linux. As Jones cautions, "System admin- 
istrators claiming Linux skills just because 
they play with Linux as a hobby in their 
spare time does not necessarily mean that 
they possess enterprise Linux systems 
management skills." 

The x86 platform's maturation and 
commodification make it a compelling 
solution for IT departments needing to up- 
grade an aging, maxed-out RISC server 
fleet; however, Jones warns, "Migrating 
from RISC processor-based systems to 
commodity x86-based systems is not an 



"Modern x86 hardware will yield significant 
price/performance gains and reduce power 
consumption and maintenance costs over 
aging discontinued RISC platforms." 



and consolidation project, which often 
entails refreshing and standardizing the 
server infrastructure. 

Even though a firm's RISC hardware 
is ripe for replacement, Clabby advises 
shoppers to understand x86 market 
dynamics and product cycles before 
rushing out a purchase order. "There's 
been a pause in the market," he says, as 
buyers, particularly those replacing high- 
end servers with more than eight cores, 
wait for Intel's Nehalem-EX processor, a 
significant upgrade due in the first half 
of 2010, featuring either six or eight 
cores and the memory bandwidth and 



- Burton Group's Richard Jones 



easy task. Approaching a migration pro- 
ject lightly may result in failure or excess 
costs that wipe out longer-term gains." Yet 
the cost advantages, particularly when 
coupled with utilization-enhancing virtual- 
ization, can mean a rapid ROI, and al- 
though x86 virtualization is often overlaid 
with a migration project, Jones doesn't see 
it significantly changing the difficulty of 
the process. Although Clabby believes 
RISC systems still set the gold standard 
for reliability, availability, and scalability, 
x86 servers have made great strides mak- 
ing them suitable for all but the most 
demanding workloads. 



Page 38 



Processor.com 



February 12, 2010 



SERVERS 



Easing Server Management 

Investigate Ways To Smooth The Hassles Of Overseeing Servers In-House 



by Jean Thilmany 
• • • 

Although more and more enterprises 
are putting IT resources in the cloud, 
many enterprises simply aren't interested 
in throwing out their servers and moving 
to a hosted environment. 

In-house hosting can be a chore, but data 
center and IT managers at those enterprises 
need not despair. There are steps you take 
to make server management easier. 

A survey from Rackspace Hosting 
found that one in three IT staffers is 
involved in server maintenance, which 
could limit the ability to focus on strategic 
initiatives, says Andy Schroepfer, Rack- 
space's vice president of strategy (www 
.rackspace.com). 

The survey is based on responses from 
more than 440 IT managers at midsized 
enterprises. In the survey, 58% of respon- 
dents cited the hassle of managing servers 
as a challenge for their organizations, 
while 61% of IT managers said they were 
challenged to find time for innovation. 

The in-house vs. hosted server topic has 
been a hot one ever since the recent eco- 
nomic troubles began, says Cameron 
Niles, CTO of consulting and services 
firm Syzygy 3 (www.syzygy3.com). 



Key Points 



Keeping servers in-house can make 
sense in an econonnic downturn. You will 
need to address the hassles that come 
with in-house management. 

Consider hiring short-term staffing help 
during periods of heavy use and look for 
ways to automate processes as much as 
possible. Humans can make mistakes. 

Investigate virtualization, if you don't 
already use the technology. 



and systems integration firm Laurus 
Technologies (www . laurus tech . com) . 

"One obvious challenge is the mix of 
vendors, operating systems, and equip- 
ment of different vintages that can accu- 
mulate," he says. In those cases, managers 
need to know how to maintain and up- 
grade a variety of equipment. They also 
have to maintain contact and contracts 
with multiple vendors, which can be a 
time-consuming endeavor. 

Also, with their limited staff numbers, 
small to midsized enterprises often lack 
higher-ups specifically charged with setting 



"One obvious challenge is the mix 
of vendors, operating systems, and 
equipment of different vintages 
that can accumulate." 



- Laurus Technologies' Mike Clesceri 

"Firms are looking to hang on to older 
machines, so maintenance has been a con- 
stant battle," he says. "While outsourcing 
is a great solution, it's not always pre- 
ferred or right for companies." 

Reasons For The Hassles 

Server management can be a struggle 
for small to midsized enterprises for a 
number of reasons, says Mike Clesceri, 
executive vice president at IT consulting 



standards for server selection, Clesceri 
says. "That can lead to a data center 
environment consisting of a potpourri of 
support needs, upgrade requirements, and 
disaster recovery plans," he says. 

Steve Francis, CEO of LogicMonitor 
(www.logicmonitor.com), says, as it is, 
some enterprises can have trouble finding 
staff to cover all the necessary roles: net- 
work engineers, systems engineers, appli- 
cation performance analysts, and the like. 



"The ability to expertly configure a 
router, storage array, or server often has 
no correlation with knowing how to con- 
figure a monitoring system to ensure the 
systems are free from faults and not suf- 
fering performance bottlenecks," he says. 

Another in-house management chal- 
lenge is an inconsistent IT workload, 
Clesceri adds. At smaller enterprises, the 
staff can be overworked and is more easily 
overwhelmed with unanticipated demand 
than at a larger enterprise. Also, recruit- 
ment and retention can become a manage- 
ment challenge, he says. 

Provide too little training, and staff 
members will depart over fears they'll 
become obsolete should they stay. Provide 
too much training, and their worth in the 
market increases and they'll look else- 
where for jobs, Clesceri says. 

Other factors that can make server man- 
agement a challenge include repeatability, 
Francis says. "Given that the failure rate 
of hard drives over a long enough period 
is 100%, it's almost a certainty that sys- 
tems will have to be rebuilt at some point, 
even with RAID," he says. In addition, 
upgrade costs can place a financial burden 
on smaller organizations, Clesceri says. 

Some Solutions 

These server management problems are 
by no means insurmountable, even for the 
smallest of companies, experts say. 

Automating tools and processes as 
much as possible goes a long way toward 
helping, Francis says. "Once there are 
more than a handful of machines onsite, 
systems administration should be done by 
tools," he says. 

A tool — such as puppet, chef, or 
cfengine — that can be scripted to bring a 
machine from a bare operating system 
install to a functional role as a Web server 
or database server, for example, is the only 
way to ensure applications will work con- 
sistently, Francis says. 

He also suggests a monitoring system, 
which will determine whether the patches 
affect functionality or whether hardware 
is having issues or performance loads are 
too high. 

"It's essential that all systems are moni- 
tored consistently," he says. "The only way 



to ensure that is to automate processes. A 
monitoring system that automatically 
detects hosts and applies monitoring based 
on the type or role of machine addresses 
this. Automation takes the human variabili- 
ty out of the equation, so you're not relying 
on IT staff to remember that they went to 
release 26 six months ago," he says. 

To ease staffing issues, enterprises 
should be open to supplemental staffing, 
Clesceri says. He recommends analyzing 
the staffing levels needed to maintain full 
data center use day-in, day-out, and then 
looking to bring in assistance on either a 
contract or hourly basis for short-term 
needs, Clesceri says. 

Another key is to find a good integration 
firm, he adds. "Sometimes it helps to have 
an expert help you get the systems, storage, 
application software, connectivity, [and] 
power you need and make the hundreds of 
other decisions associated with running an 
IT infrastructure," Clesceri says. 

And, finally, investigate virtualization, he 
adds. A few years ago, firms were cautious 
about virtualizing their environments, with 
concerns about security, reliability, and 
business continuity, he says. "But virtual- 
ization software has matured to the point 
where a virtualization project can actually 
improve reliability and security," he adds. 

And remember, he says, although onsite 
management can be a hassle, with proper 
planning, it needn't be. tm 



Beware 

The Water Cooler 

Beware of water cooler creep, says Mike 
Clesceri, Laurus Technologies executive 
vice president (www.laurustech.com). It's a 
hidden IT cost at smaller organizations and 
can throw a wrench in the best data center 
management plans. 

"In large organizations, the IT staff can be 
segregated," Clesceri says. "In smaller orga- 
nizations, users make requests at the water 
cooler, resulting in numerous small under- 
the-radar projects that may not necessarily 
be approved by upper management." 
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Bringing Cloud 
To The Masses 

NaviSite's Hosted Services Give SIVIEs Large-Enterprise 
Functionality At Small-Enterprise Prices 



by Robyn Weisman 

Until fairly recently, most IT depart- 
ments had to oversee most anything that 
had to do with their networks. Then, over 
the past half-decade or so, services began 
to sprout up that allowed data center man- 
agers to outsource certain processes, such 
as email messaging, data archiving, and 
network security, to vendors that special- 
ized in these areas. 

This trend is leading to what's known as 
"utility computing," in which data centers 
can purchase computing resources in the 



Saving Money Through IT Outsourcing 

Martin says NaviSite's primary purpose 
is to provide IT outsourcing services to 
organizations that want to focus on their 
core operations. "We provide a value 
proposition that we'll perform it faster, 
better, and [for] 30 to 40% [less] than 
what it would cost to do it in-house," 
Martin explains. 

NaviSite works with companies of all 
sizes, but it's particularly focused on the 
SME segment because typically compa- 
nies of this size need the same IT func- 
tionalities that large enterprises need yet 
usually lack the financial and human 
resources to implement and manage such 
complex systems. 

Martin uses Microsoft Exchange as an 
example of what NaviSite can offer its 
customers. "If your business isn't run- 
ning Exchange, you should focus on your 



business and let us run Exchange because 
we can do so at a better level of service 
for a lower price," Martin says. "Man- 
aged applications [are] one of the core 
things that we do." 

The Advantages Of Focusing On 
IVIultiple Areas 

NaviSite offers three primary services, 
each of which covers a wide area. Its 
application hosting services allow enter- 
prises to offload running core business 
applications, such as those by Oracle, 
PeopleSoft, Kronos, and Microsoft 



messaging application outsourcing ser- 
vices comprise hosted Microsoft Ex- 
change migration and management as 
well as hosted SharePoint, Lotus Dom- 
ino, BlackBerry, GoodLink, and other 
mobile solutions. 

Because NaviSite offers so many ser- 
vices, it's reasonable to ask whether it can 
perform these processes as well as vendors 
that focus specifically on single areas such 
as security, disaster recovery, backup, or 
colocation. Martin admits it's a question 
NaviSite gets with some frequency. 
"When we built our business as it exists 
today, we all knew we could leverage 
fixed-cost infrastructure very well, and so 
we have a fixed-cost infrastructure of 13 
data centers in the U.S. and two in the UK 
that we think of as our operating plat- 
form," he says. "And all [of our services] 
operate on the same infrastructure and 
operating platform." 

By offering so many different, albeit 
complementary, services, NaviSite 
reduces the number of vendors data center 



ness today, yet it's not a core competency 
for most businesses," he says. "This is 
vastly different today than even two years 
ago, where now it's a mature market 
where people need to find the fastest, 
cheapest, most reliable option." 

In other words, messaging services are 
following the same route as payroll has for 
enterprises. "Very few companies think 
about printing or distributing their own 
paychecks today. They're [now] doing it 
through . . . some other company, and 
messaging is rapidly growing into that cat- 
egory," Martin says. "And for just about 
anything like that, you start thinking, Tf I 
[use a service] for my paycheck process- 
ing or email messaging, should I consider 
doing my financials the same way?" 

Cloud Computing & The Future 

NaviSite's latest venture is its NaviCloud 
MCS (Managed Cloud Services) portfolio, 
which offers users self-provisioned, scalable 



NaviSite 



cloud IT infrastructure services with a 
pricing structure that is based on usage. 
NaviCloud MCS provides users with a 
secure virtualized infrastructure hosted 
on NaviSite's SAS 70 Type Il-compliant 
data centers. 

In addition, NaviCloud MCS uses enter- 
prise-grade technologies in its function 
and delivers a host of configurations — 
from self-managed sandboxes that users 
can leverage as testing environments with- 
out having to tax their own data center 
resources to fully managed and monitored 
production environments for mission-criti- 
cal applications, complete with managed 
security and disaster recovery services and 
guaranteed application SLAs. 

"The term 'cloud' can be an ambiguous 
and confusing one, but for us it means utili- 
ty computing. The ability to buy computing 
resources the way you'd buy natural gas or 
electricity is here," Martin says. "It's a big 
shift in the underlying infrastructure that is 
used to provide the services that we have 
provided up to this point." 

According to Martin, NaviCloud MCS 
will give its users the same services 
NaviSite has traditionally offered at an 
even greater savings than it has offered up 
to this point. In other words, it will take 
another 30 to 40% off the amount that 
they were already saving by leveraging 
NaviSite for infrastructure, application, 
and messaging needs. "The services we 
offer now are going to be even more com- 
pelling because they will be even cheaper 
and more reliable due to the cloud infra- 
structure it has been built on," says 
Martin. "This is the strategy our company 
is basing its future on." 



NaviSite^ 



"Without a doubt, the single biggest 
thing in our future and the industry in 
general is utility computing." 



- NaviSite's Denis Martin 



same way they currently buy electricity 
and other utilities. Andover, Mass., -based 
NaviSite (www.navisite.com) is in the 
forefront of this revolution. "Without a 
doubt, the single biggest thing in our 
future and the industry in general is utility 
computing," says NaviSite CTO Denis 
Martin. "It's going to change how the 
computing industry provides services to 
end customers." 



Dynamics, in addition to other standard 
and custom software. Its enterprise host- 
ing solutions offer a range of services, 
including content delivery, colocation 
options, and managed hosting of various 
aspects of IT infrastructure. And its 



managers need to work with. "It's part of 
our value proposition. When we demon- 
strate our competency in messaging, we 
can then say, 'You run PeopleSoft 
Financials? We can run that for you,' and 
show them our experience and the cost 
savings in running it," says Martin. "We 
build tight relationships with our cus- 
tomers and get more embedded in being 
their IT outsourcing partner and can pro- 
vide even more services more effectively 
since we understand their infrastructure." 

Treating Messaging Like Payroll 

According to Martin, messaging ser- 
vices are an indicator of the movement 
toward utility computing. "Messaging has 
become a core requirement for doing busi- 



NaviSite Featured Products 



Product 

NaviCloud 



NaviSite Application Services 



NaviSite Customized 
Messaging Solutions 



NaviSite Enterprise Hosting 
Services 



Description 

Highly available and scalable cloud-based IT infrastructure 
that provides seamless integration between cloud infra- 
structure and dedicated equipment and offers an economi- 
cal pay-for-use billing model. 

Full range of application hosting services that allows 
organizations to outsource commonly used business 
applications such as Oracle, Lawson, Kronos, and 
Microsoft Dynamics as well as custom business solutions. 

Consulting, hosting, and management services for 
Microsoft Exchange solutions, mobile messaging solu- 
tions for BlackBerry and other smartphones, and email 
archiving. 

Wide selection of enterprise hosting services, including 
colocation services, content delivery services, enterprise 
Web hosting, database management, server and storage 
management, and network security management. 



(877) 485-9251 
www.navisite.com 

• NaviSite provides affordable enterprise- 
class hosted services to smaller compa- 
nies that may not otherwise be able to 
afford the functionality. 

• The company offers application hosting 
services, enterprise hosting solutions, and 
messaging application outsourcing ser- 
vices as well as a cloud-based IT infra- 
structure called NaviCloud. 

• "We build tight relationships with our cus- 
tomers and . . . can provide even more 
services more effectively since we under- 
stand their infrastructure," says NaviSite 
CTO Denis Martin. 
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I Motorola Sues RIM 

Motorola has filed a complaint with the Inter- 
national Trade Commission against Black- 
Berry maker Research In Motion. Motorola 
alleges that RIM has infringed on five 
patents, which RIM had previously been 
licensed to use, according to Motorola. 
Neither party has disclosed which devices 
allegedly infringe on the patents related to 
Wi-Fi, power and application management, 
and the user interface. RIM denies that it has 
infringed on Motorola's patents; Motorola has 
asked the ITC to ban RIM from selling and 
marketing the infringing products in the U.S. 

I Microsoft Wants 
Expanded Cloud Laws 

Microsoft's general counsel Brad Smith has 
publicly expressed Microsoft's desire to see 
Congress expand laws governing computing 
to deal with the new realities of cloud comput- 
ing, specifically as they pertain to privacy, 
security, and transparency across the indus- 
try. Because the nature of cloud computing 
dictates that one entity must completely trust 
another entity with its data or to perform a 
service, transparency is a major concern. 
Cloud technology also changes the paradigm 
of computing and requires laws that adapt. 
Smith says there are concerns, such as inter- 
national boundaries, that could complicate 
cloud legislation. 

I Google Co-Founders Sell Stock 

Google co-founders Larry Page and Sergey 
Brin will sell off their majority share in Google 
stock by 2014. They plan to reduce their 
share to 48%, which is down from their cur- 
rent 59% share. Overall, 5 million of the 57.7 
million Google shares owned by Page and 
Brin will be sold off in the next five years. 
According to a statement released by 
Google, both men will remain involved with 
the company, but the two co-founders will no 
longer have a controlling stake. 

I Mobile Devices 

Killing Workplace Etiquette 

A new Robert Half Technology survey reports 
that while smartphones and notebooks have 
huge convenience benefits, the downside is 
that they make us rude. More than 50% of 
the ClOs who responded to the survey blame 
the proliferation of mobile devices in the 
office for a rise in uncouth behaviors and atti- 
tudes. About 22% say mobile devices have 
significantly deteriorated manners in the 
workplace and 29% say that mobile devices 
have only somewhat affected decorum. But 
not everyone thinks mobile devices are 
responsible for an increase in perceived or 
real rudeness; 42% believe that mobile 
devices play no role in changing etiquette in 
the workplace. According to the survey, the 
biggest gadget-induced gaffes include email- 
ing or texting during meetings, sending 
excessive emails rather than speaking in-per- 
son, talking loudly on the phone regardless of 
the setting, wearing a Bluetooth earpiece 
everywhere, and letting phones vibrate with- 
out shutting them off during meetings. 




I 



CLI ENTS 



Are Your PCs 

Ready For Windows 7? 



Devise A Plan For Making The Move 



by Christian Perry 

In a break from its past, Microsoft 
launched its newest operating system with 
few stability issues and a feature set that's 
ready to rock in enterprise environments. 
Yet despite industry-wide confidence 
behind Windows 7, the upgrade process 
remains a tricky affair that generally 
demands strategy and patience. 



Key Points 



Use the various resources and tools provid- 
ed by Microsoft to help determine if your 
PCs will be compatible with Windows 7. 

Testing is a crucial component of the Win7 
migration process and should include not 
only testing of hardware but also all applica- 
tions that will be used under the new OS. 

There are plenty of trade-offs to upgrading 
existing systems or buying new to accom- 
modate Win7, so be sure to develop a 
comprehensive estimate before going forth 
with upgrades. 



"Windows 7 has been accepted with 
enthusiasm, and adoption is accelerating at 
a pace that will likely make it the key inno- 
vation in 2010. IT and data centers must 
react. Not doing so places systems in jeop- 
ardy of being incompatible [or] out of 
support or may force a mixed desktop OS 
environment. Fortunately, Microsoft and its 
partners have developed tools that, with 
appropriate planning, can make a Windows 
7 migration easy," explains Stephen Kolbe, 
president of Analysys (www.analysys.net). 

Depending on a data center's existing 
experience with the similar Vista OS, the 
move to Win7 can be one of direct, fairly 
painless integration or one that's more 
careful and deliberate to ensure that sys- 
tems aren't overwhelmed by the change. 
Kolbe and other experts recommend devis- 
ing a several-step process that can help 
managers walk their environments through 
the upgrade process. 

Compatibility Conundrum 

Before the official migration to Win7 
begins, it's best to inventory the software 
and hardware currently in use and prioritize 
systems and processes, identifying required 
SLAs (service-level agreements) and 



upgradeability, Kolbe says. From there, 
managers should research whether the sys- 
tems are indeed compatible with Win7. 

"Not all hardware and software works 
with Windows 7. In noting whether hard- 
ware is ready for Windows 7, IT and data 
center managers can plan to replace or 
upgrade systems. However, even with the 
XP Compatibility Mode offered in Win- 
dows 7, considerations for non-compliant 
software can become much more complex, 
especially when custom-designed or older, 
out-of- support versions are in production. 
Data center managers should take this as a 
great opportunity to standardize and clean 
house, eliminating software and systems 
that are no longer in use," Kolbe says. 

Microsoft provides a basic online list of 
requirements for Win7 (see windows.micro 
soft.com/systemrequirements) that also pro- 
vides requirements for the use of certain fea- 
tures such as BitLocker and the virtual 
Windows XP Mode. Further, the Windows 7 
Compatibility Center (snipurl.com/u2xql) 
confirms the compatibility status of a mas- 
sive range of software and hardware, and the 
downloadable Windows 7 Upgrade Advisor 
(snipurl.com/u2xr9) directly scans PCs for 
potential compatibility issues. 

Bill Thirsk, vice president for IT and CIO 
at Marist College in Poughkeepsie, N.Y., 
says that because his school was an early 
adopter of Vista, it was well-positioned for 



The quickest path to success in most OS 
migrations is plenty of testing, and Win7 is 
no different. Mike Rozlog, senior director 
of Delphi Solutions for Embarcadero 
Technologies (www.embarcadero.com), 
says that at a very minimum, managers must 
check the software they plan to run on Win7, 
because although older software might work 
just as it did with previous Windows ver- 
sions, other issues could be present. 

"Things [could exist] like applications 
that check for the version of Windows and 
new security layers. This means checking 
the software to ensure the proper execu- 
tion. Also, realize that some DLL and 
EXE [files] have been changed, removed, 
or replaced, so if your application relies 
on various Microsoft-supplied compo- 
nents, there could be incompatibilities," 
Rozlog says. 

Upgrade Or Replace? 

Although Thirsk notes that Win7 will run 
on Microsoft's minimum stated require- 
ments, Marist College provides a more 
robust system to its users. He says that 
more RAM is generally a good idea for 
Win7, but it's important to remember that 
the 32-bit version can accommodate only 
3.2GB of RAM (even if more is installed). 

If managers determine that their existing 
systems can't handle Win7, they must 
make the decision to either upgrade or 



"Data center managers should take this 
as a great opportunity to standardize 
and clean house, eliminating software 
and systems that are no longer in use." 



Win7 from both software and hardware per- 
spectives. However, one concern was the 
hundreds of software titles that the school 
runs for its students. 

"So, each was tested for compatibility 
and workability, the peripherals that are 
connected, and support availability for 
other functions, such as Cisco networking. 
We also had concerns about IE8, since 
there are no back-level 32- and 64-bit 
options. So far, so good," Thirsk says. 



The 64-Bit Question 

The Windows operating system has come a long way in terms of 64-bit technology and performance. 
Mike Rozlog, senior director of Delphi Solutions for Embarcadero Technologies (www.embarcadero 
.com), says that one of the primary concerns with Windows 7 migrations — and one that's often over- 
looked — is whether those migrations should include 32- or 64-bit versions of the OS. 

"Of course, everybody wants to move to 64-bit because there are some key advantages from 
being able to use more memory, being able to address more memory from a developer 
perspective, and being able to run more on a machine. However, if you move to 64-bit, you 
have to also ensure that all the drivers are available that you need," Rozlog says. 

Additionally, he notes that there are some instances where DLL files need to be compiled on the 64- 
bit version to work correctly. He recommends taking some extra time to ensure testing — especially 
stress testing on PCs — is completed to help smooth the migration to the 64-bit version of Win7. 



- Analysys' Stephen Kolbe 

scrap them and buy new. Kolbe recom- 
mends developing a comprehensive esti- 
mate when contemplating a replacement 
and to keep in mind that although replacing 
systems with new models absolves IT from 
upgrades, it adds time through research, 
procurement, physical deployment, and 
migration of user data. 

"In addition to the hard costs of the sys- 
tem itself, the cost of [adding] desktop 
support staff to complete the migration 
should be accounted for when considering 
an upgrade, especially if this involves 
outsourcing to a third party. The benefit? 
The system will run Windows 7 out of the 
box, and no upgrades are necessary," 
Kolbe says. 

He adds that in-place upgrades often 
require the purchase of an upgrade license 
at about $200, unless the data center 
has Software Assurance, which delivers 
upgrade rights associated with the license 
purchase from Microsoft. Finally, for data 
centers performing in-place upgrades, 
Kolbe suggests taking images of the sys- 
tems, so that if the upgrade fails or doesn't 
work as anticipated, reverting to the origi- 
nal system state will take only minutes. 
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Smaller Deployments 

Manage Resources To Achieve Maximum Results 



by Carmen Carmack 

There's been a lot of attention focused 
on virtualization in large enterprises. With 
their sizeable data centers and budgets, large 
enterprises seem to have the most to gain 
from virtualization. But SMEs experience 
IT challenges similar to large enterprises. 

Some vendors recognize the virtualization 
opportunities within SMEs and offer solu- 
tions targeted to their operations. And many 
SMEs recognize the benefits of consolidat- 
ing servers and virtualizing other functions. 
An IDG Research Services survey in 2008 
found that 39% of SMEs had invested in 
server virtualization, 26% in desktop virtu- 
alization, and 18% in storage virtualization. 

"With regards to server virtualization, 
we've seen significant adoption in the SME 
market," says Joe Andrews, VMware group 
manager for product marketing. "We are 
also seeing growth in hosted virtual desk- 
tops. This has been driven by the need to 
provide end users and corporate IT groups 
with flexible access to desktops 24/7 and to 
also reduce IT management costs, including 
the help desk function of managing desktops 
and improving security and compliance." 

Although SMEs may have needs similar 
to large enterprises, the IT and business 
environment is different. Managing limited 
resources is especially important for smaller 
enterprises because dedicated IT staff is 
limited. Following are tips that can help you 
maximize the effectiveness of your virtual- 
ization deployment. 

Identify goals, objectives, and re- 
sources. If you're getting started with a vir- 
tualization project, determine the business 
goals it will help to accomplish. Possibilities 
include consolidating servers and applica- 
tions, reducing hardware costs, providing 
faster and more dynamic provisioning, 
accommodating future expansion, and 
improving disaster recovery. Many vendors 
offer free tools that can help you identify the 
potential return on investment or simplify 
planning. The MAP (Microsoft Assessment 
and Planning) Toolkit, for example, assess- 
es your current IT infrastructure and helps 
you identify underutilized resources and the 
hardware specifications needed to consoli- 
date your servers. 

Try free virtualization software and 
adopt a phased approach. Some vendors 
offer free server virtualization products. 
"This is an easy, low-cost, zero-risk way to 
get started," says Andrews. "You can add 
management capabilities and additional 
features, such as the business continuity 
capabilities, over time." Taking a phased 
approach lets you get familiar with the envi- 
ronment before moving to larger projects 
and mission-critical apps. 

Meet with users and stakeholders. Dur- 
ing the planning process, be sure to involve 
the key end users and business stakeholders 
to identify current and future workloads, 
application needs, and concerns. Even in 
smaller enterprises, discussing virtualization 
plans reduces end-user anxiety about the 
coming changes. 

Call in a certified partner to help. As 
you plan for virtualization, consider work- 
ing with an experienced partner, especially 
when preparing for a larger deployment. 



Key Points 



• Smaller virtualization deployments can 
benefit from free planning and virtualization 
software, in addition to solutions designed 
specifically for SME environments. 

• Compared to larger enterprises, SMEs 
have limited IT resources. To reduce 
adoption barriers and focus on core com- 
petencies, SMEs should consider working 
with certified partners for planning and 
even ongoing management. 

• Business continuity is one of the biggest 
benefits of virtualization in the SME 
environment. 



"Many SMEs are scared to jump into virtu- 
alization because they cite lack of knowl- 
edge as a barrier," says Andrews. 

Examine costs and consider blade solu- 
tions. Ideally, you can use existing hardware 
for your virtualization environment. If you 
are evaluating new equipment, compare the 
consolidation ratio (for example, eight virtu- 
al servers to one physical server) when 
determining the cost of the deployment. This 
lets you compare costs on a per- virtual-serv- 
er basis. If you anticipate needing even more 
capacity in the future, consider a blade solu- 
tion. Some vendors offer blade solutions 
designed specifically for SMEs. With their 
shared power, cooling, cabling, and storage, 
blade servers help save space and costs. It's 
also easy to add servers to the blade chassis 
when capacity needs grow. 

Repurpose underutilized servers and 
retire legacy servers. Due to the old one- 
application-per- server model, many SMEs 
may have a higher percentage of underuti- 
lized servers compared to larger enterpris- 
es. Because SMEs generally have smaller 
IT budgets, they can benefit from repur- 
posing underutilized hardware. For exam- 
ple, virtualization can free up servers for 
testing, backup, or storage. Retiring legacy 
servers also saves floor space. 

"SMEs can lower their overall IT costs by 
consolidating with virtualization and may 
be able to run longer without spending more 
on computer or network hardware," says 
Mike Wronski, vice president of product 
management at Reflex Systems (www.re 
flexsystems.com). "By leveraging perfor- 
mance monitoring and capacity planning 
tools, it's possible to right-size the environ- 
ment for the load and to only purchase new 
hardware when absolutely necessary." 

Evaluate virtualization management 
capabilities. SMEs generally have limited 
IT staff and lack virtualization experts. 



Learning new management tools requires 
time. Managing numerous dedicated servers 
is time-consuming, as well. Virtualization 
can promote faster server provisioning and 
efficient management. 

To reduce security risks, make sure the 
management tools let you secure and man- 
age all of your virtual servers. "Virtualiza- 
tion introduces a new software layer, and 
existing network security plans may 
be rendered less effective," says Wrons- 
ki. "You will want to be able to administer, 
audit, and secure all of these machines to 
ensure that the new technology you're 
bringing into your environment isn't expos- 
ing you to unforeseen risks." 

Plan and test for availability and disas- 
ter recovery. Virtualization can significant- 
ly improve availability and help eliminate 
downtime. For example, you can move vir- 
tual machines between hosts during mainte- 
nance, quickly create a new virtual machine 
if one goes down, and streamline backup 
tasks to reduce the severity of service out- 
ages. "For SMEs, delivering affordable 
business continuity solutions is one of the 
biggest potential benefits of virtualization," 
says Andrews. "Many SMEs have a backup 
solution in place, but they have not tested 
the recovery process, and that is often the 
most difficult part. Virtualization lowers the 
cost and complexity bar significantly, espe- 
cially for small businesses." 

Move to shared storage. Moving from 
direct-attached storage to shared storage can 
support the transition to a fully virtualized 
environment. A shared storage system helps 
reduce costs and increases availability in a 
virtual server environment, and vendors 
have developed solutions specifically for 
the SME environment. "Server virtualiza- 
tion not only reduces the server footprint but 
allows for the use of different server hard- 
ware shared by the same application, 
removing any interoperability issues," says 
Fadi Albatal, vice president of product mar- 
keting at FalconStor (www.falconstor.com). 
"Storage virtualization allows for that level 
of abstraction and independence providing a 
higher level of service and availability, but 
also allowing complete mobility of the data 
between different tiers of storage, depend- 
ing on workload requirements." 

Any virtual storage solution should meet 
your performance and availability require- 
ments, especially as storage needs change. 
For example, an iSCSI storage solution lets 
you use your existing IP infrastructure, 
unlike storage solutions that require special 
cabling. It can also provide more flexible 
storage capacity and easier management 
compared to Fibre Channel storage, d 



Virtualization Is Among Key SME Technologies 

In a survey of Microsoft Small Business Specialists, Microsoft determined that backup (61%), IT 
consolidation (55%), virtualization (51%), mobile solutions (50%), and security (48%) are the top 
key technology areas in SMEs. All five areas correlate to the value that specialists ascribe to 
small and midsized servers. 

Microsoft's report states that consolidation is key to reducing costs with direct savings in man- 
agement, hardware, power, insurance, and other areas. Standardization will lead to less-complex 
administration, enabling increased security, lowering maintenance costs, and simplifying deploy- 
ment and planning. Virtualization provides additional opportunities for more consolidation. 



I Gartner Releases 
IT Spending Forecast 

Gartner surveyed more than 1 ,500 ClOs in 
41 countries and 27 industries and has deter- 
mined that IT budgets will rise about 1 .3% 
this year on average. Although the gains are 
more modest than many had hoped for, 
they're significantly better than last year's 
8.1% spending decline, which helped make 
2009 the lowest point in the past 10 years for 
the survey respondents. Gartner predicts that 
throughout the coming year, IT will begin to 
focus less on damage control and cost-cut- 
ting and more on producing results, with 
cloud computing, virtualization, and social 
computing named as the key technologies 
that will help them achieve those results. 

I Samsung & Rambus 
Reach Settlement 

Electronics maker Samsung and memory 
technology developer Rambus reached a 
settlement after years of legal contention. 
Samsung will pay Rambus $700 million over 
the next five years to license the latter com- 
pany's memory technology and will also 




make an equity investment of $200 million in 
Rambus. The two companies are planning to 
develop memory technologies together, partic- 
ularly focusing on graphics and mobile applica- 
tions. All litigation between the two companies 
has been dropped, although Rambus is still 
embroiled in disputes with other electronics 
makers, including Micron and Hynix. 

I U.S. Wanes 

In International Tech Dominance 

According to data from the National Science 
Board's Science and Engineering Indicators 
report, the United States is declining in its 
dominance in science and technical engi- 
neering. The report card for the U.S. sci- 
ence, engineering, and technology sectors 
indicates that the United States is falling 
behind East Asian nations, especially 
China. Even though spending for research 
in the United States has continued as ex- 
pected, Asian spending is on the rise, with 
annual absolute spending growth in China 
at 20% compared to 6% in the United 
States. President Obama's science adviser. 
Office of Science & Technology Policy 
Director John P. Holdren, says that the 
President stands behind timely, evidence- 
based policymaking, especially when it 
relates to facing challenges and changes 
on the science, engineering, and technol- 
ogy front. 

I VIVIware Logs A Smaller Profit 

Virtualization giant VMware reported more 
modest, but positive, financial results for 
the fourth quarter and for 2009. Full-year 
revenues of $2 billion were up 8% over 2008's 
figures, while fourth-quarter revenue of $608 
million represented an 18% jump from the 
same quarter a year ago. However, net 
income for the fiscal year plunged 24 cents 
per diluted share to $197 million, but only five 
cents per share to $401 million when charges 
unrelated to ongoing business are excluded. 
Net income for the quarter was $56 million, or 
14 cents per share, compared to Q4 2008's 
$1 1 1 million or 29 cents per share. 
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New Study 
Finds Increase 
In Illegal Downloads 

Over the past three months, there's been a 
55% increase in attempts to download illegal 
music and other software over corporate net- 
works, according to ScanSafe, which based 
the increase on real-world results from its 
SaaS Web security services. 

Mark Guntrip, product marketing manager for 
ScanSafe, says, "The data was taken over 
from October through December and, given 
the time of the year, it's likely that lots of peo- 
ple were getting devices that could download 
music. A piece of the attempts were probably 
from people attempting to download music for 
their new toy." 

The increase in illegal download attempts 
is potentially dangerous for enterprises with- 
out tools and policies for blocking the illegal 
programs. An employer may be held legally 
responsible for unlawful downloads over the 
corporate network, even if the company has 




public policies that prohibit employees from 
doing so. For those companies that don't 
have the budget or choose not to filter Web 
content to employees, Guntrip says, "If you 
can't block it, try to monitor and see if there's 
any illegal activity happening, or at the very 
least, understand [what] the downsides are if 
everything were to go horribly wrong." 

Illegal Files 

Another aspect to consider is the downloading 
of illegal files, which are often found on Web 
sites with malware. These files put the corpo- 
rate network at greater risk to viruses and 
spyware. "One of the most popular attempts 
was accessing Web sites like Pirate Bay," 
Guntrip says. "Although it's a smaller percent- 
age, people have begun to try and access 
lesser-known sites— i.e., sites that may not be 
in your typical URL database or filter." 

When it comes to the types of files compa- 
nies should be blocking, Guntrip says, "Block 
anything that you don't think someone on 
your network will be using for business pur- 
poses, because if someone does need a file 
for work, they're going to call up IT and tell 
[IT] that they'll need a policy that allows them 
to download the file." 

If you're looking for a way to police the files 
but don't have a large enough IT staff or 
servers for the job, you may consider a SaaS 
or other cloud solution where you can imple- 
ment controls that don't require a large IT 
overhead. As an added bonus, the SaaS 
option can be rolled out to multiple locations, 
and the service can scale with you, depend- 
ing on your needs. 

by Nathan Lake 



DATA 



Refurbished 

Equipment 

Buying Or Selling Adds To Bottom Line & Helps The Environment 



by Curt Harler 
• • • 

Refurbished equipment can be good 
both for the environment and for an 
SME's bottom line, so both shades of 
green benefit. 

Buying Refurbished Hardware 

Corporate culture may dictate when 
computers are cycled and whether they are 
replaced with new or used equipment. 
Americans tend to think newer is better. 
Cliffie McKay, operations manager for 
DMD Systems Recovery (www.dmd 
systems.com), notes that when a neighbor 
gets a new car, we feel we need a new 
one, too. "A company has to ask itself 
whether it really needs new equipment," 
he says. 

And Phil Temb, senior IT specialist 
with Tankoh Computers (www.tankoh 
.com), says SMEs should not look at refur- 
bished equipment as "used;" rather, they 
should look at buying gear that meets a 
lifecycle need. 

One reason to buy used is that it takes 
fewer resources to refurbish an existing 
server or computer than to build a new 



When buying refurbished, be aware of 
the brand of the equipment. Computers 
from companies such as IBM, Compaq, 
and HP are part-number specific. 
Although some refurbishers will replace 
a 40GB hard drive with a 250GB drive, 
it may have an effect on any remain- 
ing warranty. 

Also note that some equipment does not 
last as long as others. SMEs should have 
special concerns with LCDs, according to 
Alfred Poor, consultant and author of the 
"HDTV Almanac." 

"Most LCD specifications permit a 
number of defects, yet many with minor 
defects get returned. Be extra cautious 
about refurb displays," he says. "Other 
components are much safer purchases, 
provided you don't need support for 
the latest operating systems or maxi- 
mum performance." 

Selling Economics 

Some SMEs will be interested in selling 
their equipment. "Most refurbished equip- 
ment, after two years, sells for half of 
what it sold for new," McKay says. He 
compares servers to cars: They drop in 



Key Points 



Analyze winetiier new equipment is a 
necessity and if refurbished equipment is 
the right solution for your SME. 

Buying refurbished is both economical 
and environmentally beneficial. 

Today's economy means an SME might 
be able to find good used equipment that 
is available for less. 



"Today, terabytes sell for under $100 
new ... so today 500GB certainly is not 
worth more than $50 new. What's a 
used one worth? Maybe $25." 



- Consultant Alfred Poor 

one. In an era when companies boast of 
their green outlooks, buying used helps. 

The recycler's mantra of reduce, re- 
use, recycle pays off with fewer new 
resources consumed, less emissions 
into the environment, and a lower 
carbon footprint. 

However, it is unlikely that an SME will 
make the decision to buy a reconditioned 
server on the basis of carbon footprint 
alone. The economic argument sweetens 
the deal. 

"An average client who purchases 350 
refurbished units (computers) will see 
close to 50% savings on every unit," 
says Temb. Tankoh Computers recently 
placed 350 computers with a firm at 
$350 each. The price for similar units, 
new, would have been upward of $650, 
Temb figures. 

McKay says it often makes sense to pay 
$100 for a decent machine now, budget an 
additional $40 to upgrade the hard drive in 
two years, and pocket the change from a 
new $500 computer. But be careful how 
you run the figures. 

"Analyze the numbers. Make sure it 
makes sense . . . don't spend $90 to save 
$2," McKay says. "Discuss the pros and 
cons with a reputable dealer. Buy from a 
company that will be there to support the 
sale in nine months." 



value the moment you take them out of 
the showroom. 

DMD figures the value of a comput- 
er drops by about 8 to 10% per month 
for the seller after it comes out of the 
workplace. So it pays to move the 
unit fast. 

Poor notes that he paid $500 for a 
500GB hard drive five years ago. "Today, 
terabytes sell for under $100 new ... so 



today 500GB certainly is not worth more 
than $50 new. What's a used one worth? 
Maybe $25." 

Pricing It Out 

The cost of used equipment varies with 
supply and demand. A couple of years ago 
when the New York banking industry 
crashed, a flood of computers came onto 
the secondary market. "Prices were cut in 
half," says McKay. 

More recently, however, prices have 
trended upward. At the end of 2009, 
McKay says, prices showed some life 
but evened off at the new year. For the 
next several months, McKay says he 
expects prices to be flat. Enterprises 
doing well are sticking to normal re- 
placement schedules and those under 
stress are holding on to machines longer 
but also are replacing dying units as eco- 
nomically as possible. 

"Prices leveled off recently. It's still 
possible to pick up computers relatively 
cheap," he says. 

McKay says it generally is better to 
avoid the "brand-new $300 special" in 
favor of a refurbished unit. "They typical- 
ly are higher-end machines and you will 
get more value for your money," he says. 

Temb agrees. He would not recom- 
mend refurbished to a high-end graphic 
design firm where technology can 
become outdated. But, for the typical 
SME, he will do a lifecycle analysis 
and sell upgraded computers that meet 
both the SME's processing needs and 
its budget. 



When Should You Replace Equipment? 

The typical SME replaces equipment either on a schedule that roughly parallels the 
manufacturer's warranty or uses it until it dies and then replaces it. Rationalizing that 
schedule is a cost-effective way to manage hardware. 

"I've seen small engineering companies that upgrade hardware every two years to 
support software," says Cliffie McKay, operations manager for DMD Systems Recovery 
(www.dmdsystems.com). "On the other hand, some offices will use six- or seven-year- 
old equipment." 

McKay says the best gauge of a product's life is the manufacturer's warranty cycle or the 
expiration of an additional warranty. Beyond that, check to see whether the machine is 
over-utilized. Check for slow-running desktops with memory and hard drive space that cannot 
handle the latest software releases. 

Note that many SMEs are successful stretching equipment life by using server-based or 
Web-based software. Because the software resides elsewhere, there is less need to keep 
upgrading the desktop. 
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News 



Using A Consultant 
When Making IT Purchases 



Skilled Buyers' Advocates Can Extract Substantial Savings 
& Favorable Terms From IT Vendors 



by Kurt Marko 

Buying IT equipment and services has 
never been a simple process given ever- 
changing technology, diminishing product 
cycles, and a steady stream of startup ven- 
dors. And recent changes have exacerbated 
the situation. Although evaluating hardware 
such as PCs and servers has become simpler 
because of commodification, new sourcing 
models such as managed services and SaaS, 
coupled with software licensing terms that 
don't address virtualized infrastructure, 
have arguably made things worse. 

For IT managers who might make only a 
few major purchase decisions a year, deal- 
ing with seasoned sales representatives who 
know every trick in the revenue-optimiza- 
tion book creates the potential for problems. 

Enter a new class of IT purchasing con- 
sultants and buy-side advocates serving as 
technology experts and buyers' agents 
attempting to level the playing field 
between non-specialist CIOs and vendors 
with their vast market intelligence and 
product expertise. "We're kind of like 
Consumer Reports for the tech world," says 
R. "Ray" Wang of Enterprise Advocates 
(blog.enterpriseadvocates.com), himself a 
veteran of the analyst community. 

Buy-Side Consultant Services 

IT purchasing consultants offer a range of 
services. But Vinnie Mirchandani, founder 
of Deal Architect (www.dealarchitect.com), 
groups them into several key areas: technol- 
ogy scanning, vendor identification, 
vendor/product selection criteria, product 
evaluation, contract negotiation, and imple- 
mentation or transition planning. 

Wang says the first step in a major IT 
purchase involves helping customers 
understand the technology and cutting 
through the latest marketing hype. 
Mirchandani says this leads to develop- 
ment of product requirements and subse- 
quent market scanning to whittle the 
potential candidates down to a manageable 
short list of five or six finalists. 

Next, consultants help develop product 
and vendor evaluation criteria or test scenar- 
ios. The traditional output of this process is 
a formal REP; however, Mirchandani 
admits to not being fond of this approach. 

"Vendors can game REPs pretty well," 
he says, noting that most vendors are 
skilled at crafting responses to match a par- 
ticular request. He prefers a more hands-on 
evaluation technique ("show me the prod- 
uct .. . let me get to know the team") that 
involves visiting vendors and testing prod- 
ucts. In contrast, Richard Ligus, president 
of the Rockford Consulting Group, uses 
REPs and assists clients in drafting the orig- 
inal request, evaluating and scoring propos- 
als, and checking vendor references. 

After a client has settled on two or three 
purchase candidates, consultants then step 
in to negotiate contract terms and condi- 
tions; a process that Mirchandani admits 
"is a little bit of a black art." According to 
Mirchandani, "knowing most of the tricks 
in the book" can help IT understand what 



Key Points 



IT nnanagers nnaking nnajor purchasing 
decisions face savvy and powerful 
vendors that use their greater nnarket 
intelligence and product knowledge to 
their advantage when negotiating pricing 
and contract terms. 

Purchasing, or "buy-side," consultants act 
as experienced advocates to help IT 
throughout the purchasing life cycle by 
surveying the vendor landscape, 
narrowing product and vendor choices, 
and negotiating purchase contracts. 

Consultants, who typically work on a flat 
fee, often achieve savings of 30% or 
nnore— savings that pay for thennselves in 
the first year of a new contract. 



is buried in the often-arcane contract lan- 
guage and tailor it to their advantage. 

Buy-side consultants are seeing increased 
interest in the evaluation of SaaS to replace 
internal applications. Ligus characterizes this 
as a variant of traditional "make-buy" analy- 
ses, but because SaaS is increasingly used 
for core business processes, Wang says buy- 
ers need advocates with cloud expertise. 

"If a SaaS contract is written incorrectly, 
you can be locked in for 10 years," Wang 
says. Even so, Wang believes SaaS and the 
cloud are the best things that have hap- 
pened for IT contract negotiations in years 
because they put significant pricing pres- 
sure on traditional software vendors, result- 
ing in what Mirchandani characterizes as "a 
quantum improvement in economics." 

Benefits ROI 

When engaged early in the evaluation, 
consultants can help IT identify software or 
service requirements and develop an overall 
technology strategy to better match purchas- 
es to needs. Yet most customers look to 
consultants for financial savings. Mirchan- 
dani says virtually all of his negotiations 
save clients money, typically 20 to 30%, 
sometimes as much as 75%. Generally, the 
longer the contract commitment and bigger 
the vendor, the bigger the savings. 

A potential risk in using a buy-side con- 
sultant is aggravating the customer-vendor 
relationship. According to Ligus, many ven- 
dors aren't fond of dealing with purchase 
consultants because "we essentially undress 
the king" by exposing product and contrac- 
tual details that might otherwise go 
unnoticed. By inserting themselves into the 
buying process, consultants break their sales 
cycle, he adds. Although consultants often 
drive a harder bargain than an unaided cus- 
tomer, Mirchandani says, "don't feel too 
sorry for them; they know when to walk 
away from a deal." Sales reps may get exas- 
perated, he notes, but this usually doesn't 
carry over to the product support people that 
IT typically deals with after the purchase. 

Engagement IVIodel & Pricing 

According to Ligus, most buy-side con- 
sulting contracts use a flat fee, with specific 



objectives, deliverables, costs, timelines, 
and milestones defined up front. Although 
Wang notes that consultants may some- 
times agree to payment based on a percent- 
age of any actualized savings, Ligus says 
this practice is controversial because it is 
difficult for the client and consultant to 
agree on metrics for cost savings. Eurther 
dissuading both clients and consultants, 
such contracts can be open-ended, with the 
customer responsible for variable payouts 
over several years of product deployment. 

The up-front fees and intensive, hands- 
on involvement consultants provide pre- 
clude their use for small purchases; Wang 
says deals less than about $50,000 don't 
make financial sense. Mirchandani admits 
this is unfortunate because smaller firms 
lacking technical or contract expertise 
often need these services the most. 

After a rough start in 2009, where Wang 
and Mirchandani say most IT shops went 
into a purchasing paralysis, business 
picked up later in the year. With IT need- 
ing to wring the most value out of every 
dollar and vendors desperate for deals, 
Wang says the environment is favorable 
for well-prepared buyers to extract signifi- 
cant savings on their IT purchases. 

Common IT Buyer's 
Consultant Services 

Software selection. How do you know 
whether the RFPs you are compiling will deliv- 
er what you are looking for? Companies tend 
to gravitate toward the large brands, but that 
isn't always the best way fon^/ard. There are 
many players capable of providing a better fit 
both tactically and strategically. 

Partnership creation. Software companies 
are in an uneven relationship with their cus- 
tomers. Vendors have spent years honing 
their sales skills and persuading their cus- 
tomers they have the best solution in a 
boardroom demo, when in reality the cus- 
tomer is being convinced to buy into some- 
times-empty promises. Consultants help 
clients get greater transparency with vendors 
as part of a process that sees the client 
enjoy a much more even relationship of the 
kind that a partnership should represent. 

Contract negotiation. Clients are not 
always well-equipped to understand the 
nuances that lurk within contracts. It is only 
when the vendor refers to an important but 
little known clause that CXOs sit up and 
wonder what's happening. 

New technology strategy. IT is a fashion 
business. What was "in" last year is now "out." 
Cutting through the hype is an essential part of 
understanding what technology vendors are 
trying to say. Some of the best innovations 
come from smaller vendors. Even so, taking 
on new technology is rarely without risk. Con- 
sultants help clients understand the risks and 
how to mitigate them and, ultimately, how to 
drive value back to the business. 

Source: Enterprise Advocates; 
blog.enterpriseadvocates.com/services 



I IBM To Acquire NISC 



IBM plans to acquire the National Interest 
Security Co., which handles sensitive tech- 
nological jobs for the Department of Home- 
land Security, the Central Intelligence 
Agency, the Department of Defense, and 
other government agencies. The price of 
the deal was not disclosed, but in addition 
to NISC, IBM will also acquire NISC's affili- 
ate company. Technology and Management 
Services. IBM says it is interested in NISC 
for its expertise in systems engineering, bio- 
metrics, software development, and more 
and feels NISC will complement IBM's data 
analytics services. 

I China Speaks Out 

Against U.S. Web Censorship Stance 

"Harmful to China-U.S. relations" and "con- 
trary to the facts." Those are the words used 
in a statement by a spokesman for the 
Chinese Foreign Ministry in response to a 
speech by U.S. Secretary of State Hillary 
Rodham Clinton. In her comments, Clinton 
warned that China's position on Internet cen- 
sorship would harm relations between the 
two nations. China has denied the accusa- 
tions, in spite of the fact that Google has said 
that such censorship would cause it to cease 
operations there. Clinton called for all nations 
to take a "principled stand" in favor of online 
freedom and for the Chinese to review their 
intrusive policies. 

I Yahool's Profits Up, 
Revenues Down 

Internet search and advertising company 
Yahoo! ended its fiscal 2009 on a positive 
note, reporting fourth-quarter profits of 
$153 million, or 1 1 cents per share— a vast 
improvement over Q4 2008, in which the 
company lost $303 million, or 22 cents 
per share. All was not positive, however; 
Yahool's revenue fell 4% year over year to 
$1.73 billion, which marks the fifth consecu- 
tive quarter of falling revenue for the com- 
pany. Much of the credit for Yahool's boost 
in profitability is given to CEO Carol Bartz, 
who took over the beleaguered company a 
year ago, and to the recently cemented 
advertising deal with Microsoft. The compa- 
ny predicts a return to revenue growth in 
the coming quarters. 

I Trade Commission 
Will Investigate Apple 

The U.S. International Trade Commission 
will investigate Nokia's patent violation 
accusations against Apple. Nokia filed the 
complaint in December. The Finnish phone 
maker claims that Apple infringed on seven 
of its copyrights in "virtually all of its mobile 
phones, portable music players, and com- 
puters." Nokia requested that the USITC 
restrict the importing and selling of the 
offending products. The USITC plans to 
complete the investigation within 45 days. 
Continuing the legal battle between the two 
companies, Apple filed a similar complaint 
in January stating that Nokia infringed on 
Apple copyrights; the USITC has not yet 
responded to Apple's claim. 
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Best Practice Is Not Always 
Appropriate Practice 



Some important and complex pro- 
cesses, such as project and service 
management, are inadequately implemented 
in many IT organizations. Without them, IT 
cannot consistently meet quality, timing, and 
cost expectations. Full adoption of such 
practices can measurably improve the quali- 
ty of IT performance in some situations. But 
the financial and human investment required 
to deploy them completely is frequently not 
justified. A basic "good enough" approach 
to process improvement is often the best. 

Mature process frameworks have been 
developed to improve activities such as 
project management (for example through 
PMBOK and PRINCE2), apphcation devel- 
opment (CMMI), and service management 
(ITIL). Although the principles behind the 
frameworks can be helpful to any IT group, 
full deployment of these frameworks is 
often inappropriate. 

The "Best Practice" Message 

Popular frameworks for complex IT 
processes use terms such as "best practice" 
or "maturity" to describe the characteristics 
of advanced approaches that can be very 
effective. The connotation of best practice or 
maturity is that organizations should deploy 
these processes in order to be successful. To 
improve the delivery of projects, for exam- 
ple, best practice would imply that full-time 
project managers are needed, which is not 



typically the case. Similarly, service delivery 
can certainly be improved through the 
deployment of ITIL and the certification of 
key staff, but it's not the only or best way. 

The achievement of a best practice would 
make sense if it cost nothing. However, the 
implementation of best practice processes 
or high levels of process maturity typically 
require significant investment and ongoing 
operational costs. Only organizations with 
significant complexity need full maturity. 
For many, the extensive effort and over- 
head generates limited benefit. 

The Pitfalls Of Reaching For Gold 

Attempts to implement best practices or 
high maturity frameworks in organizations 
with currently nonexistent or weak process- 
es have several potential downsides: 

Inaction due to the high investment re- 
quired or complexity anticipated. Closing 
a significant gap between current practice 
and best practice is often seen as too diffi- 
cult and too expensive. Faced with a very 
complex and risky set of process changes, 
organizations often abandon improvement 
efforts altogether. The deployment of full 
ITIL, for example, can be a daunting initia- 
tive. Smaller ambitions, such as fixing the 
help desk first, often lead to greater success 
than proposals for major transformations. 

Abandonment due to implementation 
or operational problems. It is more 
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difficult to implement extensive change 
than smaller enhancements. Efforts to accel- 
erate maturity are sometimes abandoned 
before the end of the game. Even if the 
organization needs full maturity, it should 
move to that goal in stages. During the voy- 
age, interim processes may not be best prac- 
tices but will im-prove performance. 

Over-complication. Even when organi- 
zations successfully deploy major process 
frameworks, the initial investment may 
have been unnecessary and the ongoing 
process overhead may be excessive. For 
example, if the project management over- 
head exceeds 15% of the total cost of a 



project, the project management process is 
likely over-engineered. 

What's Good Enough? 

In the case of most projects, it is sufficient 
to have a plan, a project manager assigned 
from the development or operations group, 
adequate resources assigned to the project, 
and a regular progress report for tracking key 
activities. Only when projects get truly com- 
plex (several independent teams, hundreds of 
activities that need tracking) are best-of- 
breed approaches, such as full-time certified 
project managers and project management 
software tools, necessary or valuable. 

Organizations that have few mechanisms 
for ensuring that operational services are of 
consistently adequate quality should start 
with areas that create the most pain for the 
user community. Help desk improvements 
are often the right starting point. 

The opportunities for good-enough rather 
than best-of-breed approaches extends to 
server and storage consolidation, selecting 
vendors, developing business cases, and 
implementing business intelligence. 

Improve Broken Processes, 
But Just Enough 

Few IT organizations can boast having 
effective processes to support all of their 
responsibilities. Improvement is important, 
but efforts should be focused on those 
activities that are really broken. Few orga- 
nizations should aim for full process matu- 
rity or best practices. Achievement requires 
a higher level of commitment and invest- 
ment than most organizations can make. 
Good enough may be a better goal than 
best practice. 



FROST AND SULLIVAN 



Fast, Cheap & Good Enough: 
Satisfying Internal Clients 



An ad agency I once worked with 
responded to every new project 
request by asking, "Fast, cheap, or good? 
You can have two out of three." 

With "good" translated as comprehen- 
sive, creative, and complex, it was a rea- 
sonable (if heavy-handed) way to quickly 
set client expectations. If we wanted a 
highly original solution, we had better pro- 
vide a long lead time or be prepared to pay 
handsomely for contracted brainpower and 
overtime. Or would we be satisfied with a 
quick, low-cost solution that addressed the 
most minimal objectives? 

Fast, cheap, or good? If IT managers 
asked their internal clients that question, the 
answer of course would be, "Fast, cheap, 
and good." A rapidly moving business envi- 
ronment requires an accelerated time to 
market; budgets are tight, and no one will 
willingly compromise on quality. And yet, 
as the song says, something's gotta give. 



delivery cycles, and/or deliver a product that 
does the job: 
Collaborate on the needs assessment. 

Clients who are sent off to develop a needs 
assessment often return a list that is extensive 
and impractical, causing IT to waste cycles 
obtaining prices for line items that will 
almost certainly be cut. The client isn't trying 
to be difficult; it's just that, unlike the worlds 
of fashion or home renovation, software 
"luxury" items are not intuitive. Features that 
may seem small or "cool" to the client, such 
as autopopulation of fields or single sign-in, 
could significantly impact project scope and 
cost. By becoming involved from the start, 
IT can help the client understand the likely 
cost impact of certain "nice-to-have" and 
"need-to-have" features, thus resulting in a 
more useful and usable list. 

Consider packaged software and cloud 
applications first. Often, a "bottoms-up" 
needs assessment will point to a pricey, cus- 




AuthOR: Lynda Stadtmueller is a senior research 
analyst in Frost & Sullivan's Stratecast division. Her 
research focus spans emerging trends, new technolo- 
gies, and market behaviors in the constantly evolving 
communications industry. Stadtmueller has more than 
20 years of telecom industry experience. Her profes- 
sional career includes leadership positions in market- 
ing, award-winning brand and channel development, 
and sales for AT&T and its global ventures. 

Send your comments to 
frostandsullivan ©processor, com 



Sliding Scale 

Ultimately, the IT department is charged 
with determining where each project lands 
on the sliding scale of time-to-market, 
price, and quality. And it can do so by help- 
ing functional departments (internal clients) 
understand the tradeoffs and recommend- 
ing the approach that will provide the great- 
est return. 

How can IT meet both the specific needs 
of internal clients and the broader needs of 
the business? Here are some project manage- 
ment tips that can help save costs, shorten 



tomized software solution. And no wonder: 
We all think our businesses are unique, so we 
can't imagine that a suitable solution already 
exists. But the significantly lower costs, short 
deployment time, and scalability of commer- 
cial software solutions mean that custom 
solutions should be the exception. IT should 
lead the discussion by assessing available 
commercial solutions that meet most of the 
requirements off the shelf. If additional 
tweaking is necessary, IT may not have to do 
all the coding itself. Instead, it can explore 
online forums in which developers share 
templates for commercial applications. 



Help clients rethink processes. Organi- 
zations are automating more and more busi- 
ness processes, but that doesn't mean that 
computers should replicate every step. Don't 
be like the company that requested a custom 
alteration to its new telecom expense man- 
agement software. The company required 
the software, which processes electronic 
invoice feeds for analysis and payment, to 
produce a replica phone bill on 8-1/2- x 11- 
inch paper. Although it streamlined its 
expense management processes, the compa- 
ny neglected to update its archiving process. 



which called for boxes of invoices to be 
stored in an offsite facility. To prevent cost- 
and time-wasters such as this, IT can take a 
leadership position in helping to drive out 
processes that no longer make sense in an 
automated world. 

Stay involved. It' s tempting to get out of 
the way when internal departments do their 
own research and come up with a SaaS 
subscription. If the solution does not touch 
the company network or infrastructure and 
the budget comes from another department, 
a resource-strapped IT department may 
choose a "not my problem" approach. Bad 
idea. Even if the choice is a cloud option, 
IT should remain involved in the decision. 

Standardize Where Possible 

Even if you haven't yet fully embraced 
cloud computing, it makes sense to be 
aware of the platforms that cloud software 
runs on and standardize where possible. 
Standardized platforms offer templates that 
speed up the implementation process and 
more easily allow expansion and integration 
of applications — a boon for future growth. 

Ultimately, IT is responsible for manag- 
ing the entire data center environment, 
whether apps are internally housed or host- 
ed. That means IT is responsible for man- 
aging bandwidth and network performance 
standards, which can be impacted when 
users use the network to access cloud apps. 
Furthermore, you can be sure that if a SaaS 
application goes down, the IT help desk 
will receive a call. 

In a technology-fueled business environ- 
ment, IT can't afford to be seen as either a 
roadblock or a no-questions-asked supplier to 
other organizations. Instead, IT should assert 
its strategic leadership to help the business 
adopt technology solutions that are fast and 
low-cost while getting the job done. 
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by Kurt Marko 
• • • 

The rise of online Innovations collec- 
tively known as Web 2.0 has been a bright 
spot of innovation during some grim years 
for IT. Yet social sites, ranging from per- 
sonal networks such as Facebook and 
Linkedin to user collaboration tools such as 
Blogger, YouTube, and Twitter, remain 
public, online services targeted to end users, 
not tools for business. 

Andrew McAfee, an influential business 
consultant and researcher at MIT's Sloan 
School, believes it's time for organizations to 
embrace social software, bring it inside the 
corporate moat, and integrate it into core 
business processes. Leveraging the Web 2.0 
moniker, he terms the corporate application 
of social platforms "Enterprise 2.0," using 
his like-titled book to outline their features 
and business benefits. 

Major Social Technologies 

The book, which is aimed at nonspecialist 
business managers, not tech-savvy IT pros or 



Gen Y staffers, begins by surveying the 
major social technologies and online ser- 
vices. Despite conventional usage, the author 
eschews the "social" label because it has a 
pejorative, unprofessional connotation with 
most managers. 

"When some managers hear talk of social 
technologies, they immediately think of tech- 
nologies that facilitate activities like happy 
hour, fantasy sports league drafts, and office 
gossip. They hear 'social,' in short, and think 
it means not work-related, or time- was ting, 
or productivity-draining." 

Instead, McAfee develops a more formal 
and conceptual definition of Web 2.0 soft- 
ware, which he calls ESSPs (emergent social 
software platforms). Although the ESSP's 
social, collaborative nature is well known, 
McAfee says other properties of these plat- 
forms, such as data persistence; a broad, 
unrestricted user base; and egalitarian, non- 
hierarchical mores, are equally important. 

Following its technology survey, the book 
examines what makes ESSPs such powerful, 
revolutionary tools by introducing the socio- 



logical concept of interpersonal ties and tie 
strength. In the work world, people typically 
form small clusters of close colleagues 
(strong ties) that are largely nonoverlapping 
and only weakly linked with each other; i.e. 
engineers in the R&D lab know what their 
peers are working on but have little visibility 
to the knowledge and information from mar- 
keting or customer support. 

ESSPs facilitate organizational collabora- 
tion and cross-pollination in several ways. 
Some, such as Wikis, forge stronger links 
between people with already close ties. 
Others, such as Facebook or Twitter, serve 
to link disparate networks (so-called weakly 
tied colleagues) by broadcasting informa- 
tion to a wider audience of "friends." Tools 
such as blogs or online prediction markets 
can facilitate productive interactions 
between complete strangers. Understanding 
the relationship between tools and tie 
strength can help leaders refine and focus 
their ESSP requirements. 

McAfee dispatches most of the common 
objections to using ESSPs in the business 
world, specifically that they're a risk to 
information security and can create unpro- 
ductive flame wars, subvert upper man- 
agement authority, or provide refuge for 
malcontents and unhappy customers to 
denigrate the company. 

Guidelines & Advice 

"Enterprise 2.0" concludes with guidelines 
and advice on successfully deploying social 
software, along with cautions to those 
expecting instant results. 

"Most of the tools of Enterprise 2.0 require 
both behavioral and technological changes 
and are therefore long-haul products," 



McAfee says. Without clear management 
support in both words and deeds, it is easy 
for employees to backslide into old, familiar 
ways of work, leaving the new platforms 
marginalized and languishing among a few 
true believers. 

McAfee writes, "Enterprise 2.0 is the use 
of emergent social software platforms by 
organizations in pursuit of their goals," not- 
ing that their use isn't relevant only for high- 
tech corporations, but any collective work 
group from public-sector agencies to non- 
profit organizations. 

Key Concepts 

• Web 2.0 offers capabilities to dramatically 
improve collaboration, knowledge sharing, 
and employee cross-pollination in enterprises. 

• Enterprise 2.0 tools can facilitate stronger 
collaboration among workers with already 
close ties and link dissimilar networks of 
employees with like interests. 

• Deploying social software within an 
organization is not a short-term task, but the 
challenges are cultural and personal, not 
technological. Managers need to demon- 
strate the importance of Enterprise 2.0 tools 
and reinforce behaviors that lead to perma- 
nent changes in business processes and 
work styles. 

• Most objections to enterprise social software, 
including the ideas that it will be used for non- 
work-related socializing or that it will languish 
because of employee intransigence and resis- 
tance to change, are red herrings and not 
supported by evidence from early adopters. 
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♦ Built-in file parsers and 
converters highlight hits 
in popular file types 

♦ 25+ full-text and fielded 
data search options 

♦ Spider supports static and 
dynamic web data; 
highlights hits with links , 
formatting and images[ 
intact 

♦ API supports -NET, C++, SQL, 
Java, etc. .NET Spider API 
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'Bottom line: dtSearch manages a terabyte of text in a single 
index and returns results in less than a second" — InfoWorld 

dtSearch "covers all data sources ... powerful Web-based 
engines" — eUl/fE/C 

'Lightning fast ... performance was unmatched by any other 
product" — Redmond Magazine 

For hundreds more reviews, and hundreds of developer 
case studies, see www.dtSearch.com 
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Processor 
Solutions Directory 

Here are brief snapshots of several companies 
offering products designed for tine data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 



To list your company and products, 
call (800) 247-4880. 



Physical Infrastructure 



BayTech was founded in 1976 and, since the 1990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for a 
better, more resilient connection between the data center 
equipment and the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 



modius 

San Francisco-based Modius® provides an end-to-end mon- 
itoring and measurement solution that enables companies 
to gather, display, and archive data related to the real-time 
status of all IT and facilities infrastructure existing within the 
company's data centers, server rooms, and call centers. 
Based on the Modius OpenData platform, which allows for 
the continuous monitoring and measurement of power-, 
cooling-, and environmental sensor-related devices from 
any vendor, Modius' measurement systems can help com- 
panies lower energy-related costs, expand capacity, reduce 
downtime, and lengthen the life span of their equipment. 

Products Sold: 

Data center monitoring, management, and reporting tools. 



323-0066 I www.modius.com 



Physical Infrastructure 




Server Technology 

Solutions for the Data Center Equipment Cabinet 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment. Switched, Smart, Metered, Basic, and -48 VDC 



Physical Infrastructure 



AUSTIN 



Founded in 1995, Austin Hughes Electronics is a design and 
manufacturing company offering a broad range of electro- 
mechanical products based on 19-inch rackmount technolo- 
gy. Austin Hughes has ISO 14001 & 9001 -approved design, 
manufacturing, assembly, and test facilities in Hong Kong 
and China. It has sales offices throughout the Asia-Pacific 
region as well as Europe and the United States, supporting 
a worldwide distributor network. 

Products Sold: 

• Rackmount LCD keyboard/KVM drawers 

• Rackmount serial console LCD keyboard drawers 

• LCD screens 



www.austin-hughes.com 



Physical Infrastructure 



CYBER@SWITCHING 



® 



Cyber Switching began pioneering power distribution 
technologies in 1994. Our PDUs are used to power cycle 
and manage power to blade servers, routers, SANs, and 
other data center equipment. Our intelligent PDUs can 
monitor current individually by outlet and also provide virtual 
circuit breaker protection on an individual outlet basis. No 
other PDU on the market offers these unique features. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 
Patch Panels 



(888)311-6277 I www.cyberswitching.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental moni- 
toring. We pride ourselves in offering industrial-grade qual- 
ity products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest pur- 
chase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



751-7387 I pdusdirect.coin 



Networking & VPN 



#BLACK BOX^ 

HETWORK SERVICES 



Black Box is the world's largest independent provider of 
voice communications, data infrastructure, and product 
solutions. Shop at Black Box for 11 8,000+ networking 
products, a best-price guarantee, and FREE, live, 24/7 
Tech Support. 



Products Sold: 

• Cabinets and racks 

• Cables 

• Datacom 

• Digital signage and 
multimedia 

• Industrial 

• Infrastructure hardware 



KVM 

Networking 
Power 

Premise security 
Servers, storage, 
and PCs 

Voice communications 



Physical Infrastructure 



avtech 



AVTECH Software, founded in 1988, is focused on making 
the monitoring and management of systems, servers, net- 
works, and data center environments easier. AVTECH pro- 
vides powerful, easy-to-use software and hardware that 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



(888)220-6700 I www.AVTECH.com 



Physical Infrastructure 




Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products 
are designed to promote organization in the workspace 
and to increase the productivity of computers, peripherals, 
and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 



Physical Infrastructure 



RACKMOUNT 

SOLUTIONS, Ltd 

where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high-per- 
formance products through continuous product innovation 
and operational excellence. We pride ourselves in provid- 
ing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(866)207-6631 I www.rackmountsolutions.net 
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GoToAssist 

EXPRESS 



GoToAssist® Express"^"^ lets you easily view and control 
your customer's computer online, so you quickly resolve 
their technical issues. You'll amaze customers by solving 
problems on the spot while reducing travel time and 
lowering supports costs. GoToAssist Express is brought to 
you by Citrix Online, a fast-growing division of Citrix 
Systems. Every month, more than 15,000 new customers 
start using Citrix Online's services to work from anywhere 
with anyone — using remote-connectivity tools to save time, 
get more done, and connect to others around the world. 

Products Sold: 

GoToMyPC, GoToMeeting, GoToAssist, and GoToWebinar. 



(800)835-1515 I www.servertech.com 



(877)877-2269! www.blackbox.com 



(800) 549-8541 I www.gotoassist.com/processor 
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Networking & VPN 



^ECESSA 



Minnesota-based Ecessa helps enterprises and other 
organizations make the most of their WAN links. Its prod- 
ucts work to maximize available bandwidth, even during 
Internet or local slowdowns or partial outages. Ecessa 
serves customers large and small, including Fortune 1000 
entities, service providers, SMEs, and remote offices. 

Products Sold: 

Internet connection controllers serving failover, load bal- 
ancing, security, and link aggregation needs. 



(800) 669-6242 | www.ecessa.com 



Servers 



IN-WIN Development Inc., an ISO 9001 manufacturer of 
professional computer chassis, power supplies, and digi- 
tal storage devices, is the leading provider of enclosure 
solutions to system integrators worldwide. Founded in 
1986, IN-WIN provides high-quality chassis that conform 
to all safety regulations, as well as unsurpassed cus- 
tomer service. 

Products Sold: 

• Computer cases 

• Server cases 

• Power supplies 

• Storage devices 



(909)348-0588 { www.in-win.us 



Information 
Technology 
Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We special- 
ize in purchasing and reselling data-processing equipment 
and have more than 21 years combined experience. We pro- 
vide services and system upgrades, DASD, communication, 
and memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Services, including system design and installation, 
maintenance, and buyback of existing hardware 



(877)715-3686 I www.itechtrading.com 




PRODUCTS 



Established in 1983, CMS Products is a leading innovator 
in data backup, encryption, and security technology. CMS 
Products has received global recognition for its work in 
developing leading-edge, easy-to-use products that 
revolutionize the notebook and desktop data backup/ 
restore and storage industry. 

Products Sold: 

• Backup and restore disaster recovery software and sys- 
tems, including laptop, desktop, and secure versions 

• Laptop hard drive upgrades 

• Data security products, including encryption software, 
encrypted portable backup, and encrypted flash drives 



(800)327-5773 | www.cmsproducts.com 



^^^^ 



dtSearcK 

www.citsearch.com 



Maryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 




• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 



(800)248-5360 I www.pacebutler.com 



Servers 



(i)Portwell 



Intel Embedded Alliance member American Portwell 
Technology is a wholly owned subsidiary of industrial com- 
puter innovator Portwell of Taiwan. It's known for its cus- 
tom solutions as well as for its rackmount and embedded 
computers used in industrial, medical, retail, financial, 
semiconductor equipment, mission-critical, and network 
security environments. 

Products Sold: 

Embedded, single-board, and rackmount computers; spe- 
cialty platforms; human-machine interfaces; and communi- 
cation appliances 



(510)403-3399 | www.portwell.com 




IGS is an independent manufacturer and source of supply, 
service, and depot repair of obsolete Digital Equipment 
Corp. parts, products, and systems. We maintain an exten- 
sive inventory of DEC parts and equipment; some date from 
the 1960s. We refurbish and service these parts, adding 
current technology when applicable. We provide Advance 
Replacement Service within 24 hours if we have the item in 
stock and, with 75,000 stock items, chances are we will. 

Products Sold: 

Digital Equipment Corp. parts, products, and systems, 
including memory, storage, processors, display and video, 
printers, and cables, for repair, lease, or rental 



332-7278 I www.decparts.com 




In 1987, Pegasus Computer Marketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 10 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(800) 856-2111 I www.pegasuscomputer.net 
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Their computer. 
Your brain. 

GoToAssist® Express'" lets you view and control 
your customer's computer online, so you can use 
your expertise to instantly fix the problem. You'll 
solve technical issues faster while reducing travel 
costs and increasing customer satisfaction. 
Support Smarter™ with GoToAssist Express. 



FREE 30-Day Trial 

gotoassist.com/processor 




GoToAssist* 

by CITRIX 



